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Preface

It is with great pleasure and pride that I present this volume Special Topics in Infor-
mation Technology, a collection of 12 outstanding contributions from Ph.D. students
who have recently completed their doctoral studies in IT at the Dipartimento di Elet-
tronica, Informazione e Bioingegneria of the Politecnico di Milano. These works
have been carefully selected by the Faculty Board of the Ph.D. program in Informa-
tion Technology from about 70 candidates and stand as a testament to the excellent
research and innovation conducted in our department.

The Ph.D. program in Information Technology at the Politecnico di Milano has
been in operation for about 40 years. It is built upon four main areas of study:
computer science and engineering, electronics, systems and control, and telecom-
munications. This structure enables the program to cover an extensive range of
research domains within the IT field. The aim is to promote research excellence
by nurturing the development of innovative methodologies and cutting-edge tech-
nologies, and to prepare new generations of researchers and professionals, who will
advance academic knowledge and drive innovation in industry and other sectors in
the future. The authors of the contributions featured in this volume surely embody
this spirit of excellence.

The present collection offers an exciting overview of the most significant research
efforts undertaken by our Ph.D. students who graduated in the academic year 2023/
2024.While grounded in rigorous scientific methods, the contributions are written in
a way that makes the content accessible to a broad audience, and I am confident that
both non-specialists and people with a more technical background will be able to
appreciate the groundbreaking advancements achieved by our Ph.D. students. Each
contribution reflects the diversity and depth of the four areas that define our Ph.D.
program and showcases the high caliber of the research carried out at our institution.
Whether theoretical or application-oriented, the presented works highlight both the
fundamental and interdisciplinary nature of Information Technology and underscore
its pivotal role in shaping modern society.

v



vi Preface

To conclude, I would like to express my gratitude to the contributing authors for
their timely and enthusiastic participation in the creation of this volume. It is my
hope that it will serve as both a record of their achievements and an inspiration for
future generations of researchers.

Milan, Italy
October 2024

Simone Garatti
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Viral Data Integration and Knowledge
Discovery Methods for Current
and Future Pandemics

Tommaso Alfonsi

Abstract Viral genomics is an interesting and challenging field of science. The vast
amount of data, coupled with the intrinsic variability of viruses, demands robust data
management and computational methods that support domain experts in studying
this complex domain. This Chapter addresses the demand for data and knowledge
integration as a way to analyse and discover new insights on SARS-CoV-2 and other
viruses, even through artificial intelligence. Finally, a novel method for detecting
recombination events in RNA viruses is presented. This method offers significant
advantages over existing approaches and represents a valuable resource for public
health preparedness. Overall, this work contributes significantly to viral genomics
by addressing important challenges in data integration, knowledge modeling, and
recombination detection.

1 Integration of Viral Data Sources

Following the outbreak of the SARS-CoV-2 pandemic, several organizations and
research groups created online tools and resources to help study viral infections.
Among themost relevant are theCOVID-19AnalysisResearchDatabase [1] (CARD)
at theChildren’sHospital of LosAngeles (CHLA), 2019nCoVR [2] andCoV-Seq [3].
They all rely on publicly available sequences collected from the most important
database institutions: GISAID [4] (Global Initiative on Sharing All Influenza Data),
NCBI [5] (National Center for Biotechnology Information), and CNGB [6] (China
National GeneBank). Each of the integrated viral databases presented above is sup-
ported by a sequence integration pipeline that accomplishes duplicate sequence
removal, feature annotation, variant calling, and (except forCARD)variant effect pre-
diction. Despite some of themproviding interesting additional features (See [7] for an
in-depth comparison), they show some limitations in generality and data availability.
Indeed, these resources do not collect samples of viral species other than SARS-CoV-
2 nor other relevant region annotations.An example of these is epitope regions,whose
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4 T. Alfonsi

stability is of vital importance for vaccine effectiveness and pathogen recognition by
the host. Moreover, the possibility of expressing and combining filters on sequences’
metadata and the viral genome (both at the nucleotide or amino acid level) is limited or
absent. Further comparisons are made difficult by the low amount of details about the
internal database structure chosen for representing the isolate’s data. To address these
limitations, we developed ViruSurf [8], a highly scalable, extensible data repository
for viral sequences.We extended it with epitope data that can be queried and analyzed
in a dedicated interface called EpiSurf [9]. Finally, we built the mutation and epitope
data analysis tool VirusViz [10], which is interconnected with the previous resources.
To support the work of integration, annotation of sequences and mutation extraction,
an Extract-Transform-Load (ETL) pipeline [7] has been designed to integrate data
from several sources of viral sequences periodically. The pipeline is composed of
layers for downloading data from the sources, extracting information and homog-
enizing its content, and finally, loading it into a central repository. The first layer
includes source-specific modules responsible for collecting the data from the most
important viral sequence deposition resources: NCBI, the National Microbiology
Data Center (NMDC), COG-UK [11] and GISAID. The original data is mapped to a
relational model (based on the Virus Conceptual Model [12]), allowing a represen-
tation of the virus under different perspectives (biological, technological, analytical
and organizational) and its seamless extension with other concepts. A transformation
layer ensures that similar entities are reconciled so queries can seamlessly operate
on data originating from different sources. The pipeline is completed by a query
optimization layer that computes accessory data structures to increase query perfor-
mance on such a huge viral sequence repository. Subsequently, a dedicated set of
pipeline modules has been developed to add epitope annotations from the Immune
Epitope Database (IEDB [13]) and support their integration with viral sequences.

Following a substantial increase in SARS-CoV-2 sequence submissions to NCBI
GenBank (47,193 in 2020 to 3,018,196 by 2021), the ViruSurf platform under-
went optimizations to ensure efficient data integration and performance. Previously,
ViruSurf relied on the creation of periodic, updated databases. This approach was
replaced with a single, continuously updated repository containing snapshots. This
optimization improved efficiency and reduced idle times. Additionally, dedicated
server infrastructure was implemented to handle the computational demands of
the ViruSurf pipeline, minimizing resource consumption on the interface machines
(ViruSurf, EpiSurf, VirusViz). Furthermore, automating snapshot management tasks
(i.e., image creation, transfer, load, and finalization) significantly streamlined the pro-
cess. These optimizations effectively addressed scalability and performance concerns
associated with integrating large-scale viral sequence data.

The ViruSurf pipeline currently generates an integrated sequence repository com-
prised of two databases. The first database contains over 5.4 million SARS-CoV-
2 sequences obtained from GISAID. The second database houses sequences from
NMDC, COG-UK, GenBank, and RefSeq, encompassing 3.7 million SARS-CoV-2
sequences and 35,000 sequences from other viral species.
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The data generated by such a pipeline was fundamental for building theweb appli-
cations ViruSurf, EpiSurf and VirusViz and represents a significant contribution to
making viral data more accessible and insightful for the global scientific community.

2 Integration of Viral Knowledge

The ongoing deposition of SARS-CoV-2 sequences into public databases facili-
tates continuousmonitoring of viral evolution by international organizations. Several
research studies link mutational processes to the emergence of more transmissible
variants, immune escape, and altered disease course. Understanding these dynam-
ics is crucial for understanding the SARS-CoV-2 pandemic. However, this effort
is hampered by several factors. One issue is the use of inconsistent terminology,
as the lack of standardized terms and concepts across research groups hinders the
efficient sharing of data and knowledge. Another important aspect is related to het-
erogeneity and temporal evolution, as viral sequences and associated information
exhibit inherent variability and change over time, making knowledge management
challenging. Finally, existing resources often lack the ability to connect disparate
knowledge domains related to SARS-CoV-2.

Addressing these challenges, we introduce CoV2K [14], a unifying knowledge
model about SARS-CoV-2. CoV2K offers an abstract representation of SARS-CoV-
2 information using entities and relationships, promoting consistent terminology
and facilitating the integration of diverse data sources. The entities described by
the CoV2K model are variants clinical effects of variants and amino acid changes,
scientific literature providing evidence for the effects, nucleotide and amino acid
changes, gene and protein annotations and finally, chemical properties of individual
residues. Entities are also linked to massive datasets of sequence data (ViruSurf [8])
and epitope data (EpiSurf [9]) as discussed in Sect. 1.

We filled the content of entities and relationships using multiple sources. More
specifically, CoVariants.org [15] and PHE [16] are used for variant names and their
characteristic mutations. COG-UK Mutation Explorer [11] provides a comprehen-
sive list of the effects of SARS-CoV-2 mutations. Effects of variants are extracted
from ECDC reports [17] and the CoVariants web page [15]. Entities corresponding
to nucleotide and amino acid change include the mutations found in any variant char-
acterizations and sequence of ViruSruf. NCBI’s gene and protein annotations for the
reference sequence NC_045512 [18] are represented in the corresponding entities
of the model. Protein domains are downloaded from UniProtKB [19]. Properties of
residues have been extracted from the Amino Acid Explorer of NCBI Structures [20]
in Sept. 2020 and checked against another authoritative reference [21] as the NCBI
resource has been discontinued.

In order to extract information from the above sources, established Extract, Trans-
form, Load (ETL) methodologies have been used. In addition, a final harmonization
stage concludes the integration process. During the first stage (extraction), data is
retrieved from the designated sources using source-specific parsers to identify rele-
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vant information within the source data structures. In the transformation stage, the
extracted data is mapped to a unified MongoDB representation. Entities are con-
verted to “collections” and data instances become “documents”, adhering to the
standard terminology of NoSQL document databases. The transformed collections
of documents are directly inserted into a MongoDB instance (loading stage) with-
out duplicate checking, as this operation is postponed to the next stage. The final
stage (harmonization) employs MongoDB’s aggregation framework to normalize
collections. This process integrates and eliminates duplicate documents, standardizes
attribute vocabularies, and computes missing or implicit information (e.g., inferring
source organization of a variant based on naming pattern). This setting reduces code
maintenance issues, as the harmonization procedure is fully implemented through a
declarative approach.

The unified representation of knowledge is provided to the broader public by the
CoV2K-API [14], a RESTfulAPI implementing one endpoint for eachmodel’s entity
named as the entity itself. When called without optional parameters, the endpoints
return all the objects of the associated entity. Alternatively, endpoints accept as input
parameters either the ID of a single object (if known from a previous query) or a
list of query parameters. In the former case, the API returns the full description of
the referenced object; in the latter, a list of matching object IDs is returned. User
queries that involve chaining multiple entities can be conveniently written through
the special endpoint /combine, for example, as in http://gmql.eu/cov2k/api/combine/
evidences/effects?aa_positional_change_id=S:L452R, which extracts the scientific
literature (evidences) reporting effects on the Spike mutation L452R.

In conclusion, CoV2K offers a robust query system that facilitates user explo-
ration of interconnected data and knowledge domains related to SARS-CoV-2. The
knowledge sources within CoV2K are meticulously chosen for their accuracy and
adherence to rigorous update schedules, ensuring users access the most current
information. Furthermore, the implemented ETL and harmonization pipelines are
designed for seamless integration of additional data sources in future. On the data
side, CoV2K leverages two substantial databases: ViruSurf and EpiSurf. As of early
2022, ViruSurf houses approximately 4M sequences from GenBank and COG-UK,
enriched with nucleotide mutations and corresponding amino acid changes. EpiSurf,
in turn, provides a curated collection of roughly 22K epitope annotations on SARS-
CoV-2.

We believe that CoV2K represents a valuable resource in support of viral inves-
tigators by cleverly integrating diverse knowledge domains connected to the SARS-
CoV-2, fostering the discovery of novel insights. The graph-shaped model also facil-
itates the use of artificial intelligence methods on CoV2K, for example, by means of
knowledge graph analysis tools. One notable example is also provided in [22], where
we employed a logical declarative language to model intensional knowledge (i.e.,
the rules or entity relationships) and express the extensional knowledge (i.e., facts).
Then, the reasoner applies the rules to the known facts and derives novel extensional
knowledge. Four use cases of such an approach are presented in [22].

http://gmql.eu/cov2k/api/combine/evidences/effects?aa_positional_change_id=S:L452R
http://gmql.eu/cov2k/api/combine/evidences/effects?aa_positional_change_id=S:L452R
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3 Recombinant Detection

Since the beginning of the SARS-CoV-2 pandemic, more than 130K distinct
nucleotide mutations have accumulated globally. Their combination defines the
genomic and functional characteristics of a viral sequence. As all such sequences
ultimately descend from a single ancestor, it is possible to place them in a diverg-
ing tree-like data structure, called a phylogenetic tree, that shows the evolution of
the virus from a genomic and epidemiological standpoint. Phylogenists name the
tree’s nodes as variants—or lineages or clades—i.e., groups of sequences sharing
similar genomic features. So, it’s possible to tell the similarity and origin of a new
variant starting from the pre-existing ones. Despite the primary role of phylogenetic
analysis, such an approach relies on the evolutionary model of a branching tree, but
the suitability of this model to describe the history of SARS-CoV-2 was questioned
when recombination was first observed in this virus [23].

Recombination is the exchange of genetic material between two or more viral
strains co-circulating in the same host. Through recombination, a virus acquires a
contiguous portion of mutations of another sequence abruptly, leading to greater
diversification and faster evolution.

Despite, in the first three years of the SARS-CoV-2 pandemic, only low lev-
els of recombination were noted, this phenomenon is extremely current, and several
recombination events have been recognized as the pandemic continued spreading [24,
25]. Recombination is a critical evolutionary mechanism in SARS-CoV-2 and other
viruses, and it may have severe clinical and epidemiological implications as it is
thought to increase the probability of cross-specie transmission, enhanced virulence,
host immune evasion, and the development of resistance to antivirals [26]. Recogni-
tion of recombinant sequences is, therefore, vital for the fight against SARS-CoV-2
and future pandemics.

As recombination disrupts the branching tree model, it impairs the application
of phylogenetic approaches for tracing contagion, viral evolution, and ultimately
genomic surveillance of pathogens [27]. Therefore, an effective method to detect
recombinants on a pandemic-scale dataset is paramount for guiding the scientific
community in preventing and mitigating future pandemic threats. Targeting this
ambitious goal, we have developed a novel data-driven approach for detecting recom-
binant sequences, which is not reliant on phylogeny, is highly precise, and applicable
to vast viral datasets, including SARS-CoV-2, Mpox, Dengue, West Nile virus and
others.

Ourmethod,RecombinHunt [28], classifies a series ofmutationswithin a genomic
sequence and detects the genomic coordinates where a discontinuity in the classifi-
cation arises—a genomic position known as “breakpoint”. Here, classification is a
general term referring to the assignment to a known variant depending on the variant
nomenclature system in use. The assignment of a portion of the genome to a specific
variant depends on the likelihood of observing a specific series of mutations. Recom-
binHunt estimates the likelihood of single mutations knowing its global frequency
(i.e., in all viral sequences) and relative frequencies f1, f2, ..., fV for V variants. For
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any candidate variant and coordinate range on the target sequence, RecombinHunt
computes the cumulative likelihood considering the series of mutations included in
the range and detects where such likelihood starts decreasing. Indeed, the maximum
cumulative likelihood for a non-recombinant sequence is found at the widest possible
coordinates range on the target sequence and for the most likely variant assignment.
For a recombinant sequence, instead, the maximum score occurs at the breakpoint
position. The breakpoint is the genomic coordinate that divides two portions of a
recombinant genome inherited by different parents. Once the breakpoint position
has been identified, the first parental variant is found as the one with the highest
score, and the cumulative likelihood is recomputed on the remaining portion of the
genome to identify the other parental candidate variant.

RecombinHunt detects single breakpoint recombinant genomes (i.e., sequences
made by only two parental genome portions) and double breakpoint recombinant
genomes—i.e., where a portion of one parental sequence is placed between two
portions of the other parental genome. These recombination patterns are also respec-
tively called L1+L2 and L1+L2+L1opp for brevity, where L1 and L2 refer to two
generic parental variants and opp refers to the opposite end of L1. These are the
two most common recombination patterns due to the functional limitations on the
genome assembly,1 and because the simultaneous infection by three or more viruses
is less likely. The workflow of RecombinHunt is such that the non-recombinant and
recombinant options are nevertheless computed. Then, the model with the lowest
entropy according to the Akaike Information Criterion [29] is chosen as the most
likely explanation. This choice reflects the observation that positive selection is most
often the right answer, unlike recombination. Recombination is a rare phenomenon,
and L1+L2+L1opp recombination patterns are even more rare than L1+L2. So, if
a non-recombinant model explains sufficiently well the mutations observed in a
sequence, it will be the preferred answer of RecombinHunt.

The method has been thoroughly evaluated in [28] and achieved outstanding
results both on SARS-CoV-2 and Mpox viruses. As demonstrated in [28], Recom-
binHunt scored a five-fold increase in sensitivity compared to the state-of-the-art on
real recombinant cases.

To evaluate the sensitivity and specificity of RecombinHuntmore reliably, we also
simulated 10,500 sequences equally distributed among the classes: non-recombinant,
single breakpoint recombinant and double breakpoint recombinant sequences. Then,
we added random non-characteristic mutations (i.e., noise) at increasing quanti-
ties from 0 to 30.2 In these tests, we achieved almost perfect results. Considering
sequences with up to 10 added noise mutations, we measured more than 95.6%
sensitivity and less than 1.2% false positives rate.

1 The structure of a recombinant genome is not different from that of a non-recombinant genome.
They must encode for the same proteins, have similar lengths, and have the same arrangement
of genome parts to preserve the viral functions. Therefore, parental genomes cannot be randomly
assembled.
2 The generated recombinant sequences had 60 mutations on average compared to the reference.
So, adding 30 mutations as noise corresponds to adding ∼50% of noise in the input.
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RecombinHunt has been designed to work in a big-data context, a scenario where
the applicability of many other methods is limited. On small datasets, the main
limit of RecombinHunt is the potentially inaccurate estimate of variant character-
izations, which, in turn, depends on the accuracy of mutation frequencies and the
chosen characterization threshold.3 In [28], we illustrated two approaches to deter-
mine the minimum dataset size for obtaining a stable characterization. In both cases,
we conclude that the answer depends on the quality of the data and the sequence
classification system used. Having a sound variant classification system with few
noise mutations added per sequence (e.g., below 15), 5 sequences per lineage are
enough to derive a correct characterization (for example, of PANGO lineage AY.44).
But the variant characterization of PANGO lineages AY.45 and Mpox lineage B.1
required more than a hundred sequences before achieving a stable characterization.
This example outlines the importance of the input data quality on the applicability
of RecombinHunt.

Taking advantage of the generality of RecombinHunt, we tested the method on
the Mpox virus. After building the variant characterizations and frequency data for
the 21Mpox lineages, we identified more than four hundred recombinant sequences.
Most importantly, we confirmed 5 out of 8 double breakpoint recombinant sequences
that were previously identified by an ad-hoc study on Mpox [30].

Finally, we demonstrated in [28] the possibility of using RecombinHunt as a
prediction method for detecting novel recombinants. In particular, the method was
tested on 24 sequences initially designated as non-recombinant in GISAID. Out of
these, we identified 19 recombinants with parental lineages and breakpoint positions
compatible with the recombinant designations XCA and XCB, which were intro-
duced only subsequently. Later, the same sequences were also labelled recombinant
in GISAD and assigned to XCA or XCB lineages.

Our findings collectively demonstrate the high accuracy and reliability of Recom-
binHunt, marking a significant advancement in the detection of recombinant viruses.
This method exhibits broad applicability to existing nucleotide mutation collections
for various viral species, including Zika and Ebola. Consequently, RecombinHunt
facilitates the timely detection of recombinant viral genomes in ongoing and future
outbreaks. As a future direction, we aim to implement the method for influenza virus
detection with the necessary adaptations for multi-segmented genomes.

4 Conclusions

The emergence of SARS-CoV-2 highlighted the critical role of genomic surveillance,
the study of pathogen evolution through genome sequencing. The heterogeneity of
the viral data presents additional complexity for scientists wanting to focus on the
biological intricacies of viruses. This Chapter illustrates a general and extensible

3 For SARS-CoV-2, a 75% characterization threshold was used. The higher the threshold, the higher
the confidence level needed for a mutation to be part of the characteristic set of mutations.
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approach to viral data and knowledge integration and presents a novel method for
recombinant detection that significantly improves the state-of-the-art. In conclusion,
this thesis addresses a number of open challenges in viral genomics by proposing
novel methods that can effectively contribute to genomic surveillance practices and
improve global health preparedness against future pandemics.
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Learning Optimal Equilibria
and Mechanisms Under Information
Asymmetry

Federico Cacciamani

1 Introduction

Over the last few decades, scientific research in the field of artificial intelligence
(AI) has been capable of achieving outstanding results in modeling optimal agents’
behavior in many situations of strategic interaction. Such results include, but are
not limited to, the achievement of human and superhuman performances in increas-
ingly difficult recreational games like Chess [6], Go [16], No-limit Texas Hold’em
Poker [2, 13] and Starcraft II [17]. In all those cases, the development of game-
theoretic reasoning served as a fundamental building block for obtaining the final
result. Indeed, differently than standard settings that deal with learning to behave in a
fixed environment, complex scenarios like the ones listed above require an additional
bit of reasoning, which accounts for the fact that there might be other agents that
can strategically adapt their behavior to the one of the others. This aspect caused an
increasing interest revolved around the subject of algorithmic game theory, which is
indeed concerned with the computational study of the interaction between different
strategic agents in complex real-world scenarios. At the core of this subject, there
are the concepts of game, which is the mathematical model of the strategic interac-
tion, and equilibrium, which represents a solution of the game. The foundation of
the field can be traced back to the seminal work by Nash [15], that introduced the
concept of Nash Equilibrium (NE), to which other notions of equilibria followed
(see e.g., the notion of Correlated Equilibrium introduced by Aumann [1]). Since
then, researchers in the field of algorithmic game theory have been concerned with
finding efficient algorithms to compute or approximate different notions of equilib-
rium, allowing the deployment of such strategies in many real-world scenarios like
the aforementioned ones.
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Most of the research in the field has been focused around the development of
scalable algorithms for findingNE in simple settings like two-players games inwhich
the players have opposite goals (i.e., two-players zero-sum games). These games
present nice mathematical properties that allowed the definition of a large number
of different approaches to tackle the problem. Over the last years, the most popular
approach has been undoubtedly the adoption of learning algorithms, i.e., algorithms
that are capable of learning optimal strategies by means of samples of repeated
interactions between the agents [11, 22]. The advantages of learning algorithms
over standard optimization-based approaches are several, as they allow to frame the
problem of computing equilibria in a decentralized way, and they are suitable to be
combined with black-box models of the environment without the need for a prior
knowledge of the game. These aspects are crucial when dealing with large games
(as many real-world applications would require) that are too big to be tackled with
optimization-based algorithms.

Despite the successesmentioned above, the expressive power of two-players zero-
sumgames is not enough tomodelmost of the actual scenarios of strategic interaction
that can be found in modern society. This is because the vast majority of those
situations are inherently characterized by a large number of agents. Consider, for
instance, the case of a ride-sharing platform that wants to improve its efficiency or the
case of an investor who is interested in designing the best possible trading strategies
for increasing her wealth. In both cases, there is a huge number of agents involved
in the strategic interactions, and more powerful models than the one provided by
two-players zero-sum games are needed. Unluckily, when the number of players
in the game grows, most of the convenient properties characterizing two-players
games are lost, and the problem of understanding which is the most relevant solution
concept, aswell as the problemof computing it, becomes significantlymore complex.
From a computational perspective, the problem gets even more complicated when
we consider games in which the players hold private information which cannot be
observed by the others.

In this manuscript, we aim to advance the state of the art in the directions sketched
above, by studying the development of learning algorithms for different types of
multi-agent systems. In particular, we study scenarios of sequential strategic interac-
tion between multiple players, in which each of them holds some partial information
on the state of the environment and, depending on the structure of the interaction, we
investigate how this asymmetry of information influences the solution concept and
how it can be leveraged in order to design learning algorithms capable of learning
the optimal strategies. We differentiate between two cases that model whether the
agents holding the information are active, i.e., they actively take actions in the game,
or passive, i.e., they do not take actions in the game but can influence the behavior
of other agents by strategically disclosing information.
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2 Active Agents: Ex-ante Coordination

The first scenario that we investigate in this manuscript is the one in which there are
many players that sequentially interact between them in a game in which each of
them holds some partial information on the state of the environment. We study cases
in which the nature of interaction is mixed cooperative-competitive. Thus, in some
situations, the players might be interested in cooperating between them in order
to enforce more favorable outcomes for them, while in other ones, their interests
might collide. Depending on their objectives, the players might be interested in
communicating some information to the other agents, either to better cooperate or to
induce them to act conveniently. In this work, we mainly focus on cases in which the
type of communication allowed is ex-ante (or preplay) communication, i.e., cases in
which the players can only communicate before the beginning of the game and agree
on some shared strategy, but cannot explicitly communicate during the execution
of the game. Restricting the possible communication to the ex-ante one allows us
to capture many real-world scenarios in which communication between agents is
impossible during the interaction (for instance, due to environmental obstacles).
Moreover, this kind of communication opens up a very interesting interpretation
of the strategies of the players. In particular, the strategies can be thought of as
communication protocols that, based on the public information available, associate
specific meanings to actions. The concept of public information will indeed prove to
be a fundamental concept in our study.

Formally, the preplay communication protocol is implemented by means of a
shared mediator, which privately and sequentially issues communications, taking
the form of action recommendations, to each player. Our objective, then, becomes
to find optimal mediator strategies, which correspond to optimal equilibria, i.e.,
recommendation policies maximizing some function (e.g., the social welfare) such
that all the players are incentivized to follow the recommendations issued by the
mediator. More precisely, we tackle the problem of finding optimal equilibria from a
learning perspective, i.e., we are interested in designing algorithms that, leveraging
samples of sequential interactions between the agents, are capable of learning such
optimal equilibria.

Depending on the types of players involved in the game, we consider different
types of equilibria. In particular, we differentiate between cases in which players are
divided in two teams with opposite objective and more general cases in which there
is not any particular structure among the players. In the former case, the objective
of our study will be to learn the so-called team correlated equilibria [8], while in
the latter case we will be interested in learning optimal Extensive-Form Correlated
Equilibria (EFCE) [18] and Extensive-Form Coarse Correlated Equilibria (EFCCE)
[9], which have been established as the most relevant solution concepts for general-
sum sequential games.
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2.1 Team Games

The first problem that we tackle corresponds to the development of learning algo-
rithms for equilibria in team games. The type of team games that we consider are
characterized by two teams of players that face each other in a zero-sum interaction
(i.e., they have colliding interests). An example of one such game is the game of
Bridge. As already mentioned, our model does not allow communication between
the agents during the interaction, but only admits ex-ante communication. In thisway,
the players in the same team can agree on a joint strategy before the beginning of
the game and can subsequently convey information only by means of their behavior
in the game. In such a setting, previous research have established the Team Maxmin
Equilibrium with correlation (TMEcor) [5, 8, 10, 21] as the most appropriate solu-
tion concept. At an high level, the TMEcor can be formulated as the solution of a
saddle-point optimization problem, where the optimization is done by considering
the joint strategy sets of the two teams. Unfortunately, finding such an equilibrium
was shown to be NP-hard [8]. Nonetheless, despite the computational complexity
results, we believe that it is of uttermost importance to develop efficient algorithms
that allow to address this problem as this would enable a wide range of applications
for the theory. Furthermore, existent algorithms for computing a TMEcor are heav-
ily based on the solution of complex optimization problems such as integer linear
programs and mixed integer linear programs [8, 10, 21], which, in practice, makes
the adoption of such techniques impossible in many real-world scenarios. Similar
to what happened for two-players zero-sum games, we believe that introducing a
learning-based framework for the TMEcor computation, which can potentially be
combinedwith highly scalable deep-learning techniques, could significantly increase
the potential related to the use of this game-theoretic concepts in real-world scenarios.

Starting from this consideration, we develop a procedure that allows us to con-
vert the team game into a strategically equivalent two-players zero-sum game. Our
algorithm is based on the concept of public information, which captures the amount
of information that is public among members of the same team. More in detail, we
create a two-players zero-sum game, which we call Team Public Information (TPI)
game, in which the players in the same team are replaced by a meta-player called
coordinator. When the game reaches a certain decision node of a team player, the
corresponding coordinator plays. Instead of playing simple actions, the coordina-
tor chooses prescriptions, which specify an action for each possible decision node
that is coherent with the public information available to the team players at that
specific point in the game. Then, after the choice of a prescription, the team player
chooses the action that corresponds to its actual private state, and the game continues
accordingly. Using this kind of coordination based on public information allows us
to mitigate the aspect that causes the high complexity of computing a TMEcor. In
particular, such complexity is due to the imperfect recallness of the team if seen as
a unique player. By considering only public information, we ensure that the coordi-
nator maintains perfect recall, enabling the use of well-known learning algorithms
(see e.g., [22]) for finding a NE of the TPI game and the corresponding TMEcor in
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the original game. Unfortunately, the TPI game has a size that grows exponentially
with the size of the original game (but this is inevitable unless P=NP). To mitigate
this issue, we take inspiration from the literature on two-players zero-sum games
and introduce in the context of team games two techniques that proved fundamental
to achieve superhuman performances in huge and very complex games like no-limit
texas hold’em poker: stochastic regret minimization [12] and subgame solving [14].
In particular, stochastic regret minimization allows to reduce the computational bur-
den of the single iteration of the learning algorithm via sampling techniques, while
subgame solving algorithms are used to improve the performances of a given strat-
egy only on a small portion of the game tree, without the need of traversing (or even
knowing !!) the rest of the game. To the best of our knowledge, we introduce the
first team-based versions of stochastic regret minimization and subgame solving,
leveraging the strategy formulation proper of our TPI transformation.

The results mentioned above were published as [7, 19].

2.2 General-Sum Games

Then, we move to the study of how to compute optimal correlated equilibria in
general-sum games. Correlated equilibria are formally modeled by means of a medi-
ator that samples action recommendations for the players from a given probability
distribution over the set of joint strategies, and sequentially issues such recommen-
dations to them. A mediator strategy is an equilibrium if no player has incentive
to deviate from what the mediator recommends. In such settings, due to the known
connection between no-regret learning and convergence to correlated equilibria, the
state-of-the-art approach consists of running decentralized no-regret learning dynam-
ics for each player in the game, which guarantees convergence to the set of correlated
equilibria of the game [11]. Such solution concepts are particularly significant to be
used in complex systems e.g., ride-sharing platforms in which there is the need to
incentivize specific behavior of the agents involved so to guarantee proper stability
of the system. In many of such applications, however, it may be required to guar-
antee some sort of fairness for the solution reached, for instance because of legal
requirements. In this sense, the use of decentralized learning dynamics in the way
described above is no longer a viable option, since that approach does not offer any
guarantee on the quality of the equilibrium reached.

In light of this undesired behavior, we address the problem of developing algo-
rithms for learning optimal (i.e., maximizing some given objective function) EFCE
and EFCCE. Also in this case, previous research showed that computing such equi-
libria constitutes an NP-hard problem [18]. For this reason, we are interested in
casting this complex problem in a suitable learning framework that, similar to what
we discussed for team games, would allow to bypass the complexity results bymeans
of the generalization capabilities offered by deep learning algorithms. To the best
of our knowledge, this is the first work addressing the problem of computing such
optimal equilibria from a learning perspective.
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To deal with these challenges, we frame the problem from the perspective of a
mediator issuing action recommendations to the players. By adopting this central-
ized view, we were able to formulate a primal-dual based learning algorithm, which
converges to an optimal correlated equilibrium. To this extent, we leverage a sand-
boxed type of interaction between the mediator and the agents, i.e., the mediator
can interact with each agent separately, without the interference of the others. Then,
starting from the lagrangian relaxation of the optimization problem for finding the
optimal correlated equilibrium, we can formulate an interleaved learning dynamic
between a primal regret minimizer, a dual regret minimizer and one regret minimizer
for each player, guaranteeing that the average primal strategy approaches an optimal
equilibrium as the time horizon grows.

The above results were published as [20].

3 Passive Agents: Information Acquisition

The scenario in which the agents holding information can not directly play actions
to influence the outcome of the game but can only influence the behavior of other
agents by strategically disclosing information models a problem called information
acquisition. Due to the increasing decentralization of information that characterizes
modern society, information acquisition represents a ubiquitous case of strategic
interaction in the real world. We introduce a typical information acquisition problem
with a simple example. Consider a portfoliomanager whowants to learn the potential
of a company to make an informed investment. The manager could hire multiple
analysts to conduct separate researches on the same company, where each analyst
spends effort to acquire information and produce a report. Then, the analysts disclose
their reports to the manager who, based on the information received, decides whether
or not to make the investment. In the general case, the analysts might have some
private interests in the company and might want to forge their report in order to
induce some specific action by the manager and have personal gain from that. The
manager, instead, has interest in avoiding to act based on forged information and can
pay the analysts to avoid such undesirable outcomes.

Formally, the information acquisition problem can be framed as a particular
instance of the principal-agent problem in which the portfolio manager acts as the
principal and the analysts act as the agents. In this model, the environment has some
stochastic state which is hidden both to the principal and to the agents. The agents can
choose among different effort levels, incurring in different costs, and receive some
stochastic information on the state of the environment based on the effort level cho-
sen. Then, they can report (possibly non-truthfully) their information to the principal,
who aggregates the information received to select which action to take and can pay
the agents based on the quality of their reports. We frame such a game-theoretical
model into a typical online learning scenario in which the principal sequentially
interacts with a set of agents in an unknown environment. The objective of our study
revolves around answering the following question:
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How can the principal learn to optimally coordinate the efforts of the agents and combine
their reports in order to take the best possible action?

We answer the above question by differentiating between two distinct cases that
amount to different capabilities of the principal. In particular, the ways in which the
principal can influence the agents’ behavior are essentially two: (i) by choosing a
suitable action selection policy, and (ii) by choosing suitable payment schemes. We
refer to the set of principal’s policies as mechanisms. In this work, we study the
two cases separately, focusing first on the case in which the principal does not have
budget to issue payments to the agent and then to the case in which the action taken
by the principal does not influence agents’ utilities. The two particular cases present
specific challenges that need to be faced to achieve our goal.

In order to leverage the feedback received from the interaction and learn the
optimal mechanism, the principal needs to be able to use the information reported
by the agents and recover the information that they actually received. To do so, the
principal needs to be able to characterize the agents’ behavior. Themost direct way to
address this problem would be to restrict the set of mechanisms used by the principal
tomechanisms that are incentive compatible (IC) i.e., that incentivize agents to report
their information truthfully. Indeed, when the mechanism chosen by the principal is
non-IC, then it might be intractable for her to characterize agents’ behavior, since
she might need to find a NE of the n-players game induced by the principal, which
is known to be PPAD-complete. Depending on whether the principal uses payment
schemes or the action policy to induce particular players’ behavior, the challenges
that need to be solved to leverage the received feedback are different.

First, we analyze the case in which the principal does not have access to payments
but can only influence agents’ behavior by means of her action selection policy.
In this context, we first show that it is impossible to learn an optimal mechanism
while always being IC. Thus, we relax our requirement and ask that the mechanisms
chosen by the principal are approximately IC on average. In particular, we require
that the mechanisms chosen by the principal cumulatively violate the IC constraint
only sublinearly w.r.t. the time horizon T . Following this relaxation, we study two
distinct online learning scenarios in which the principal sequentially interacts with
the agents. In the first one, which we call full-feedback, we assume that the feedback
received by the principal is highly informative and independent from hermechanism.
In this scenario, we were able to formulate an algorithm that achievesO(

√
T ) regret

with respect to the optimal mechanism and O(
√
T ) cumulative violation of the IC

constraint. Due to known lower bounds formulti-armed bandits, we can conclude that
our algorithm is tight on its dependency from T . The second online learning scenario
that we study is the bandit-feedback setting, in which we make minimal assumptions
on the principal’s knowledge and assume the least informative feedback possible.
Here we were able to obtain an algorithm achieving O(T 2/3) regret and cumulative
IC violation, corroborated with a lower bound showing that our algorithm is tight on
its dependency from T .

The second information acquisition case that we study is the one in which the
principal is able to issue payments to the agents and the action chosen by her does
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not affect the agents’ utilities. Such a setting is different from the previous one, since
the principal can easily decode agents’ feedback by choosing mechanisms that are
uncorrelated, i.e., such that the payment received by an agent does not depend from
the behavior of the others. However, we show that, in general, uncorrelated mech-
anisms are suboptimal. Thus, the principal should focus her attention on correlated
mechanisms, but, similar to the previous case, this introduces complexities since it
is not possible to always output correlated mechanisms that are IC. This suggests the
need for a two-phase algorithm. In particular, we formulate an algorithm that uses
the interpretability advantages of uncorrelated mechanisms during a first estimation
phase, and then uses the estimates collected during this first phase to commit to an
approximately optimal mechanism. Our algorithm achieves a O(T 2/3) regret with
respect to the optimal mechanism, which, based on lower bounds known for similar
single-agent problems, constitutes a tight dependency from T .

The results presented in this section have been published as [3, 4].
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Technology and Applications
of Compiler-Based Precision Tuning

Daniele Cattaneo

Abstract In many computer architectures, high-precision calculations are ineffi-
cient and power-hungry. As a result, oftentimes it is valuable to exploit the tradeoff
between precision and performance to better utilize the hardware in ways that oth-
erwise wouldn’t be possible. Precision tuning is the practice of taking advantage of
this tradeoff, and it is very labour-intensive for the programmer to perform man-
ually. Hence there is an increasing interest for compiler-based autotuners which
however are still imperfect and hard to use in practice. The underlying issue is that
the analyses and transformations required for precision tuning do not have a suffi-
cient level of generality to be applicable to most existing programs. We attempt to
improve the state-of-the-art in precision tuning compilers by tackling this aspect,
introducing a novel data type allocation methodology and approaches for handling
mathematical functions and non-single-threaded programming.We also demonstrate
the applicability of Precision Tuning to applications based on machine learning and
safety-critical systems.

1 Introduction

As the need for computing power constantly increases, there is also an increasing but
contrasting need to use this power in more energy-efficient ways. Indeed, the energy
consumption of the ICT sector as a whole remains significant, and it is projected
to continue to increase over time [7]. One way to achieve this efficiency goal is
to exploit approximate computing techniques. Amongst them, one that is gathering
considerable interest is precision tuning. The goal of precision tuning is to reduce
the precision of a program by changing the data types employed in it. This achieves
a precision-performance tradeoff that allows to better exploit computing hardware
in general, especially considering embedded systems but also GPGPUs and HPC
nodes.
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At the moment, however, precision tuning has a limited appeal, is due to the com-
plexity of selecting and implementing lower precision data types [2, 8]. Collecting
precision requirements demands extensive domain experience, and selecting lower
precision data types and algorithms is non-trivial. Despite this, precision tuning is
usually done manually, rather than automatically. Whether automatic precision tun-
ing is generally possible for any application is still an open research question. To
answer this question, the most viable approach is to attempt building a new precision
tuning framework that should be as extensible as possible. Then, this framework can
be used in order to experiment with different types of analyses and transformations
of the code, exploring the design space of precision tuning tools and building upon
the current state-of-the-art. The experimental process also needs to exploit both syn-
thetic benchmarks and real-world application software, in order to fully explore the
diversity of possible use-cases. To this end, as a basis for our research, we develop
and exploit the TAFFO precision tuning tool [1, 3].

The architecture of TAFFO is state-of-the-art with respect to current knowledge
of precision tuning. It is based on the LLVM compiler construction tool, and as a
result is implemented as five distinct code analysis and transformation passes. The
first (Initialization) pass scans the source code of the application in search of user-
inserted annotations. These annotations provide contextual metadata, such as value
ranges for external inputs to the application, and indications about which region of
code needs to be transformed. Then the Value Range Analysis pass extrapolates the
ranges of all variables in the program from the given annotation andknown instruction
semantics. The ranges are then used to determine error boundaries and new data type
assignments in the Data Type Allocation pass. Finally, the Conversion pass modifies
the program to apply the new types, and the Error Analysis pass verifies a-posteriori
if the error constraints are satisfied. The viability of TAFFO for transforming real-
world embedded application has been proven on activity classification and system
control tasks [5, 6].

In this chapter we briefly discuss how TAFFO handles data type allocation with
integer linear programming and mathematical function optimization, and also how
it can be employed in real-time systems. These topics aim to illustrate how TAFFO
improves upon the previous state-of-the-art in precision tuning, and show that we
have moved closer to the goal of making this technique accessible for general use.

2 Optimization-Based Data Type Allocation

The most crucial part of precision tuning, as realized in TAFFO and in other such
tools, is the data type allocation. To this end, different tools take different approaches,
butmost of them– such as Precimonious [9]—adopt a trial and error approachwhich
requires multiple recompilations of the software being optimized before reaching
convergence. However this kind of solution scales poorly when the solution space is
very large, i.e. when the number of data types to be considered is large. This issue
is avoided by exploiting a fully static analysis, which does not need the code to be
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recompiled and run. We propose one such static analysis for data type allocation,
which consists in translating the program to an optimization problem, which is then
solved by an off-the-shelf tool. Our implementation allows seamless support not only
of floating point and fixed point data types, but of any other number representation
that might be adopted in the future. The solver is informed of the performance
characteristics of the target platform, in order to allow it to perform an informed
decision that not only involves the round-off error.

2.1 Comparing Floating Point and Fixed Point

To optimize the accuracy of the transformed program, we need to compare between
different alternative representations. Unfortunately, each of these representations
have different metrics to assess their precision. In our approach we define a new
measurement unit, that can be applied to all numerical representations, the IEBW.

Definition 1 (IEBW of a number) The Integer Equivalent Bit Width (IEBW) for
a number x ∈ R expressed in a representation R where ε is the smallest number
for which R(x + ε) �= R(x) or R(x − ε) �= R(x) is defined as: I E BWR(x) =
−�log2 ε�.

Informally, I E BWR(x) is the minimum number of fractional bits needed by
a fixed point representation to represent x with the same precision as its original
representation R. The IEBW can also be computed for a variable in a program.

Definition 2 (IEBW of a variable) The IEBW of a program variable v exploit-
ing representation R and which can take values in the interval [l, u] is defined as:
I E BWR(v) = max{I E BWR(x) | x ∈ [l, u]}.

It is easy to take the generic definition of the IEBW shown above and produce
specialized definitions for a given representation.We show the definitions for floating
point and fixed point representations.

Definition 3 (IEBW of a floating point representation) Let x �= ±0 be a finite num-
ber represented in a binary floating point representation with precision p and maxi-
mum exponent E . We define its IEBW as I E BWfloat(p,E)(x) = p − p̂ − ev, where
ev = min(�log2 x�, E) is the exponent of x and p̂ is 1 if x ≤ 2−E+1, and 0 otherwise.

Definition 4 (IEBWof a fixed point representation) Let x be a number in an unsigned
fixed point representation of width w > 0, fractional bits f < w, and w − f integer
bits. Then, its IEBW is defined as I E BWfix(w, f )(x) = f .
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2.2 Model and Software Architecture

Our data type allocator exploits Integer Linear Programming (ILP) concepts to
describe the precision-performance tradeoff in the program being optimized. Archi-
tecturally, it simply replaces the existing data type allocation in TAFFO, without
additional modifications to its pipeline. In the model, the precision of each com-
putation is defined in terms of the IEBW metric, by computing it from the value
ranges provided by the Value Range Analysis. Additional parameters include target-
hardware-specific characterization data, which includes mathematical operations as
well as type casts, collected through micro-benchmarks.

The constraints in the model reflect the LLVM-IR representation of the program.
The data type assigned to any floating point register a is modeled by a binary variable
xa,t for each supported data type t . E.g., if in the solution xa,binary32 = 1, then the
binary32 floating point format will be assigned to variable a. Only one of these
variablesmust be active at once,which is enforced by constraints such as

∑
t∈T xa,t =

1. For any fixed point format f ∈ Tfix an additional integer variable za, f contains the
amount of fractional bits for a, if type f is chosen for it. More constraints are defined
to model the peculiarities of LLVM-IR, such as type rules. The objective function
takes into account the execution time of each operation and cast for each possible
type, and the overall precision, expressed as the sum of the IEBW of all virtual
registers. The terms related to execution time and cast are weighted separately to
allow the user to fine-tune the required precision.

2.3 Experimental Comparison

We employed the benchmarks from the PolyBench/C test suite, version 4.2.1. This
benchmark suite consists of several programs written in C that implement a wide
variety of kernels used in various applications. No modifications were made to the
benchmarks, except for the addition of the annotations required by TAFFO. In our
evaluation, we employ four different machines with different hardware architec-
tures: an STM3220G-EVAL evaluation board equipped with a 120MHz CortexM3
ARM processor, a Raspberry Pi Model B Rev 2 single board computer featuring a
BCM2835 system-on-a-chip (SOC) with an ARMv6 CPU core running at 800MHz,
a desktop computer featuring an Intel Pentium E5300 processor running at 2.6GHz,
and finally a NUMA node with four AMD Opteron 8435 CPUs, based on the K10
microarchitecture, running at 2.6GHz.

On all architectures, the variation of the model tunables is correctly reflected in
the experimental data for the great majority of benchmarks employed. By select-
ing a configuration that privileges performance, we achieve speedups as high as
800%—for the heat3d benchmark on the STM3220G-EVAL board. On the contrary,
privileging error tolerance almost always produces programs that are functionally
equivalent to non-tuned programs.While the gradual increase of the error is similarly
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reflected on all machines, the speedups are lower for the Intel and AMD machines,
and occasionally a slowdown is obtained. We believe that this discrepancy occurs
because our ILP model is based on a uniform cost model of each instruction. This
kind of model does not accurately represent variable costs due to caching, pipelining,
and other complex behavior exhibited by superscalar processors. The execution time
increase directly or indirectly caused by the process of building and solving the ILP
model is fairly small. The minimum compilation slowdown we measured across all
compilations performed was 1.48× (corresponding to an increase of the compilation
time from 0.97 to 1.45 s), and the maximum slowdown was 3.25× (corresponding
to an increase from 0.66 to 2.16 s). The average slowdown was 2.10×. Thus, the
overall slowdown can be expected to be in the order of 1.5 − 3×.

3 Handling Mathematical Functions

As we have seen, many computational kernels can gain considerable speedups from
application of mixed-precision techniques. However, this speedup is often limited if
the kernel makes heavy use of external library functions for performing operations
such as the exponent, the square root, or computation of trigonometrical functions
such as sine and cosine. This is due to the fact that often there are no readily available
alternative implementations of these mathematical procedures for reduced-precision
types, and as a result higher-precision versions are employed instead. Sometimes this
does not affect the execution time, especially in the case in which we can employ
hardware implementations made available by the CPU vendor. But when we need to
fallback to software implementations, the lack of reduced precision has a measurable
impact, especially in embedded systems.

Ideally, a precision tuning solution can rely on multiple implementations of each
mathematical function, tailored to each supported data type. When the amount of
such types is limited, this is not an issue. However, if the precision tuning tool
supports configurable representations like fixed point ones, the amount of functions to
develop and to manually provide grows substantially. In the context of programming
languages, this kind of issue is solved using template metaprogramming, i.e. the
ability to specify a generic version of a specific function ormethod,which thenwill be
customized automatically during compilation depending on the way it is being used.
Our proposal is to adapt themetaprogramming approach to the automatic generation
of the implementation of mathematical functions when exploiting the fixed point
representation, rather than providing every possible function ahead-of-time. This
approach,whichwe callFixM, allows to generate and handle only a restricted amount
of functions, each one corresponding to the fixed point representations actually in
use.
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3.1 The Mathematical Function Generator

The implementation of FixM is largely delegated to a new module for the TAFFO
Conversion pass, named Mathematical Function Generator. This module detects
where the program uses one of the supported POSIX standard mathematical func-
tions, and generates the specialized fixed point mathematical functions for each call
site. The original function calls in the program are then replaced with a call to the
newly generated mathematical function. If a suitable function had already been gen-
erated, the existing function is used, instead of generating a new one. The process
of generating the functions is performed by changing parameters in a set of tem-
plate functions internally stored as LLVM-IR code. These parameters include the
aforementioned function argument and return values.

Our generator can support two kinds of mathematical library implementation:
CORDIC-based and Look-Up-Table-based. These different approaches have specific
strong points and drawbacks that complement each other, giving a more complete set
of options to the user of TAFFO. CORDIC provides a general method for computing
trigonometric functions or other transcendental functions employing only additions
and bit shifts. On the other hand, the Look-Up-Table (LUT) implementation exploits
a pre-computed table of results for each mathematical function. Since storing the
function’s value for each possible input may take up too much memory, only values
for evenly-spaced inputs are stored. When possible, the size of the LUT is reduced
by exploiting periodicity and symmetry properties. While CORDIC produces more
precise results, it is generally slower than the LUT approach.

In order to allow the automatic trade-off of code size and execution time, we
added a parameter to FixM called Z which expresses the proportion of space avail-
able for additional code, excluding any occupation attributable by the optimizations
performed by FixM. Depending on the value of Z , the Mathematical Function Gen-
erator decides at compile time whether to generate a look-up-table or a CORDIC
implementation of a given trigonometric function. By default, Z is set to 0, and
in that setting it forces the Mathematical Function Generator to always generate
CORDIC implementations. Conversely, Z = 1 will always generate LUTs instead
of using CORDIC. TheMathematical Function Generator models such decision pro-
cess as a knapsack problem, whose solution is obtained using the greedy algorithm
proposed by Dantzig [4].

3.2 Evaluation of FIXM

We demonstrate the capabilities of FixM by exploiting two benchmarks from the
AxBench [11] suite: InverseK2J and FFT. Additionally, we evaluated FixM on
FBench [10], a synthetic benchmark for floating point performance. These three
benchmarks are representative of real-world applications exploiting complex math-
ematical functions such as sine and cosine. The evaluation is performed on two
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microcontroller boards: the same STM3220G-EVAL as described in Sect. 2.3, and a
STM32F4Discovery board with an ARM Cortex M4 CPU running at 168MHz. The
execution times are compared with the same benchmark compiled with TAFFO but
without FixM.

We find that FixM brings a substantial benefit in terms of execution time indepen-
dently from the hardware class. In fact, we see high speedups for both boards, with
the STM3220G-EVAL board taking the lead due to its use of the Cortex M3 CPU
which lacks floating point support entirely. The FFT benchmark achieves the highest
speedup of 181% on this board. The speedup for InverseK2J is 72% and for FBench
it is 31%. The speedups for the STM32F4Discovery board are slightly lower: 125%,
60% and 19% respectively. The entirety of the speedup we observe is attributable
to the FixM approach. In fact, without FixM, using TAFFO on these benchmarks
does not bring any significant speedup improvement. For all benchmarks the average
relative error figures are under 5 × 10−4.

4 WCET Optimization

Finally, we consider an application scenario where precision tuning may be applied:
critical and mixed critical systems. In the development of such systems, one impor-
tant aspect is to analyze the Worst-Case Execution Time (WCET) of each routine
involved in the critical task. Knowing the WCET allows to schedule multiple tasks
such that the CPU time allotted for each one of themwill be appropriate. Henceforth,
in many applications there is no single WCET target to hit, and the WCET is a met-
ric to be optimized. This optimization can be performed through precision tuning as
well.

The basic idea is to adapt the Integer Linear Programming optimizer described in
Sect. 2 to make an estimation of the WCET. Indeed, the mathematical model already
computes a parametric estimation of the relative execution time slowdown and of the
round-off error, with respect to a fully floating-point-based implementation. These
estimates are not useful in general to gauge the real error or execution time of the gen-
erated program, because the per-instruction coefficients employed are ratios rather
than absolute errors or instruction timings. However, in principle, if we replace such
coefficients with values corresponding to the actual error being inserted by a com-
putation or its actual execution time in clock cycles, the optimiser will gain visibility
to a realistic estimation of these metrics. This enables optimising the program for a
given maximum error or execution time.

The combination of automatic WCET estimation and the ability to control it via
compiler optimization allows to not only build a WCET-aware compiler but also to
target a specific WCET. As a result, this work enables a tradeoff between precision
and performance also in the field of real-time and critical systems. We believe this
combination to be novel in the field of WCET optimization at large.
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4.1 Implementation

Let us consider the ILP model constructed in Sect. 2. Previously we did not make
any distinction between each basic block, however to produce a realistic estimation
of the execution time we must properly weigh the time component relative to each
basic block in order to properly represent conditionals and loops. On an in-order
CPU architecture such as a microcontroller, the execution time of a basic block can
be modelled with good accuracy as the sum of the individual execution times of each
instruction in the basic block.With this assumption, we can adjust the existing model
used for precision tuning alone to represent the entire program by adding constant
terms for instructions that are not part of the precision tuning optimization. The error
terms in the model stay unchanged. The newly reformulated execution time terms
can now be employed in a linear constraint which statically imposes a limit on the
worst-case execution time (WCET) of the program.

4.2 Analysis of the Methodology

We performed a set of experiments aimed at testing the quality of the execution
time estimation. As example applications, we chose some benchmarks from the
PolyBench/C suite. Of the entire set of benchmarks, we chose the ones with the
highest execution time variance depending on the optimisation parameters: 2mm,
3mm, covariance, lu and nussinov. The benchmarks are unmodified, exception done
for the addition of the required annotations for TAFFO. Hardware-wise, the platform
targeted for the estimation was the STM3220G-EVAL ST Microelectronics embed-
ded evaluation board, with a 120MHz Cortex-M3 ARM processor. The experiments
evidence that the execution time prediction is consistent with themeasured execution
time: speedups happen exactly when they are predicted by the model. This evidences
that the execution time estimation performed by the ILP model is usable as a proxy
for the real execution time.

5 Conclusion

We have discussed precision tuning—the practice of enacting a performance-
precision tradeoff—within the context of the TAFFO tool. Given this premise we
described novel techniques that makes precision tuning more applicable to real-
world applications: a new data type allocation approach based on Integer Linear
Programming, and a metaprogramming-inspired approach to automatically generate
customized mathematical function implementations. Exploiting our methodologies,
we achieved positive results overall: in particular, speedups up to 5× and more, with
error figures that are overall under 1%. Finally, we describe a way to exploit the
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program model we developed for the data type allocation to predict the Worst-Case
Execution Time required by a software routine, which allows us to perform just
enough optimizations to ensure it meets real-time requirements.

This work is just a step towards the ultimate goal of plug-and-play precision
tuning, i.e. the capability of enabling precision tuning at the turn of a switch. Further
improvements to TAFFO as a tool will therefore be necessary to reach that ideal.
One addition could be the implementation of dynamic analyses of the range and
of the error, in alternative to the static approach if its results are too conservative.
Another important improvement we envision is the support for high-level synthesis
(or HLS) backends for the automatic synthesis into hardware of a program. These
future developments can also be compounded by the adoption of next-generation
compiler construction frameworks such as MLIR, which will allow precision tuning
to be used in an even wider range of contexts and applications.
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Resource Allocation and Scheduling
Problems in Computing Continua
for Artificial Intelligence Applications

Federica Filippini

Abstract Theproblemof optimizing the execution ofArtificial Intelligence (AI) and
Deep Learning (DL) applications in the Computing Continuum gained remarkable
popularity in recent years, due to both the widespread adoption of AI in real-life sce-
narios and the challenging environment introduced by a distributed Edge-to-Cloud
paradigm.We tackled the resource selection, scheduling and placement problem both
from a design-time and runtime perspective, considering, on one hand, AI inference
applications characterized by complex workflows with multiple heterogeneous com-
ponents and, on the other hand, resource-demanding DL training jobs executed on
public or private GPU-accelerated clusters.

1 Introduction

These years witness two interconnected phenomena: on one hand, the increasing per-
vasiveness of Deep Learning (DL) and Artificial Intelligence (AI), widely adopted in
largely heterogeneous fields (e.g., personalized healthcare, industrial applications,
etc.); on the other hand, an accelerated migration towards distributed computing.
Latency and privacy constraints limit the feasibility of processing in the public
Cloud the large data volumes generated by Internet of Things devices, favouring
on-premises resources or Edge devices. However, large datacenters featuring pow-
erful, often GPU-accelerated, Virtual Machines (VMs) are still crucial for resource-
demanding tasks, which benefit from the possibility of accessing ideally unlim-
ited computational and storage resources according to pay-to-go pricing models.
The effective management of such a complex environment, featuring heterogeneous
Edge-to-Cloud resources interconnected in a so-called Computing Continuum, poses
great challenges [6]. The execution ofAI inferenceworkflows including diverse com-
ponents needs to be optimized at design time, selecting themost appropriate resources
from the available computational layers, and then adapted at runtime, since fluctu-
ating workload and environment conditions may determine sub-optimal scenarios
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where resources are saturated or under-utilized. Similarly, DL training applications
executed in private or public Cloud clusters are to be effectively scheduled on GPU-
accelerated nodes to minimize the expected costs and meet the user-imposed due
dates. This work addresses these three problems from different perspectives, propos-
ingmathematical models and heuristic or Reinforcement Learning (RL)-basedmeth-
ods for the efficient and effective management of AI inference applications, both at
design time and runtime, and of DL training jobs. Furthermore, it discusses tech-
niques to develop analytical and Machine Learning (ML)-based performance mod-
els, crucial to accurately predict the applications response times on heterogeneous
resources. The proposed tools are validated in both simulated and prototype envi-
ronments, proving their effectiveness and applicability to practical scenarios.

In the following, Sect. 2 overviews our work on performance modeling based on
ML; Sect. 3 presents the framework we propose for the design-time optimization
of AI workflows. Sections4 and 5 address the runtime resource management in the
Computing Continuum, focusing on AI inference applications and DL training jobs,
respectively. Finally, Sect. 6 draws conclusions and ideas for future works.

2 Performance Models

Predicting the execution times of computing tasks (e.g., a DL training job or a stage
of a complex inference pipeline) executed on different resources is crucial to support
their optimal placement, since accurate estimates allow to correctly forecast their
computational requirements and the expected costs related to the Computing Con-
tinuum resources usage [17]. We addressed this problem both through analytical,
white-box methods based on queuing theory, which guarantee a fast computation
and the possibility of considering components interference due to co-location, and
by developing black-box models based on ML. Once trained on profiling data, these
allow to predict the response times of tasks in unforeseen conditions, interpolating
or extrapolating over the available features, when information about the demanding
times or the components throughput are not easily available.

In the next sections, we firstly present OSCAR-P [13], a tool that seamlessly
supports the execution, profiling and performance modeling for serverless AI work-
flows running in the Computing Continuum. Then, we discuss the development of
ML-based models for Distributed Deep Learning (DDL) training applications [9].

2.1 OSCAR-P: Serverless Applications Performance

OSCAR-P is an auto-profiling tool we built around OSCAR [21], a state-of-the-art,
open-source platform that supports the execution of serverless applications in Cloud
and Edge environments. OSCAR-P allows to automatically test the application under
study on heterogeneous resources and in different hardware configurations, gathering
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information on the components response times. Individual ML-based performance
models for each component-resource pair are built through aMLLibrary, an open-
source tool for the automatic generation of ML-based regression models [15]. They
are combined to predict the response time of the entire workflows, thus supporting
both their design-time optimization [23] and runtime management [18].

The models generated during the respective experimental validation, which con-
sidered several multi-component AI workflows deployed in the Computing Contin-
uum, achieved good performance, with a Mean Absolute Percentage Error (MAPE)
lower than 10% on interpolation and 20% on extrapolation in the analyzed scenarios.

2.2 Distributed Deep Learning on Ray

In addition to the performance of AI inference pipelines, we worked on estimating
the execution time of DDL training applications, focusing on jobs developed and
executed on Ray clusters. Ray [20] is an increasingly popular open-source frame-
work that supports the scaling of general-purpose and AI workflows. The DDL
paradigm [4] was developed to accelerate the training of DL jobs by subdividing it in
multiple tasks executed in parallel. To the best of our knowledge, no previous studies
on the performance of DDL applications executed on Ray clusters are available.

We considered two Convolutional Neural Network (CNN) models for image clas-
sification as target training jobs. The limited size of the target networks allowed to
evaluate both GPU and CPU scalability; moreover, the considered scenario is partic-
ularly challenging for the development of accurate ML-based performance models,
since the profiling data collected during the training are more noisy due to the com-
munications overhead. Jobs were deployed on a cluster including several worker
nodes hosted on AWS [1]. We profiled jobs collecting the execution time of several
stages (from a single training epoch to the loop including inter-workers communi-
cations) and exploited aMLLibrary to train ML models using as base features the
number of used resources and the dataset size. Our models perform well for both
interpolation and extrapolation, achieving a MAPE between 3 and 15%.

3 Design-Time Optimization

The deployment and execution of AI applications in the Computing Continuum is
challenging, and careful Resource Selection and Component Placement (RS-CP)
decisions are crucial to find a mapping between the applications components and
the infrastructure that minimizes the expected costs while meeting hardware, net-
work, privacy and QoS requirements [6] (see Fig. 1). At design time, according to
the expected value of input workload, application owners need to: (i) select the best
resource among the available alternatives in each computational layer; (ii) iden-
tify the optimal deployment for Deep Neural Network (DNN) components that
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Fig. 1 The placement problem: mapping an application on the infrastructure

can be partitioned at different layers [16] to facilitate offloading; (iii) determine
the minimum-cost placement of all component partitions on the selected resources,
under the users-imposed constraints. A good-quality RS-CP solution is crucial also
to facilitate runtime management tools that adapt the design-time choices to varying
workload conditions (see Sect. 4). Indeed, a wrong resource selection at design-
time may prevent such methods from suitably identifying a feasible reconfiguration
(particularly for Edge devices, which have limited capacity and usually become the
performance bottleneck if the input workload increases).

To the best of our knowledge, our work represents one of the first attempts to
effectively address the issue of resource contention, by adopting queuing theory to
model application components response times [24], while existing design-time tools
usually focus on the execution of a single application instance. Similarly, considering
multiple candidate DNN partitioning points for our application components and
identifying the optimal deployment as part of the design-time optimization represents
a novel contribution with respect to the existing literature [23].

We proposed a Mixed-Integer Non-Linear Programming (MINLP) formulation
for the design-time RS-CP problem in the Computing Continuum, with objective:

min (CE + CC + CF + CT ) , (1)

where CE is the cost of Edge devices, including the amortized investment cost and
the expectedmanagement costs over the single run of the target application;CC is the
usage cost of CloudVMs,which depends on the chosen provider;CF denotes the cost
of FaaS instances, which depends on the memory size, the functions duration and the
total number of invocations;CT is a state transition cost that some serverless providers
charge for the message passing and coordination between successive functions. This
is subject to hardware, memory, and QoS constraints imposed on single application
components or complex execution paths, which make the problem NP-hard.

We developed SPACE4AI-D (System Performance and Cost Evaluation on Cloud
forAI applicationsDesign), a tool that leveragesRandomSearch and several heuristic
methods (i.e., Local Search, Tabu Search, Simulated Annealing and Genetic Algo-
rithms), to determine good-quality solutions in a reasonable time. SPACE4AI-D
yields significant cost reductions with respect to the state of the art, between 27.6%
and 58% on average against a tool proposed in [19], and the observed deviation
between real and predicted costs in a prototype environment is lower than 13%.
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4 Runtime Management for Inference Applications

In practical applications, the design-time optimization discussed in Sect. 3 has to
be continuously reevaluated and, possibly, updated: the expected application work-
load is often subject to fluctuations due to, e.g., variations in the generated data
volumes [23]. Therefore, the initial placement may become unfeasible or lead to
resource under-utilization, dictating the need of effective monitoring and adaptation
mechanisms. The most relevant difference between design-time and runtime opti-
mization methods is that, while a design-time tool is allowed to take as much time
as needed (up to several minutes) to find the initial production deployment (i.e., the
initial placement), a runtime tool must provide a feasible reconfiguration in few sec-
onds at most, due to the online running application. Therefore, runtime tools must be
designed according to appropriate cost-reactivity trade-offs while tuning the solver
algorithms, as well as implemented in a very efficient way to reduce the execution
time. Among the families of approaches that can be leveraged to develop runtime
optimization frameworks, we focused on heuristic-based methods (see Sect. 4.1) and
RL-based methods (see Sect. 4.2). The former guarantee good solution quality and
fast execution times, but they require a deep knowledge of the problem character-
istics and sometimes restrictive assumptions on the model properties to guarantee
effective implementations. On the other hand, RL-based methods can successfully
adapt overtime to variations in, e.g., the workload model or the application comput-
ing requirements by relying only on observations extracted from the environment [3].
Therefore, they are often more flexible than methods based on analytical optimiza-
tion models, but usually require a long time to learn an effective policy. During the
training, an agent needs to explore all the possible actions, possibly incurring in
severe constraints violations or overspending. Our work aims to bring together the
best of the two worlds: the RL-based framework we propose accelerates the initial
training by leveraging the prior knowledge coming from the design-time analysis.

4.1 SPACE4AI-R

SPACE4AI-R (System Performance and Cost Evaluation on Cloud for AI applica-
tions Runtime) is the runtime counterpart of SPACE4AI-D, and exploits an efficient
Random Search combined with a Stochastic Local Search algorithm to identify a
suitable reconfiguration of the running placement coping with the workload fluc-
tuations [10]. In particular, reconfiguration decisions cannot change the selected
resource type on computational layers of physical resources, while they include:
(i) identifying which resource is best at each virtual and currently unused computa-
tional layer or at the FaaS layer, (ii) scaling in/out resources at the physical layers or
at currently-used virtual layers, (iii) selecting the optimal DNN deployment for each
component, and (iv) assigning each partition to a compatible resource.
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The experimental validation proved the advantages of a dynamic system reconfig-
uration over a static approach where the design-time solution is kept fixed regardless
the variations in the input workload, achieving an average cost reduction between
2 and 36% in the analyzed scenarios. Moreover, SPACE4AI-R yields a speed-up
close to 100×with respect to its design-time counterpart, tackling problem instances
involving up to 15 AI application components in less than 1.5s on average. Finally,
the comparison with a state-of-the-art method that performs scaling actions with
the goal of keeping the resources utilization within a predefined interval [26] high-
lights cost reductions between 10% and 40% and a better capability of avoiding
response-time constraints violations.

4.2 FIGARO

FIGARO (reinForcement learnInGmAnagement acRoss the computing cOntinuum)
is an RL-based approach that automatically adapts the current deployment to varying
and possibly unforeseen conditions [7]. To limit the negative impact of the initial
exploratoryphase, FIGAROundergoes an initial training that exploits imitation learn-
ing to develop a policy close to the one exploited by SPACE4AI-R. This is further
trained via interactions with a simulated environment, leveraging a Deep Q-Learning
approach to develop a good-quality scaling policy.

A preliminary evaluation of the FIGARO framework proved the effectiveness of
our RL Agent in a simplified scenario involving only scaling actions. In particular,
the initial offline training stage that exploits the design-time knowledge reduces the
cumulative number and entity of response time constraints violations by 2–4 orders
of magnitude, and by 25% the number of required training iterations.

5 Runtime Management for Training Applications

Training DL applications is a huge challenge these days. Jobs are very resource-
demanding, despite the significant performance benefits guaranteed by GPU accel-
eration [25]. Moreover, high-performance servers are characterized by considerable
costs, both to acquire and maintain resources (due to, e.g., energy consumption and
cooling [5]) and in the public Cloud. Consequently, effectively tackling the Resource
Selection and Job Scheduling (RS-JS) problem is crucial both for developers that rely
on public services and for Cloud Service Providers (CSP). One one hand, selecting
the most suitable resources to co-locate different DL training workloads and deter-
mining efficient schedules allows Cloud users to minimize the execution costs of
their applications (see Sect. 5.1). On the other hand, CSPs need efficient methods to
select resources for the execution of each job to minimize the energy consumption
costs while meeting the applications due dates (see Sect. 5.2).
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5.1 RS-JS Problem from a User’s Perspective

We envisioned a scenario including a multi-node cluster, where servers can be pro-
visioned on-demand and configured with heterogeneous VMs characterized by a
possibly different number of GPUs, according to the provider catalog (see, e.g., [1]).
The submitted jobs can be executed concurrently on the assigned nodes; all compu-
tational resources are shared except for GPUs, which are dedicated to running single
jobs. Determining the optimal solution means addressing two intertwined subprob-
lems: (i) the RS problem consists in identifying, for each submitted job, the optimal
VM type and number of GPUs to minimize its execution cost while meeting the
prescribed due date; (ii) the JS problem involves determining which jobs to run if the
available resources are not enough to execute all of them concurrently, and assigning
them to the cluster nodes effectively partitioning the selected resources. We tackle
these problems jointly and in an online setting, without any information about the
number and characteristics of jobs that will be submitted in the future.

Wedeveloped aMILP formulation and a heuristic algorithmbasedonRandomized
Greedy and Path Relinking [14]. The MILP objective reads:

min
∑

j

(
CD

j + CP
j

) +
∑

jn

CE
jn +

∑

n

Cidle
n . (2)

For each job j , we pay a penalty CD
j if it exceeds the due date, and an additional

cost CP
j if its execution is postponed: while our scheduler supports pre-emption, this

term incentivizes a prompt execution to minimize starvation. Moreover, we consider
the execution cost CE

jn paid if job j is deployed on node n, and a final penalty Cidle
n

that, for each cluster node n, reduces the risk of leaving idle resources.
Our heuristic scheduler proceeds by sorting jobs according to the pressure, i.e.,

the distance from the due date, so that the most critical receive resources as first. The
optimal configuration for each job is assumed to be: (i) the cheapest configuration
such that it is executed before its due date, if possible, or (ii) the fastest available
configuration if the due date cannot bemetwith any setup. Jobs-to-nodes assignments
are finally performed according to a best-fit approach to limit idle resources.

The experimental validation compares Path Relinking, simpler heuristic variants
based on RandomizedGreedy, a previously-proposedmethod based on a hierarchical
problem decomposition [8], and a dynamic programming-based method adapted
from the literature [22]. Even in the most complex settings, we achieve an average
cost reduction between 23 and 97% and tackle instances including up to 100 cluster
nodes and 450 concurrent jobs in less than 7s. The deviation between real and
predicted costs in a prototype environment is lower than 5%.
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5.2 RS-JS Problem from a Cloud Provider Perspective

In this scenario, we assume that jobs may conclude the training before the predefined
number of epochs, since DL developers usually rely on termination criteria based on,
e.g., the accuracy level; therefore, we consider stochastic execution profiles. Guided
by a solution model proposed in [2], which identifies the optimal schedule for a
single job exploiting information about the probability distribution of the epochs
required to complete the training and the power consumption model, we proposed a
MINLP formulation for the minimization of the expected energy costs and designed
a STochastic Scheduler (STS) to select the best GPU type and amount of resources to
execute each application, incorporating GPU sharing [11]. STS exploits the assump-
tion that energy costs increase linearly with the number of used GPUs, which can
be observed in practice from Cloud providers pricing models (see, e.g., [1]), and
designs the resource profile for each job starting the execution with a low-power
configuration, which is usually less expensive, and accelerating the training process
by progressively increase the resources as the due date approaches.

STS outperforms both state-of-the-art approaches [22] and an adapted version
of our Randomized Greedy algorithm [12], achieving cost reductions between 38
and 80% on average. Finally, the adoption of GPU sharing guarantees additional
advantages, further reducing the STS costs by 19–29% on average.

6 Conclusions

The approaches proposed in this work focus on optimizing the execution of AI and
DL applications in the Computing Continuum. We initially worked on the automatic
development of ML-based models for performance prediction, and then tackled the
resource selection, scheduling and placement problems both from a design-time and
runtime perspective. The frameworks we developed target, on one hand, AI infer-
ence applications characterized by complex workflows with multiple heterogeneous
components and, on the other hand, resource-demanding DL training jobs executed
on public or private GPU-accelerated clusters.

All the proposed approaches proved their effectiveness and applicability to prac-
tical scenarios, achieving significant cost reductions against the state of the art with
minimal deviations between real and predicted costs when evaluated in prototype
environments. Future works will further investigate the potential of RL for the run-
time applications management, exploring federated and multi-agent approaches.
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Analog Circuit Design for In-Memory
Linear Algebra Accelerators

Piergiulio Mannocci and Daniele Ielmini

Abstract Since its introduction in 1945, computing systems have been built around
von Neumann’s architecture, predicating the physical separation of memory and
computing units on grounds of flexibility and generality. However, the increasingly
data-driven workloads of modern-day applications exacerbate the energy and latency
overheads associated with data shuttling. In-memory computing (IMC) radically
subverts the classical paradigm by performing computation in situ within the mem-
ory elements, unlocking theoretically unrivaled throughput and energy efficiency.
Among the wide spectrum of IMC architectures, closed-loop in-memory comput-
ing (CL-IMC) has attracted interest for its capability to accelerate computationally
heavy operations of increasing use, such as matrix inversion. This chapter focuses on
analog closed-loop circuits for in-memory accelerators. A mathematical framework
is derived to develop amatrix-based circuit simulator providing orders-of-magnitude
speedups with respect to SPICE solvers. New circuits for the acceleration of regular-
ized regressions and linear quadratic estimation are characterized in terms of accu-
racy and speed, providing improvement with respect to digital solvers in baseband
processing in 6G systems and Kalman filters. Experimental demonstrations finally
provide a real-world implementation of CL-IMC topologies. The obtained results
strengthen the position of CL-IMC as a promising candidate for next-generation
energy-efficient algebraic accelerators.

1 Introduction

Modern computers are still designed around the vonNeumann architecture [1], where
processing and memory units are physically separated as shown in Fig. 1a. Data are
fetched from the memory unit, shuttled to the processing unit (where computation
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Fig. 1 Memory-processing integration. a Prototypical von Neumann architecture, where memory
and processing units are physically separated and interconnected by a data bus. b In-memory
computing, where computation happens directly within the embedded nonvolatile memory array.
cOpen-loop crosspoint-based primitive for matrix-vector multiplication. dClosed-loop crosspoint-
based primitive for inverse-matrix-vector multiplication. a and bReproduced with permission from
[3]. Copyright 2023 Author(s), licensed under a Creative Commons Attribution 4.0 License

occurs), and then returned to memory for storage. Nowadays, as problems require
more and more data to be analyzed, most of the time and energy is spent on handling
this continuous data transfer [2], an issue known as von Neumann bottleneck. More-
over, this scheme is intrinsically limited by the rate at which data can be transferred
between the two neighboring units, a parameter hindered by the technological devel-
opment difference between the computing and memory units. The latter is generally
slower than the former, an issue termed memory wall.

The energy and latency overheads associated with the constant data transfer
can be suppressed by performing processing in situ within the memory, which is
the core concept of in-memory computing (IMC) [3]. Figure1b shows a proto-
typical IMC core, where an embedded nonvolatile memory (eNVM) is comple-
mented with dedicated peripheral circuitry, typically including converters and access
decoders. Emerging memory devices are the most suitable candidate to enable
eNVM-based IMC thanks to their nonvolatility and high scalability potential. At
the same time, the significant challenges and tradeoffs in terms of throughput,
energy efficiency, and accuracy require a strongly interdisciplinary approach owing
to the complex interplay of device technology, circuit engineering, and algorithm
design.

Figure1c shows a prototypical crosspoint-array-based accelerator for matrix-
vector multiplication (MVM). Crosspoint arrays are compact memory ensembles
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where a group of devices is organized in a matrix fashion with top electrodes (TEs)
connected column by column, and bottom electrodes (BEs) joined row by row, with
a theoretically unrivaled bit cell size of 4F2 where F is the lithographic feature
size in the process technology. The crosspoint array naturally provides an IMC
hardware accelerator for analog, approximated MVM. Applying a voltage vector
v = [V1, V2, . . . , Vn]T to columns of an array storing a conductance matrixG, yields
a current vector i at grounded rows:

i = Gv. (1)

Computation is performed entirely in the analog domain, with Ohm and Kirchhoff
laws providing physical equivalents for the multiply and accumulate operations used
in digital computers. Thanks to the high parallelism of the crosspoint array structure,
all required computations happen simultaneously, enablingO(1) MVM. Crosspoint
MVM has been demonstrated for a broad range of problems, including image com-
pression, sparse coding, and implementation of Artificial Neural Networks (ANNs),
as well as hardware accelerators for algebraic operations [4].

Crosspoint memory arrays can be further enclosed in closed-loop feedback cir-
cuits to accelerate the solution of inverse problems, such as matrix inversion [5],
eigenvector computation [6], and linear regression [7]. Figure1d shows a closed-
loop IMC (CL-IMC) circuit for linear system solution, where rows of a memory
array storing conductance matrix G are connected to inverting input nodes of oper-
ational amplifiers (OAs), whereas columns are tied to the OA outputs. Thanks to
the negative feedback, rows of the memory array are made virtual ground nodes
of the circuit, allowing for the injection of a current vector i. The same Kirchhoff
current laws (KCL) of the open-loop MVM circuit hold, where the input/output role
of currents i and output voltages v is reversed with respect to the MVM accelerator,
yielding:

v = −G−1i. (2)

CL-IMC retainsO(1) complexity [8], with strong advantage over the typicalO(nα)

complexity of digital solvers, where n is the linear system matrix size and α is typi-
cally between 2 and 3 [9]. Consequently, CL-IMC is one of the most promising can-
didates for hardware acceleration of complex linear algebra computations. Among
demonstrated applications are recommender systems such as Google’s PageRank,
with an estimated 100× throughput improvement when compared with digital
solvers [6], as well as machine learning (ML) techniques [7], by leveraging in-
memory inversion of nonsquare matrices or pseudoinversion.

This chapter summarizes recent developments in closed-loop in-memory com-
puting, ranging from compact modeling efforts towards a generalized framework,
application investigation and circuit development, to experimental demonstrations
in fully integrated testchips.
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2 Modeling of Closed-Loop In-Memory Computing
Circuits

A vast number of primitives have been conceived inside the in-memory framework,
and either demonstrated experimentally or by numerical simulation [5–7, 10, 11]. To
characterize proposed solutions, a wide array of ad-hoc models have been proposed
with varying degree of generality [8, 12], although a unified model, capable of
providing an eagle eye’s view on the entire framework, was lacking. Similarly, ad-
hoc simulators based on approximatemodels have been proposed [13], althoughwith
limited applicability to matrix-vector multiplication circuits only.

To model closed-loop IMC circuits, the general framework shown in Fig. 2a was
introduced [14]. The framework is built around two model crosspoint arrays, namely
the input array Y and feedback array X. Loop closure is provided by an array of
OAs whose inputs are connected to shared rows of X and Y, and outputs are fed to
columns of the feedback arrayX. Row connection to theOAs can be performed either
to the inverting or noninverting input. The opposite-polarity input of the operational
amplifiers is instead grounded or connected to a reference voltage. Input signals can
be provided either by current generators i connected to shared rows or by voltage
generators vin connected to columns of the input array Y. The framework allows
modeling of both MVM primitives (for which the operand matrix is encoded in the
Y array, and the feedback array is set to the identity I), IMVM primitives (for which
the operand matrix is encoded in the X array, and the input array is set to the zero
matrix 0), as well as more complex circuits through block-mapping [14].

The master equation for the generalized framework reads:

dvout
dt

= T0
−1

(
(SA0X̂ − I)vout(t) + SA0U−1i(t) + SA0Ŷvin(t)

)
, (3)

where vout, T0, S, A0, are the output voltage vector, and the OA time constant,
sign, and gain (diagonal) matrices respectively. Matrix U represents the equivalent
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conductance matrix seen at the shared rows [8], such that X̂, Ŷ are the conductive
divider matrices describing transfers from the input and output voltage vectors to the
OA input voltages, respectively.

Transformation of themaster equation in the frequency domain yields the stability
equation for the generalized framework, which, in the simplifying hypotheses of all
OAs sharing the same gain α0 and time constant τ0, reduces to:

p = 1

τ0
(α0λSX̂ − 1). (4)

Following theRouth-Hurwitz stability criterion, for the circuit to exhibit a convergent
response, the real part of the eigenvalues λSX̂ of the signed divider matrix SX̂ should
lie in the left-half plane (LHP). Since operand matrices do not generally meet this
requisite in several applications, circuit topologies were designed [15] to lift the
stability constraint and allow inversion of any matrix, irrespective of its eigenvalues.

Steady-state evaluation of the master equation allows assessment of circuit accu-
racy in the presence of different perturbation sources, including quantization of
input sources and memory arrays, variability of memory arrays, and finite OA gain.
Notably, the error introduced by each perturbation was found to be typically charac-
terized by a perturbation-specific parameter, such as the number of bits for quanti-
zation and amplifier gain for virtual ground nonideality, and linearly dependent on
the condition number κX of the feedback matrix [14], which can thus be recognized
as the main sensitivity parameter for CL-IMC circuits.

Finally, the solution of themaster equation in the timedomain allows the derivation
of a closed-form expression for the output voltage transient. Assuming outputs to be
initially at rest, the output voltage reads:

vout(t) = −(
I − eT0

−1(SA0X̂−I)t)(X + δXα)−1(i + Yvin). (5)

Figure2b compares the wall-clock simulation time as a function of matrix size for
a SPICE solver and Eq. (5) evaluated in MatLab, highlighting a drastic reduction of
the simulation time, as well as an improvement in the computational complexity from
SPICE’s O(n4) down to O(nα), with 2 < α < 3 [14], allowing faster turnaround in
the evaluation and study of IMC topologies.

3 Applications of Closed-Loop in-Memory Computing

Figure3 shows a selection of the novel applications of CL-IMC that were demon-
strated in recent years. Thanks to its O(1) computation, high energy efficiency, and
high performance density, CL-IMC finds application in different domains of indus-
trial interest, ranging from baseband processing in 6G communication systems [16],
sensor fusion for autonomous driving [17], and data classification in machine learn-
ing [18].
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Figure3a shows a typical network cell in massive multiple-input multiple-output
(MIMO) systems, where a single base station (BS) equipped with an antenna array
simultaneously serves many single-antenna user terminals (UTs). In a typical trans-
action, UTs first send their data x to the BS in the uplink phase. The propagation from
the UTs to the BS is described by a channel matrix H and is affected by Gaussian
white noisew, such that the overall received vector at the BS side is y = Hx + w. The
BS processes the received vector to compute an estimate x̃ of the original message
by regularized zero-forcing (RZF) according to:

x̃ = (H†H + σ 2
n I)

−1H†y (6)
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where σ 2
n is the variance of w. In the subsequent downlink phase, the BS replies to

the users by transmitting a pre-coded version z of an intended message x account-
ing for channel distortion. Figure3b shows a CL-IMC circuit for RZF decoding and
precoding, where two memory arrays storing the channel matrix H are enclosed in
a feedback loop through two transimpedance amplifier arrays, whose feedback con-
ductances encode the regularization term σ 2

n I. Input/output pairs {y, x̃} and {x, z}
provide RZF decoding and precoding capability, respectively. Experimental valida-
tion was conducted on a fully-integrated testchip in 90nm technology [17]. Figure3c
shows the symbol error rate (SER) as a function of the channel signal-to-noise ratio
(SNR) for a 32-symbol Quadrature Amplitude Modulation (QAM) MIMO system
for a CL-IMC system together with reference results for a fully-digital, 64-bit float-
ing point (FP64) implementation, highlighting comparable accuracy with CL-IMC
ultimately limited by the analog noise floor to SER < 10−4.

Figure3d shows the conceptual scheme of a Kalman filter (KF), an estimation
algorithm for a set of unknown variables or state θ. KF operates iteratively, where
a model A of the observed physical system provides a prediction of the state θ.
Measurements x, related to θ by the measurement matrix B and its covariance Cββ,
are then used to refine the prediction by computing a correction term. The Kalman
gain matrix defines the weight of the correction,

K = CθBT (BCθBT + Cββ)
−1, (7)

such that the refined state estimate at time n θn|n , given the state at time n − 1 θn−1|n−1,
is given by:

θn|n = Aθn−1|n−1 + K
(
xn − BAθn−1|n−1

)
. (8)

Figure3e shows a CL-IMC circuit for Kalman filter, where the prediction, mea-
surement, and correction blocks are each implemented by a corresponding circuit
section. Intermediate circuit outputs provide both the prediction and correction vec-
tors,which can then be combined in the digital or analog domain.As a toy problem for
circuit validation, two-dimensional path tracing was considered whereby an object
moving along the xy plane is equipped with a noisy position sensor. The state vec-
tor comprises the object’s position and velocity in the x and y directions. Figure3f
shows a trajectory composed of three direction changes together with position data
sampled at 1Hz frequency, and three different KF implementations, namely a fully-
digital FP64, simulated CL-IMC and experimental CL-IMC [17]. CL-IMC results
closely match FP64, allowing considerable improvement of the estimated trajectory
with an ultimate position error σxy � ±1m.

Lastly, Fig. 3g shows the algorithm for Principal Component Analysis (PCA), a
ML technique for dimensionality reduction. PCA computes the directions of max-
imum variance of a dataset, namely the principal components (PC), allowing pro-
jection in the PC space to highlight data correlation and perform classification and
clustering. PC computation is performed by extracting eigenvectors and eigenvalues
of the covariance matrixC = XTX, whereX is a standardized version of the original
dataset X̂. Dimensionality reduction is attained by retaining only PCs associated with
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Fig. 4 Closed-loop in-memory computing benchmarks. a Throughput, b energy efficiency, and
c area efficiency for a 90nm CL-IMC testchip [14] (dark blue), a simulated CL-IMC primitive
with optimized peripherals at 14nm (light blue), and a reference graphic processing unit (red),
benchmarked on a 64 × 64 matrix inversion task withO(n3) complexity where n is the matrix size

the largest eigenvalues. Figure3h shows a CL-IMC circuit for the computation of all
eigenvectors and eigenvalues of a square matrix [18]. Four crosspoint arrays storing
replicas of the operand matrix X and of the candidate eigenvalue λI are feedback-
connected using two transimpedance amplifiers. The circuit operates by positive
feedback, exhibiting a self-sustained response if and only if arrays λI match one
of the eigenvalues of X. By iteratively reprogramming λI following a sweep-based
procedure, all eigenvectors of X can be computed with minimal latency and energy
consumption [18]. Figure3i shows simulation results for computation of the first two
PCs on the Wine dataset, for fully-digital FP64 and CL-IMC, yielding comparable
classification accuracies of 98.32 and 98.08% respectively.

As a final figure of merit, Fig. 4 shows throughput, energy efficiency, and area
efficiency benchmarks of CL-IMC for a 64 × 64 matrix inversion task, for an
experimentally-measured 90nm testchip [17], a simulated 14nm testchip with opti-
mized peripherals, and a reference graphic processing unit (GPU) [19]. Thanks to
the IMC’s O(1) advantage, closed-loop topologies provide comparable throughput
with respect to state-of-the-art GPUs, while at the same time enabling ×104 and
×102 improvements in energy and area efficiency, supporting CL-IMC for fast and
low-power machine learning on the edge.

4 Conclusions

In this chapter, recent developments in the study of closed-loop in-memory comput-
ing circuits have been presented. A generalized framework was developed to study
IMC circuits, particularly providing fast evaluation of circuit dynamics by deriving a
closed-form solution of the associated master equation. The framework was instru-
mental in the investigation of numerous applications, including baseband processing
in 6G cellular networks, sensor fusion in autonomous driving, and data classification
in machine learning. Novel circuit topologies were introduced and experimentally
demonstrated on a dedicated testchip, achieving floating-point equivalent accuracy
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and throughput, with 2–4 orders of magnitude improvements in energy and area effi-
ciency when compared to graphic processing units. The results obtained strengthen
the position of closed-loop in-memory computing as a promising candidate for next-
generation, energy-efficient machine learning accelerators in edge computing.
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Localized LO Phase Shifting for Phased
Array Systems

Francesco Tesolin and Salvatore Levantino

Abstract Multiple-input-multiple-output is a promising technology to enable spa-
tial multiplexing and improve throughput in wireless communication systems. The
phase shifter needed in each element of the phased array to perform the electronic
steering of the beam typically introduces a non-ideal transfer function in the signal
path and consumes significant area and power, making it a major source of cost and
dissipation. To address those issues, this chapter describes a novel technique referred
to as localized LO phase-shifting, where the array of phase shifters in the receiver
and in the transmitter is replaced by an array of synchronized PLLs, providing the
local oscillation to each path, with fine and inherently linear phase regulation. This
approach not only helps reduce power consumption and area occupation, in modern
CMOS nodes, but also improves phase noise since the beam is formed by the com-
bination of uncorrelated noise sources. To demonstrate the concept, a dual-element
LOphase-shifting system, based on fractional-N digital PLLs in the 8.5-to-10.0-GHz
range, is implemented in a standard 28-nm CMOS process. Each element occupies
0.23 mm2 of area and dissipates 20 mW of power. An arbitrary phase shift between
the LO outputs can be set over the full 360◦ range with a resolution of 0.7 millide-
grees. The measured rms phase accuracy is 0.76◦, and the peak-to-peak phase error
is 2.1◦, without requiring any linearity or gain calibration. Combining the outputs of
the two elements, the measured integrated random jitter scales down from 58.5 to
44.6 fs rms.

1 Introduction

The continuous demand for larger data rates is pushing communication standards
towards higher carrier frequencies (up to millimeter-wave), where larger bandwidths
are available, but where significant propagation losses limit the maximum com-
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Fig. 1 Comparison between a a conventional radio unit with an omnidirectional antenna and b a
phased array system with RF phase shifting, enabling beam steering

munication range. The radio implementation is therefore moving from the use of
a single antenna with isotropic radiation patterns in Fig. 1a to the adoption of the
multi-antenna approach in Fig. 1b, where the effective radiated power (ERP) in the
direction of the desired receiver is increased, allowing for communication over larger
distances. Additionally, the increased antenna directivity enables spatial multiplex-
ing, minimizing the interference with nearby radios, and further increasing channel
capacity. On the other hand, the larger antenna directivity requires accurate control
of the beam direction, in order to track a specific user. By properly setting the relative
phase shift between adjacent elements in the antenna array, it is possible to control
the direction of the wavefront propagation relative to the antenna array plane. This
is conventionally achieved by equipping each antenna path with a dedicated phase
shifter (PS), as shown in Fig. 1b. The losses introduced by the PS and its phase
inaccuracy directly affect the phased-array system performance, as well as its power
consumption and footprint affect the overall system cost.

Various system-level approaches have been developed over the years to efficiently
implement arrays of phase shifters, differing in the phase shifter’s placement along
the signal path. Themost common topology, depicted in Fig. 1b, utilizes an RF-phase
shifting architecture [1–9]. Here, the RF modulated carrier in each antenna element
goes through a broadband RF PS. This design approach is compact as it requires only
a single local oscillator (LO) and amixer. However, routing N high-frequency signals
(where N is the number of antenna elements) increases power consumption, and the
high gain-versus-phase-shift sensitivity of the PS (because of the high-frequency
operation) leads to a limited beam-steering accuracy. An alternative approach is
to move the PS from the RF to the LO path, as depicted in Fig. 2a [10–15]. This
approach necessitates one mixer per channel, but being the LO a signal with narrow
bandwidth and constant-amplitude, thePS introduces no signal distortion and its gain-
vs-phase-shift sensitivity plays no role. The main drawback of LO phase shifting is
that distributing the high-frequency LO signal among the phased-array elements is
challenging, as it has a large impact on the system power budget, practically limiting
the maximum number of cores.
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Fig. 2 a Traditional LO-phase-shifting, b proposed localized LO-phase-shifting architecture, and
c phase-noise reduction with over-the-air combination of multiple LO elements

An alternative approach, namely the localized LO phase-shifting architecture, that
greatly simplifies the LO distribution, is illustrated in Fig. 2b. Leveraging the low-
power consumption, compact size, and excellent phase-noise performance of digital
PLLs (DPLLs), the singleLO inFig. 2a is substitutedwith an array ofDPLLs [16, 17].
The adoption of the direct phase modulation (DPM) technique in each DPLL allows
fine phase-shift regulation [18]. Doing so, only the reference clock, originating from
a crystal oscillator and typically operating in the 100-MHz frequency range, needs
to be distributed to the elements of the phased-array, significantly relaxing the power
consumption of the clock distribution network. Moreover, by embedding the phase-
shifting capability in each LO element, no additional area or power consumption has
to be accounted for the phase shifters. Furthermore, by employing one LO generator
per each element of the transmitter array, the output beam resulting from the over-
the-air combination of independent noise sources has a phase noise which improves
with the number of element of the arrays, as shown in Fig. 2c. This means that a
proportionally larger phase noise of each LO element can be tolerated and each
element can be therefore scaled down in area occupation and power consumption.

2 Phase-Shifting Mechanism in a PLL Array

The implementation of the localized LO phase shifting technique is based on the use
of a DPLL as LO of each element of the phased array. As DPLL, we will consider the
type-II fractional-N digital PLL with bang-bang phase detector (BB-PD) depicted in
the block diagram in Fig. 3a. Neglecting for a moment the signal PCW[k], the DPLL
generates an output frequency fout = FCW0 · fre f , where fre f is the reference clock
frequency and FCW0 is a rational number, driving the modulus control of the multi-
modulus divider (MMD) through a digital �� modulator. The �� modulator acts
as a quantizer of FCW0 and generates a sequence (with fewer bits) whose average
value is proportional to FCW0. The residual quantization error of the �� (i.e. the
difference between themodulus control word andFCW0) is canceled out bymeans of
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Fig. 3 aDigital phase-shifting of a fractional-N PLLwith PCW input. b Transient waveforms after
the application of the PCW[k] sequence

a digital-to-time converter (DTC), after its amplitude is scaled with a gain calibrated
in background by an LMS loop (not shown in figure) [19].

To accurately control the phase of the DPLL output at steady state, an additional
phase-control-word PCW[k] input is introduced. Since the phase of a periodic wave-
form is the derivative of the frequency, PCW[k] goes through a first order difference
before being added to FCW0. In this way, the input FCW[k] of the �� is given by

FCW[k] = FCW0 + PCW[k] − PCW[k − 1]. (1)

If PCW[k] is increased step by step by a certain value, as in the signal diagram in
Fig. 3b, FCW[k], initially equal to FCW0, undergoes a pulse (equal to the PCW[k]
step) for one reference clock cycle, before returning back to FCW0. We want to
derive the phase shift,�ϕLO , asymptotically gained by the DPLL output signal after
its transient. The timestamps of the zero crossings of the DTC output signal, tdiv[k],
are given from the accumulation of the periods of the divider signal plus the DTC
delay, and may be written as

tdiv[k] =
k∑

i=0

MC[i] · Tdco[i] + τDTC [k], (2)

whereMC[i] is themodulus control word at the ith time-stamp, Tdco[i] theDCO time
period (which will differ from the steady-state value of the period Tout = 1/ fout ),
while τDTC [k] is the DTC delay. Equation (2) can be rewritten highlighting the
average value of the first term as follows

tdiv[k] = Tout ·
k∑

i=0

MC[i] + �tLO [k] + q[k] · Tout , (3)
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where �tLO [k] is the time shift induced by the output frequency variations, and
q[k] · Tout is the DTC delay sequence1 cancelling the accumulated �� quantization
noise q[k]. The latter is given by

q[k] = q[0] +
k∑

i=0

(
FCW[i] − MC[i]

)
(4)

= q[0] + k · FCW0 + PCW[k] −
k∑

i=0

MC[i]. (5)

Plugging (5) in (3),

tdiv[k] = �tLO [k] + q[0] · Tout + k · FCW0 · Tout + PCW[k] · Tout . (6)

Therefore, since we recognize tre f [k] in the third term of (6), and we can write
the DPLL time error as

�t[k] = tre f [k] − tdiv[k] = −PCW[k] · Tout − �tLO [k] − q[0] · Tout . (7)

Since, in a type-II PLL, the time error�t[k] tends to zero at steady state, it follows
that the asymptotic LO delay is given by

�tLO [k] = −Tout ·
(
q[0] + PCW[k]

)
. (8)

This time shift translates into an asymptotic LOoutput phase shift, after eachPCW[k]
step, equal to

�ϕLO [k] = 2π ·
(
q[0] + PCW[k]

)
. (9)

The result in (9) is theoretically relevant. It highlights two interesting properties:
acting on PCW[k], the LO phase shift at the end of the DPLL transient is numerically
stored within the system. Thus, it is immune to disturbances and impairments of
the analog circuits. Furthermore, the phase shift is linearly dependent on PCW[k],
suggesting that an accurate and controlled phase-shift can be induced in the LO, with
extremely fine resolution. In fact, the phase-shifting resolution is only determined by
the bit-length of the �� input. For instance, a 19-bit frequency control word (used
in this work) enables a phase resolution of 360/219 = 0.7 · 10−3◦.

1 The Tout gain multiplying q[k] is estimated by an LMS algorithm. As the LMS is much slower
than the DPLL behavior, we can assume that the Tout gain is constant during DPLL transients.
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Fig. 4 Implemented dual-elementLO-phase-shifting system:PCWinput network (blue) andDPOC
correction loop (green)

3 System Implementation and Measurement Results

Figure4 shows the system block diagram of the two-element LO-phase-shifting sys-
tem. Each DPLL has an output frequency spanning from 8.5 to 10 GHz, with 19-bit
frequency resolution, while consuming 20-mWpower. TheDTC, along the reference
path, is designed as in [20], with a 280-ps range and 13 bits (segmented in 7 coarse
and 6 fine bits).

To force a certain phase shift between the two DPLLs through their phase-control
words, PCW1 and PCW2, the two loops should exhibit the same initial value of
the quantization error, see (9). However, a mismatch in the initial conditions exists,
whenever the divider signal is used as clock of the digital network in each DPLL.
This is because the number of initial clock cycles is affected by the specific DCO
frequency transient of each DPLL. To solve this issue, both the �� modulators are
clocked with the common reference clock [17].

Another aspect to consider in the phase-shift accuracy is the skew in the reference
clock distribution. Even a skew of 3 ps in the reference clock would induce an
output phase offset >10◦ at 10 GHz. To make this contribution negligible, a digital
offset correction technique (denoted as DPOC) is employed in the circuit [16, 17]. In
practice, the phase of the two reference signals (after the DTCs) is compared with a
second BB-PD, and a correction is fed back to both the PCW inputs. In this way, the
phase offset of the two reference networks is cancelled out. The DPOC calibration
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Fig. 5 Die micrograph a and measured phase noise spectra for b an integer-N channel and c a
fractional-N near-integer channel, with single and combined element outputs

works in background, in alternate phase, according to the state of the cal[k] signal.
When cal[k] = 1, the DTCs of the two PLLs are disconnected and fed to the DPOC
unit. When cal[k] = 0, instead, the normal PLL operation is restored. The timing of
the cal[k] signal is derived from a XOR-based frequency doubler circuit, which is
also beneficial to lower jitter in normal operation mode.

The die photo of the implemented prototype in a 28-nm bulk CMOS technology is
shown in Fig. 5a. The over-the-air combination of the LO outputs was emulated using
a power combiner, and the phase noise measured at �PCW = 0 is shown in Fig. 5b,
in the case of an integer channel, and in Fig. 5c, in the case of a fractional near-integer
channel. When switching from single- to dual-channel operation, the measured rms
random jitter goes down from 47.5 to 38.2 fs (at the 8.50-GHz integer-N channel),
and from 58.50 to 44.64 fs (at the fractional-N channel that is 3.8 kHz offset from
the 9.25-GHz integer-N one).

The phase-shifting characteristic of the system, that is the output phase shift�ϕ
1,2
LO

between the twoDPLLs as a function of the differential phase-controlword�PCW =
PCW1 − PCW2 is measured by means of a vector network analyzer (VNA). Two
types of measurements were carried out. A “single channel” measurement obtained
by varying only one of the two PCW inputs and assuming zero phase shift when
�PCW = 0, and a “dual channel” measurement by varying the PCW inputs in a
pure differential mode. Sweeping �PCW over the [−180,+180]◦ range, the phase
shift of the single channel plotted in Fig. 6a spans in the [−90,+90]◦ range, as
expected. The phase error, computed as the difference between the measured phase-
shift �ϕ

1,2
LO and the ideal programmed phase-shift (based on PCW) is plotted in

Fig. 6b. It shows zero mean and random error with 0.21◦ peak-to-peak deviation
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Fig. 6 Measured output phase characteristic a and phase error b versus the differential phase-
control word �PCW, for the single- and the dual-channel case

and 0.044◦ rms value. In the dual-channel measurement, instead, although the phase
spans in the [−180,+180]◦ range correctly, a peculiar sinusoidal dependence of the
phase error is evident. This behavior can be quantitatively justified by assuming a
reciprocal leakage injection between the two channels, taking place downstream of
the PLL loops, because of the coupling existing between the output power amplifiers,
the wirebonds and the PCB lines [17]. Despite this undesired phenomenon, which
can be reduced by improving decoupling, the peak-to-peak phase error is still only
2.1◦ with an rms error of 0.76◦.

Table1 compares the phase-shifting performance of the system with state-of-the-
art LO phase-shifting systems. Note that the presented prototype reaches comparable

Table 1 Performance comparison of LO phase-shifting systems

This work K. Lee
RFIC’22

J. Zhou
CICC’22

H. J. Qian
JSSC’21

Y. Wang
JSSC’20

J. Pang
JSSC’19

L. Wu
JSSC’13

Phase-shifting
architecture

DPM-
based
Digital
PLL

PPF +
Active
Vector-
Sum

PPF +
Active
Vector-
Sum

Div. +
Active
Vector-
Sum

PPF +
Phase Sel.
+ LC tun.

PPF +
Phase Sel.
+ LC tun.

Inj.
locking
oscillator

Technology
node (nm)

28 40 40 40 65 65 65

Frequency
range (GHz)

8.5–10.0 65.5–88.5 1.9–3.3 3–7 37–40 26.5–29.5 42.75–
49.50

Phase range (◦) 360 360 360 360 360 360 180

Resolution
(◦)/(bit)

0.7m/19b 2.835/7b 0.35/10b 0.35/10b 0.04/13b 0.04/13b 22.5/4b

RMS/peak phase
error (◦)

0.76/2.1 0.29/N.A. 0.4/1.0 1.6/2.3 0.08/0.5 0.3/5.1 0.93/1.5

Single element
power (mW)

20.0a 101.9 1330b 15.4 60 10.3 21.25

Single element
area (mm2)

0.23a 0.17 2.145b 0.05 3 0.25 0.7

Linearity/gain
calibration

Not
needed

Off-Chip
LUT

On-Chip
analog

Off-Chip
DPD

On-Chip
analog

Off-Chip
LUT

On/Off-
Chip
analog

aIncludes LO generation
bIncludes PA
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accuracy in terms of rms/peak-error without adopting any foreground or background
gain/linearity calibration and provides the highest phase-shifting resolution (19 bits)
while keeping compact area and low power consumption.

4 Conclusion

This chapter has presented a novel promising technique to implement phased-array
systemswhich reduces area and power consumption, namely the localizedLO-phase-
shifting technique. The technique replaces the conventional array of phase shifters
along the signal paths with an array of synchronized digital PLLs with direct phase
modulation, acting as LO generators. Analysis has shown that the PLLs can be
synchronized in phase and their individual phase can be digitally controlledwith high
resolution and ideal linearity. A dual-element localized LO phase-shifting system
has been implemented and fabricated in 28-nm CMOS. Phase-shift between the LO
elementswith 19-bit resolution and 0.76◦ rms phase error has been demonstratedwith
no extra area/power consumption and with no gain/linearity calibration. Compared
with other state-of-the-art LO-phase-shifting schemes with similar phase accuracy,
the implemented system exhibits the lowest area occupation and power consumption,
making the proposed architecture appropriate for massive MIMO applications.
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Data-Based Control Design
for Recurrent Neural Network Models
with Stability Guarantees

William D’Amico

Abstract This Brief aims to discuss the application of data-driven methods to con-
trol systems described by recurrent neural network models, which are known to be
universal approximators of dynamical systems. The unified hybrid approach outlined
here fills a significant gap in the current literature by combining the strengths of both
direct and indirect methodologies so as to ensure in a purely data-driven fashion, on
the one hand, desired performances and, on the other hand, closed-loop stability.

1 Introduction

In control systems engineering, data-based techniques are gaining increasing atten-
tion due to the ever-growing availability of data in many large scale applications
and processes (e.g., chemical industry, metallurgy, machinery, electronics, electric-
ity, transportation, and logistics), and since they allow one to design performing
controllers with moderate time and computational effort. They are mainly divided in
(i) direct methods, where a controller is directly identified from data through opti-
mization, and (ii) indirect methods, where a model of the system is firstly identified
from data, based on which the controller is then designed.

Among direct methods, virtual reference feedback tuning (VRFT) has gained
wide popularity due to its simplicity and satisfactory performances [1]. One of the
major issues in VRFT, as well as in many direct data-driven methods, concerns the
possibility of providing stability guarantees for the closed-loop system. In fact, based
on an available batch of data, theVRFTmethod only allows one to design a controller
such that the control system is as close as possible to a given reference closed-loop
model. However, especially if the controller identification results are poor and the
obtained regulator is far from the ideal one, the resulting feedback systemmaydisplay
bad performances and even instability. In the literature, only “a-posteriori” validation
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tests, aiming at verifying the closed-loop stability, have been proposed in the linear
setting [2, 3].

The ever-growing amount of informative data paved the way also to the use of
neural networks (NNs) to learn features from data. For this reason, NNs have gained
great interest inmany engineering fields, amongwhich control applications. They can
be divided in feedforward neural networks (FFNNs), to reproduce static systems, and
recurrent neural networks (RNNs), characterized by the presence of internal loops
representing state variables allowing them to replicate dynamical systems. Notably,
RNNs have been used for designing controllers applicable to dynamical systems
in both indirect and direct frameworks. For example, in [4], a model predictive
control approach based on an identified long short-term memory (LSTM) network is
exploited to control the cooling system of a large business center. Moreover, in [5],
controllers based on echo state networks (ESNs) and LSTMs are directly learned via
VRFT to control an experimental electronic throttle body.

Despite the popularity and potentialities of RNNs, their theoretical properties
have been marginally analysed in the literature. As nonlinear dynamical systems, it
is in fact fundamental to characterize conditions that guarantee the stability of their
motions, especially when RNNs are part of control systems. In this context, incre-
mental input-to-state stability (δISS) [6] plays a crucial role. This property entails
that the dynamics of a δISS RNN is asymptotically independent of its initialization
and implies other common stability properties such as global asymptotic stability
(GAS) of the equilibria. Interestingly, the δISS property can be directly enforced in
the RNN training phase [7, 8]. However, the latter works focus on open-loop RNNs
and they do not address the design of stabilizing RNN-based feedback controllers.

Regarding control systems, regulation strategies based onmodel predictive control
are presented for some RNN architectures in [9, 10], ensuring closed-loop stability if
the RNN-basedmodel of the controlled system enjoys the δISS property. Finally, less
conservative local asymptotic stability guarantees for an equilibrium of the feedback
system are investigated in [11, 12], where event-triggered FFNN controllers are
employed and an estimate of the domain of attraction is also provided.

1.1 Contributions

The work herein contained summarizes some contributions given in [13], where a
novel unified framework is proposed for the application of data-based methods to
control RNN-based systems while providing closed-loop stability guarantees. The
two main contributions here outlined are the following.

A δISS condition for a class of RNNs—Firstly, in [14], a novel condition for δISS,
proved to be less conservative than other conditions available in the literature, is
devised for a general class of RNNs including, e.g., ESNs [15], shallow neural non-
linear autoregressive exogenous (NNARX) models [7], and the “recurrent nets” con-
sidered in [16, Eq. (2)].
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Control design of RNN-based closed-loop systems—Then, in [17], by considering
an identified RNN model for the system, the previous δISS condition is rearranged
in the form of linear matrix inequalities (LMIs) to tune ESN controllers and compen-
sators guaranteeing the δISS of the closed-loop system, where an explicit integral
action is also embedded. The integration of this condition into unifying LMI-based
optimization problems is also explored, where a performance metric is enforced
via an LMI reformulation of VRFT, initially proposed in [18, 19] for the linear
setting.

The reader is referred to [13, Sect. 1.5] for the main notation adopted throughout
this chapter, as well as for some preliminary definitions.

2 An Incremental Input-to-State Stability Condition
for a Class of RNNs

As previously discussed, the δISS property is a relevant property for RNN models
since it implies a number of useful features and stability properties (e.g., GAS of the
equilibria). In particular, we focus on the class of RNNs introduced in the following
section, which includes, e.g., ESNs and shallow NNARXs.

2.1 RNN System Model

We consider the following class of shallow recurrent neural networks defined by

x(k + 1) = f (Ax(k) + Bu(k)) , (1a)

y(k) = Cx(k) + Du(k) , (1b)

where u ∈ R
m is the exogenous variable, y ∈ R

l is the output vector, x ∈ R
n is the

state vector, f (·) = [
f1(·) . . . fn(·)

]� ∈ R
n is a vector of scalar functions applied

element-wise, A ∈ R
n×n , B ∈ R

n×m , C ∈ R
l×n , and D ∈ R

l×m . The function f (·)
must fulfill the following assumption.

Assumption 1 The functions fi (·), i = 1, . . . , n, are nonlinear globally Lipschitz
continuous functions with Lipschitz constant L pi or the identity function id(·).

Since the function f (·) in class (1) may contain also some identity functions, let
us introduce the set

W := {i ∈ {1, . . . , n} | fi (·) �= id(·)} . (2)

Note that the possible presence of some identity functions can be exploited later in
the δISS condition to provide more degrees of freedom and to reduce conservatism.
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2.2 A Novel Sufficient Condition for Incremental
Input-to-State Stability of Shallow RNNs in Class (1)

Let us consider a generic system (1) fulfilling Assumption 1. The following theorem
provides a sufficient conditionwhich guarantees the δISS for nonlinear systems lying
in the class (1a). We first define a diagonal matrix

W := diag(L p1, . . . , L pn) ∈ D
n ,

where L pi = 1 for all i /∈ W. We introduce the following matrices:

Ã := W A , B̃ := WB .

Theorem 1 Let Assumption 1 hold. System (1a) is δISS if ∃P ∈ S
n
>0 such that pi j =

p ji = 0 ∀i ∈ W, ∀ j ∈ {1, . . . , n} with j �= i , and

Ã�P Ã − P ≺ 0 . (3)

The reader is referred to [13, Theorem 7.2.1] for the proof of this theorem. The-
orem 1 ensures that system (1a) is δISS if Ã is Schur stable and if there exists a
structured matrix P fulfilling the Lyapunov inequality (3). Specifically, P must have
zero elements along all the rows and columns (except for the diagonal element)
corresponding to the rows of system (1a) whose activation function is nonlinear.

3 Control Design of RNN-Based Closed-Loop Systems

In this section, the previously introduced condition for δISS of RNN systems (1)
is exploited to tune controllers guaranteeing δISS properties for the RNN-based
closed-loop system depicted in Fig. 1. We consider a nonlinear discrete-time system
S, possibly obtained via an identification procedure, defined by

xS(k + 1) = fS(ASxS(k) + BSuS(k)) , (4a)

yS(k) = CSxS(k) , (4b)

where uS ∈ R
mS is the exogenous variable, yS ∈ R

lS is the output vector, xS ∈ R
nS is

the state vector, fS(·) =
[
fS,1(·) . . . fS,nS

(·)
]� ∈ R

nS is a vector of functions fulfilling

Assumption 1 applied element-wise, AS ∈ R
nS×nS , BS ∈ R

nS×mS , and CS ∈ R
lS×nS .

Let WS ∈ D
nS contain the Lipschitz constants on the main diagonal.

To make the problem solvable with a lightweight LMI optimization one, a feed-
back controller C and a feedforward compensator H are selected in the class of
ESNs, with equations
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Fig. 1 Control scheme: C is a feedback ESN controller, “
∫
” is a discrete-time integrator, H is a

feedforward ESN compensator, and O is a state observer

x�(k + 1) = ζ�(Wx�
x�(k) + Wu�

u�(k) + Wy�
y�(k)), (5a)

y�(k) = Vout1,�x�(k) + Vout2,�u�(k) , (5b)

where subscript � ∈ {H,C} is used to refer to the compensator H and to the
feedback controller C, respectively. As discussed in [9], the design of H and C
consists of the tuning of the matrices Vout1,� and Vout2,� , for � ∈ {H,C}, whereas
Wx�

, Wu�
, and Wy�

are fixed and ramdomly generated matrices. In Eq. (5), uC(k) =
[
v(k)� x̂S(k)

�]�
, uH (k) = r(k), the functions ζ�,i (·) of ζ�(·) are globally Lips-

chitz continuous ∀i = 1, . . . , n�, WuH ∈ R
nH ×lS , Vout2,H ∈ R

mS×lS , Wx�
∈ R

n�×n� ,

Wy�
∈ R

n�×mS , and Vout1,� ∈ R
mS×n� . Let us defineWuC :=

[
W v

uC
Wx

uC

]
and Vout2,C :=

[
V v
out2,C V x

out2,C
]
, where W v

uC
∈ R

nC×lS , Wx
uC

∈ R
nC×nS , V v

out2,C ∈ R
mS×lS , and

V x
out2,C ∈ R

mS×nS . The discrete-time integrator block “
∫
” has equation

η(k + 1) = η(k) + e(k) , (6a)

v(k) = η(k) + e(k) , (6b)

where e(k) = r(k) − yS(k). Finally, the block O denotes a state observer defined by

x̂S(k + 1) = fS(AS x̂S(k) + BSuS(k) + L̂(yS(k) − ŷS(k))) , (7a)

ŷS(k) = CS x̂S(k) , (7b)

where ŷS ∈ R
lS is the predicted output vector, x̂S ∈ R

nS is the predicted state vector,
and the observer gain L̂ ∈ R

nS×lS is a design parameter.
The objective is the design ofH , C, and O so as to (i) provide global asymptotic

stability guarantees for the equilibria of the control system, (ii) achieve asymptotic
tracking of constant reference signals r , and (iii) make the control system as similar
as possible to an “invertible” reference model M.
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3.1 Observer Design

Firstly, the result in Theorem 1 can be exploited to design a convergent observer O
as in Eq. (7) enjoying the δISS property. The observer gain L̂ can be obtained by
solving the optimization problem specified in [13, Lemma 10.2.1].

3.2 Stability Guarantees

Then, the δISS of the control scheme in Fig. 1 is ensured by conferring, with two
separated LMIs, δISS to bothH and the closed-loop system obtained by discarding
H . This follows from the properties of the cascade of δISS systems. In this section,
we recall only the LMI ensuring the δISS of the closed-loop system without H ,
whereas the reader is referred to [13, Lemma 10.2.3] for the LMI related to the δISS
of H .

We consider the closed-loop system in Fig. 1, where H is discarded and yH acts
as an independent exogenous variable. Note also that x̂S(k) = xS(k) − ê(k), where
the observer error ê acts as an asymptotically vanishing perturbation, provided that
the observer is convergent. By jointly considering Eqs. (4)–(6), we can write the
closed-loop system as in Eq. (1a), where Assumption 1 is satisfied, and

x(k) =
⎡

⎣
xC(k)
η(k)
xS(k)

⎤

⎦ , u(k) =
⎡

⎣
r(k)
yH (k)
ê(k)

⎤

⎦ , f (·) =
⎡

⎣
ζC(·)
idlS (·)
fS(·)

⎤

⎦ .

In particular, A = FC + GC JC , where

FC :=
⎡

⎣
WxC W v

uC
Wx

uC
− W v

uC
CS

0 I −CS
0 0 AS

⎤

⎦ , GC :=
⎡

⎣
WyC
0
BS

⎤

⎦ ,

JC := [
Vout1,C V v

out2,C V x
out2,C − V v

out2,CCS
] = [

Vout1,C Vout2,C
]
E , and

E :=
⎡

⎣
I 0 0
0 I −CS
0 0 I

⎤

⎦ (8)

is an invertible matrix. Hence, Theorem 1 can be applied to enforce the δISS of the
closed loop, according to the following lemma proved in [13, Lemma 10.2.2].

Lemma 1 Let W := {i ∈ {1, . . . , ñ} | fi (·) �= id(·)} and ñ := nS + nC + lS .
If ∃ PC = P�

C ∈ R
ñ×ñ such that (pC)i j = (pC) j i = 0 ∀i ∈ W, ∀ j ∈ {1, . . . , ñ} with

j �= i , and ∃ LC ∈ R
mS×ñ, QC ∈ R

ñ×ñ such that
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[
PC F̃CQC + G̃CLC

(F̃CQC + G̃CLC)
� QC + Q�

C − PC

]
� 0 , (9)

where F̃C := WCFC , G̃C := WCGC , and WC := diag(L pC1 , . . . , L pCnC
, I,WS), then the

closed-loop system is δISS by setting
[
Vout1,C Vout2,C

] = LCQ
−1
C E−1. �

Finally, under the convergence of O, the δISS of the closed-loop system and of
H , the perfect tracking of constant signals is guaranteed by [13, Theorem 10.2.1].

3.3 Performance Optimization

The VRFT approach can be adopted to confer dynamic performances in a compu-
tationally lightweight way, provided that a dataset uS(k), yS(k), for k = 0, . . . , N , is
available. The design problem is splitted in (i) the design of C and (ii) the design of
H , where H is useful to further enhance the dynamic performances. We focus on
the former case and the reader is referred to [13, Sect. 10.2.4] for the latter case.

The VRFT problem consists in the minimization of

JVR(Vout1,C , Vout2,C) = 1

N − K0

N−1∑

k=K0

∥∥∥∥ uS(k) − [
Vout1,C Vout2,C

]
[
x̃C(k)
ũC(k)

] ∥∥∥∥

2

, (10)

where K0 is considered to discard the initial transient, whereas x̃C(k) and ũC(k)
depend on the virtual reference r̃(k) = M−1yS(k), as discussed in [13, Sect. 10.2.4].
Note however that we cannot, at the same time, directly minimize JVR and enforce
the stability constraint (9) since the free variables in inequality (9) are QC , LC , and PC .

To find a unifying LMI problem, we need to define U := [
uS(K0) . . . uS(N − 1)

]�
,

X :=
⎡

⎢
⎣

x̃C(K0)
� ũC(K0)

�
...

...

x̃C(N − 1)� ũC(N − 1)�

⎤

⎥
⎦ , X̃ := E�(X�X)−1X� ,

where E is defined in Eq. (8) and the following assumption holds.

Assumption 2 Matrix X�X is invertible.

The following result is proved in [13, Proposition 10.2.1].

Proposition 1 Let Assumption 2 hold. The following optimization problem

minimize
LC∈RmS×ñ

,�C∈SmS
tr(�C) (11a)

subject to

[
�C − U�X̃�QCX̃U + LCX̃U + U�X̃�L�

C LC
L�

C QC

]
� 0 (11b)
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is equivalent to minimize the cost function (10) if
[
Vout1,C Vout2,C

] = LCQ
−1
C E−1 holds

and, for any scalar γC > 0 ,

QC = γCE
−1X�XE−�. (12)

Note that the constraint (12) can be possibly relaxed by defining QC as an opti-
mization variable (cf. [13, Eq. (10.15)]). Also, the result in Lemma 1 can now be
combined with the one in Proposition 1, leading to a unifying LMI optimization
problem where both closed-loop stability and performances are taken into account
(cf. [13, Sect. 10.2.5]). Finally, in [13, Sect. 10.3], the design procedure is tested on
a realistic case study, i.e., a simulated model of the pH neutralization process.

4 Related Topics and Extensions

Below some topics and extensions related to the proposed framework are briefly
outlined. Further details can be found in [13].

i. Linear systems—An analogous framework has been proposed to control linear
systems affected by measurement noise in case of (i) polytopic uncertainty [18,
19], (ii) input saturations [20], and (iii) ellipsoidal uncertainty [21].

ii. Robust closed-loop δISS guarantees for echo state-based control systems—An
extension of the methodology to robust design has been carried out in case of
systems based on ESNs and affected by noise [13, Chap.11].

iii. Regional stability conditions for RNNs—Alternative less conservative LMI con-
ditions for regional stability have been proposed for RNNs and also applied to
control design in [13, Chaps. 8 and 12].

5 Conclusions

In this Brief a novel framework for the application of VRFT to control systems
described by RNNs, while providing closed-loop δISS guarantees, has been summa-
rized. The proposed methodology, based on a novel condition for δISS of a class of
RNNs, involves only computationally lightweight unifying LMI optimization prob-
lems. Possible extensions have also been outlined.
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In Silico Modelling, Analysis,
and Control of Complex Diseases:
Addressing Clinical Questions,
Personalized Treatments, and Healthcare
Management

Matteo Italia and Fabio Dercole

Abstract Human diseases are complex and dynamic. Understanding and control-
ling diseases require interdisciplinary approaches, aided by advances in digital tech-
nology, data analysis, and computational power. Specifically, in his Ph.D. Thesis,
Matteo Italia has developed in silico models to study cancers, Restless Legs Syn-
drome (RLS), and Covid-19. The goals are to answer clinical questions, optimize
treatments, and manage healthcare. For cancers, the developed models suggest that
dynamic and personalized protocols can overcome drug resistance more effectively
than static protocols. For neuroblastoma, the MYCN gene’s role in treatment out-
comes is explored. For melanoma, promising drug combinations are identified to
overcome vemurafenib resistance. In RLS, the first mathematical model supports the
hypothesis that a single neuronal generator triggers periodic leg movements, aiding
disease understanding. For Covid-19, a new compartment model, including vaccina-
tion policies and protection waning, emphasizes the importance of global equitable
vaccine access to mitigate the pandemic. Overall, this ensemble of works highlights
the importance of a systematic computational methodology in healthcare, a sort of
engineered modus operandi that combines data analysis, systems and control, math-
ematics, optimization, simulations, and coding, among others.

1 Introduction

Human diseases are often associated with complex and dynamical characteris-
tics. Complexity is caused by a combination of multiple genetic, metabolic, envi-
ronmental, lifestyle, and still many unknown or uncertain intertwined factors.
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Dynamism refers to striking changes in the dynamics of some bodily functions.
Most diseases show the typical structural traits of complex systems, such as posi-
tive and negative feedbacks in cellular communication, high degrees of inter- and
intra-cellular connections, and interactions across different spatio-temporal scales,
from molecules and fast metabolic dynamics to the entire body and slower evo-
lutionary responses. Additionally, the related dynamical processes show the typi-
cal phenomena of complex nonlinear dynamics, such as self-sustained metabolic
and neural oscillations, emergent behaviours in cell populations, such as neuronal
synchronization and cancer evolutionary adaptation, wave propagation of infec-
tious contacts, and bifurcations, for example, the transition from a constant to a
dynamic optimal treatment. Complexity and dynamism are thus intertwined aspects
of diseases.

Understanding and controlling the evolution of a complex disease and how to
optimally treat each patient are crucial challenges that benefit the contributions of
engineering, mathematics, and systems and control theory in particular. There are
many open questions, especially in the applications of personalized medicine. The
improvement in technology, biological data collection, effective data analysis meth-
ods, and the available computational power facilitate this research mission.

This article briefly summarizes Matteo Italia’s Ph.D. Thesis in Information
Technology—Systems and Control at Politecnico diMilano,Milan, Italy, supervised
by Professor Fabio Dercole. This work fits into a multidisciplinary context, known
as in silico medicine. The general aim is to provide modelling-informed support
to healthcare. To this endeavour, Italia develops and analyzes mathematical models
designed to investigate the disease under study. The models, once calibrated and
validated on available data, are used to address clinical questions, personalize treat-
ments, and optimize healthcare management. This is achieved by applying an engi-
neered modus operandi that includes key steps: defining the research problem, data
pre-processing and analysis, model development, calibration, validation, experiment
integration, simulations, result interpretation, and analysis. This approach combines
various scientific disciplines, including engineering, systems and control, mathe-
matics, and coding. Genetic, neurological, and epidemiological diseases, specifi-
cally, cancers showing fast pharmacoresistant response, the Restless Legs Syndrome
(RLS), and the Covid-19 pandemic, are studied and briefly presented as follow.

The impact of improving cancer treatments is just immense. We aim to optimally
overcome drug resistance investigating cell-based (CB) and population-based (PB)
evolutionary models of cancer growth under chemotherapy. Section2 faces optimal
drug scheduling in a CB theoretical framework for the first time. Section3 presents
the first PB model describing neuroblastoma optimal treatments under cyclophos-
phamide and vincristine. Their principal result is that it is possible to steer the evo-
lution of cancer drug resistance, transforming it into a weakness to be exploited
by optimal personalized treatments. The complex relation between theMYCN gene
and treatment outcomes defines the MYCN enigma in neuroblastoma. Using a gene
regulatory network, Sect. 4 discusses the impact of MYCN regulation on apoptosis
through the ARF-MDM2-p53 signalling pathway. Finally, Sect. 5 presents how over-
coming vemurafenib resistance in melanoma by adopting the SynGeNet method.
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Section6 investigates if a single neuronal generator may trigger periodic leg
movements (PLMs), a key disorder of RLS-affected subjects, rather than multi-
ple asynchronous generators (the single-generator hypothesis). Designing and cal-
ibrating the first in silico model simulating PLMs, we support the single-generator
hypothesis.

Finally, Sect. 7 studies optimal vaccination strategies against Covid-19. The main
message is that stopping this pandemic requires actions to increase vaccine access,
and the needed increase is less severe by adopting global equitable access.

In conclusion, Italia employs an engineered modus operandi to tackle complex
medical problems in his Thesis. For each considered disease, new mathematical
models are designed, calibrated, and validated using real data, providing valuable
insights. Optimal personalized treatments are proposed for several types of cancer, a
specific clinical question is addressed for Restless Legs Syndrome (RLS), and vac-
cination control policies are suggested to combat the Covid-19 pandemic. Section8
resumes the key results, their impacts, and possible future developments highlighting
the clinical point of view.

2 Optimal Treatments in a Cell-Based (CB) Cancer Model
Suggests Switching Among Two Alternative Drugs

Many aggressive cancers remain incurable due to their rapid development of drug
resistance. We develop a CB model to describe cancer growth and evolution, assum-
ing genetic resistance to two specific chemotherapy drugs, to investigate opti-
mal treatments. This study extends the population-based (PB) model published by
Orlando and colleagues [1], which describes the evolution of a homogeneous popula-
tion of cancer cells according to a fitness landscape. The landscape delineates three
distinct types of trade-offs: cells are either more, less, or equally effective when
developing resistance to both drugs versus specializing in resistance to a single drug.

The CB framework allows us to account for genetic heterogeneity among cells
(modeling drug resistance with two continuous phenotypes), cancer cell spatial com-
petition (affecting cancer duplication), drug diffusion dynamics, and realistic treat-
ment protocols (with two control variables governing drug administrations).

By calibrating our model based on Orlando et al.’s assumptions, we demonstrate
that protocols alternating the two drugs minimize cancer size either by the end of
the treatment or at intermediate control stages. These findings significantly contrast
with those obtained using the PB model, underscoring the crucial role of spatial and
genetic heterogeneities in oncology. Our study represents the first effort to identify
optimal treatments within a CB framework, marking a significant step toward clinical
applications.

A preliminary version of this work was presented at the ECC22 conference [2],
and the complete version has been published in [3].
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3 Optimal Personalized Treatments in a Population-Based
Model of Neuroblastoma Under Chemotherapy

Neuroblastoma is one of the most common tumors in children, with over half of
high-risk patients not surviving despite multi-modal therapy. A significant challenge
is the one-size-fits-all approach of induction chemotherapy (rapid COJEC), which
uses fixed doses in eight two-week cycles, resulting in widely varying outcomes
likely due to differences in drug resistance heterogeneity [4].

We design and calibrate a population-based (PB) model using public data
to describe the evolution of neuroblastoma under treatment with vincristine and
cyclophosphamide, two key components of rapid COJEC, by incorporating their
pharmacokinetics. We assume that cancer cells undergo three processes: growth,
mutation, and drug-induced death. The rates of these processes depend on genotype,
phenotype, and environment. Cancer cells can have 3 levels of genetic resistance to
each drug: none,mild, and strong, resulting in 9 different clones (genotype)within the
tumor. Additionally, cancer cells can reversibly adapt (phenotype) to prolonged drug
exposure at the expense of growth. We develop an optimization algorithm (genetic
algorithm for global search combined withMatlab fmincon function for local search)
to minimize tumor size prior to surgery, based on distinct pre-treatment clonal com-
positions representing different virtual patients.

The optimal treatments leverage the varying cytotoxic properties of the 2 drugs and
the competition among different clones within the tumor, suggesting that chemother-
apy can be significantly enhanced by using personalized schedules. We propose that
amore comprehensivemulti-modal therapy approach can be improved by integrating
targeted therapies specifically directed against mutations and oncogenic pathways
enriched and activated by the chemotherapeutic agents. This would require the devel-
opment of a decision support system informed by emerging medical technologies,
such as multi-region sequencing and liquid biopsies, to estimate patient-specific
tumor heterogeneity. These results, published in [5], could serve as the groundwork
for establishing such a decision support system.

4 Addressing theMYCN Enigma in Neuroblastoma

This work investigates the role of the MYCN oncogene in determining treatment
outcomes for neuroblastoma. MYCN amplification and overexpression are critical
biomarkers associated with poor prognosis. Most patients without MYCN amplifi-
cation respond well to therapy, but some still experience unfavorable outcomes. In
these cases, tumors show low MYCN mRNA levels but high MYCN protein levels,
indicating protein stabilization [6]. This complex relationship between MYCN and
treatment outcomes defines the MYCN enigma.

We use an in silico approach to explore the impact ofMYCN regulation on apop-
tosis through the ARF-MDM2-p53 signaling pathway. By employing a nonlinear
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system of ODEs based on documented gene interactions and classical gene expres-
sion modeling [7], we conduct experiments to understand the gene regulatory net-
work dynamics. Specifically, we examine howMYCN affects the expression of p53,
a tumor suppressor gene that activates apoptosis pathways. The relative expression
of p53 and MYCN proteins serves as an indicator of treatment success.

Model parameters are sourced frompublic datasets and literature.Bymanipulating
stressors and transcription/translation rates, we identify parameter combinations that
lead to favorable or unfavorable outcomes. We analyze these combinations using the
Apriori algorithm for discretely distributed parameters and visualization tools for
randomly distributed parameters.

Our findings show that stressors significantly impact p53 expression, with DNA
damage stress being the most crucial. This stress promotes p53 mRNA binding
to MDM2, enhancing p53 translation. The production rates of MYCN and p53 are
primary determinants of outcomes, with their interrelationship essential formodeling
theMYCN enigma observed clinically.

5 Searching for Effective Drug Combinations to Overcome
Vemurafenib Resistance in BRAF-Mutant Melanoma

Melanomahas become a significant global healthcare issue primarily due to excessive
ultraviolet radiation exposure. The BRAF V600E mutation is crucial in melanoma
development, driving increased proliferation and survival. Vemurafenib, a BRAF
inhibitor, has shown promise as a first-line treatment; however, its effectiveness
diminishes over time due to the development of resistance, and no effective second-
line therapies are currently available.

This study explores effective drug combinations to address vemurafenib-resistant
melanoma (VRM), aiming for synergistic effects. We use the SynGeNet (Synergy
from Gene expression and Network mining) methods [8] to predict effective drug
combinations for VRM. SynGeNet constructs a protein-protein interaction network
using deferentially expressed genes in sensitive and VRM (RNA sequencing) and
the public BioGRID database, applying the belief propagation algorithm. We eval-
uate drug combinations based on their ability of inducing gene expression profiles
exhibiting anti-correlation to the subnetwork (LINCS L1000 database) and the cen-
trality of drug targets (DrugBank and STITCH databases) within the network. The
most promising combination identified is sorafenib and pioglitazone.

In vitro tests, including viability assessments and synergy analysis, guide the
determination of optimal drug concentrations. These tests confirm the efficacy of the
combination, which should be further validated before clinical applications.
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6 A Model-Informed Answer to the Single-Generator
Hypothesis Triggering Periodic Leg Movements (PLMs)

Here, we address a clinically-driven question about PLMs, the principal disorder
of people affected by RLS. The goal is to employ numerical simulations to assess
whether the complexprocess involving two (ormore) interacting spinal or supraspinal
structures responsible for generating PLMs can be effectivelymodeled using a single-
generator approach (single generator hypothesis). Thus, we develop the first phe-
nomenological model generating virtual or in silico PLMs.

We simplify the physiology and assumed that each leg is controlled by a single
motor neuron, representative of the central nervous system (CNS) complex pathways,
determining contractions of the leg muscles. The two neurons are modeled with
integrate-and-fire neuron models. Each neuron receives excitatory/inhibitory inputs
from the CNS physiological activity, a proportion of which equally affect both legs,
while the remaining fraction is leg-specific. We calibrate this physiological activity
using the control dataset (healthy subjects). For subjects showing significant PLMs,
we introduce a periodic excitatory input, calibrated on RLS dataset (pathological
subjects), that influence both legs representing the pathological activity.

Despite simplifying assumptions, our model-simulated data closely resemble the
real polysomnographic data, displaying minimal significant differences. This pro-
vides compelling preliminary evidence supporting the single generator hypothesis
for PLMs. Future model extensions will strive to develop a diagnostic and thera-
peutic tool that can assist healthcare specialists in making realistic forecasts and in
cross-correlating and clustering data with other patient-specific information.

A preliminary and modeling oriented version of this work has been presented at
the CIBB2021 conference [9], and the complete article published in [10].

7 Optimal Vaccination Strategy Suggests Enhancing
Global Equity and Access to Covid-19 Vaccines

Weadopt amodel-informed approach to argue thatGlobal EquitableAccess (GEA) to
Covid-19 vaccines is crucial to ending the pandemic.We develop a new epidemiolog-
ical compartmental model, calibrated with public data (OurWorld in Data database),
integrating the principal aspects of the Covid-19 pandemic: susceptible, exposed,
presymptomatic, symptomatic and asymptomatic infected, quarantined, hospitalized,
recovered, and death subjects; contact tracing; containment measures; vaccination
campaign. Two interconnected macro-nodes describe the world, high-income (HI)
and middle-to-low-income (MLI) countries, with the same epidemiological model
but a different vaccine availability.

Our findings indicate that merely redistributing the currently available vaccines
equitably is insufficient to stop the pandemic. However, a significant increase in vac-
cine production (access to vaccines) could end the pandemic within a year of vacci-
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nation and save millions of lives in MLI countries. We also explore the relationship
between vaccine access and distribution among HI and MLI countries, showing that
the required access to vaccines to stop the pandemic gets reduced the more global
equity is used.

To estimate the socio-economic impacts, we compare simulations of the cur-
rent scenario–where the virus remains potentially harmful and is likely to become
endemic–with a hypothetical but realizable scenario, where the used vaccine rollouts
are the peaks achieved during the 2021–2022 vaccination campaign. Our analysis
shows that the global savings on vaccines in the selected scenario surpass the five-
year profit of the rights holders under the current situation, justifying compensation
mechanisms for necessary licensing agreements. The encouraging news is that the
benefits of the selected scenario are still significant if implemented now.

The preliminary version of this work has been presented at the COMPENG 2022
conference [11], and the complete version published in [12].

8 Conclusion

Matteo Italia’s Ph.D. Thesis focuses on in silico medicine, an interdisciplinary field
gaining attention for its use of computational methods to advance medical under-
standing and treatment, through the lens of personalized medicine. The in silico term
represents a paradigm shift in the research and applications of medicine, bringing
significant transformative effects. The constructive results, achieved applying Italia’s
engineered modus operandi, are the core contributions of his Thesis. In the follow-
ing, the key results, their impacts, and possible future developments are resumed,
underlining both the research and clinical points of view, such as the understanding
of physiological and pathological mechanisms, the evolution of a disease, treatments
focusing on optimal and personalized strategies, and healthcare management.

Cancers are highly complex and adaptive because of high mutation rates. Indeed,
chemotherapy usually kills cancer cells effectively initially, but then cancers achieve
resistance. We investigate how to overcome drug resistance and treatment failures.

Designing, calibrating, and validating valuable predictive models, all the desired
treatment strategies can be virtually implemented, tested, and evaluated before apply-
ing the optimal treatments to real patients. Specifically, in the theoretical framework
presented in Sect. 2, we found that it is possible to exploit cancer drug resistance,
steering cancer evolution towards evolutionary traps by exploiting evolutionary dou-
ble binds. The optimal administration strategies are dynamic protocols that alternate
between two alternative drugs (bang-bang control), obtaining substantial reductions
in final tumor sizes. Moreover, Sect. 3 shows that when administering vincristine and
cyclophosphamide to neuroblastoma patients, the optimal personalized treatments
are based on general evolutionary principles that exploit the clonal compositions of
the tumor. We discover that starting the treatment with only one drug and adding
the other later, and using both drugs from the beginning but shortening the num-
ber of treatment cycles are optimal strategies for specific initial cancer compositions
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mimicking specific patients. The personalized optimal treatments highly outcompete
standard one-size-fits-all protocols.

Section4 addresses the MYCN enigma (the complex relationship between the
MYCN gene and the treatment outcomes) in neuroblastoma treatments exploiting
a calibrated gene regulatory network. Using the relative expression of p53 (tumor
suppressor gene) and MYCN (oncogene) as an indicator of treatment outcome, we
found in silico outcomes in agreement with clinical outcomes. Moreover, we pos-
tulated that therapeutic strategies aimed at augmenting p53 production, diminishing
MYCN production, and facilitating the binding of the p53 mRNA and the MDM2
protein hold great promise to be combined with standard treatments for enhancing
neuroblastoma treatment outcomes.

Analysing gene expressions and protein-protein interactions in Sect. 5, we in silico
predict pioglitazone and sorafenib as effective treatment against melanoma resistant
to vemurafenib, confirmed by preliminary in vitro tests. If the drug combination is
approved in clinical trials, there will be available an effective second-line therapy,
significantly improving melanoma treatment outcomes.

The models of Sects. 2 and 3 can be enhanced by incorporating factors like
metabolism, microenvironment, multi-drug resistance, and clinical realism. For per-
sonalized medicine, patient-specific parameters such as tumor heterogeneity, drug
absorption, and cancer cell growth can be identified, allowing to virtually deter-
mine the best personalized treatments. This requires a decision support system that
includes all approved drugs, relevant mutations, oncogenic pathways, and the clonal
composition of tumors determined through multi-region sequencing and liquid biop-
sies. This system will optimize therapy by customizing chemotherapy schedules and
integrating other treatments like surgery and immunotherapy. Similarly, the gene reg-
ulatory network of Sect. 4 can be personalized to predict patient-specific outcomes
and adjust medical interventions. Additionally, the methodology from Sect. 5 can
serve as a foundation for personalized treatment decision support systems for other
cancers at various stages. Using patient RNA sequencing data, patient-specific dis-
ease networks can predict effective personalized drugs. These predicted drugs can
then be tested in vitro with patient-derived cancer cells before being administered to
the patient.

Restless legs syndrome (RLS) is a common yet often overlooked condition
marked by periodic leg movements (PLMs) during sleep, leading to disrupted sleep.
Section6 investigates the hypothesis that a single neuronal generator causes PLMs.
The developed model, calibrated with clinical data, supports the hypothesis that a
single generator could trigger PLMs. This understanding is vital for treatment deci-
sions. The model provides a foundation for future research, potentially reducing
costs, avoiding animal testing, simulating drug effects, and enhancing knowledge of
RLS and PLMs by introducing new indicators and considering patient metadata.

Covid-19 has profoundly impacted the world, with vaccine access disparities
between high-income (HI) and middle-to-low-income (MLI) countries hindering
pandemic control. Section7 presents a model showing that Global Equitable Access
(GEA) to vaccines is crucial. The study examines vaccination strategies by dividing
theworld intoHI andMLI countries and varying vaccine availability and distribution.
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When vaccine access is limited, prioritizing HI countries helps control infections.
With moderate access, focusing on MLI countries becomes optimal. When access
is sufficient, GEA is the best strategy. Enhancing vaccine production and equitable
distribution is essential, although socio-economic disparities make perfect equity
challenging. The model shows that achieving GEA reduces the severity of required
production increases to stop the pandemic. These strategies offer significant socio-
economic benefits, informing current and future pandemic responses and aiding
policymakers in optimizing vaccination campaigns and resource management.

Competing Interests The authors have no conflicts of interest to declare that are relevant to the
content of this chapter.
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Control of Large-Scale MLD Systems
via Multi-agent Reformulation
and Decentralized Optimization

Lucrezia Manieri

Abstract Motivated by the challenges emerging in the energy sector, this brief
presents a comprehensive framework for the optimal operation of large-scale Mixed
Logical Dynamical (MLD) systems modeling engineering systems characterized
by interleaved physical, logical, and digital components and subject to operational
constraints.When the performance index is linear, the problem translates into aMixed
Integer Linear Program (MILP) that isNP-hard and becomes prohibitive as the size of
the system increases. In the case of multi-agent systems that are constraint-coupled,
decentralized schemes with provable feasibility guarantees are introduced to recover
computational tractability by reducing the global MILP to multiple smaller ones
that are iteratively solved in parallel. If the matrix modeling the MILP constraints is
sparse, a method is proposed to possibly recover a hidden constraint-coupled multi-
agent structure to which the decentralized resolution schemes can then be applied.
Finally, multi-agent constraint-coupled MILPs with uncertain local constraints are
considered and probabilistic feasibility guarantees are derived for their data-based
decentralized solution. The framework is tested on an application in the energy sector
concerning the provision of ancillary services to the power distribution grid.

1 Introduction

The global thrust for sustainable electrification, where fossil fuel-based technolo-
gies and processes are replaced by electrically-powered equivalents with electricity
produced from renewable energy sources, is driving unprecedented changes in the
energy sector, calling for the direct involvement of end-users and the aggregation
of distributed energy sources to support the grid operators [1, 2]. This results in an
increase in both scale and complexity of the involved engineering systems, that are
evolving into large agglomerates of interconnected physical and digital components.
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In this brief, we focus on those engineering systems that can be modeled as
Mixed Logical Dynamical (MLD) systems [3].MLD systems are described via linear
equality and inequality constraints involving both continuous and binary variables
and can model a wide range of systems with interleaved physical, logical, and digital
components, subject to constraints of various nature, including propositional logic
constraints. When the performance index is also linear, the optimal operation of an
MLD system translates into a Mixed-Integer Linear Program (MILP). As the size
of the MLD system increases, the combinatorial complexity of the resulting mixed-
integer optimization program grows exponentially and finding a solution becomes
challenging, if not prohibitive. The presence of uncertainty affecting the system adds
further complexity to the problem. In the quite common case when the uncertainty
is known only from data, a solution with guaranteed generalization properties from
seen to not yet seen uncertainty instances is needed.

This brief outlines the optimization framework proposed in [4] to address these
complexity challenges. The framework includes a decomposition strategy to reveal
a possibly hidden multi-agent structure of an MLD system, decentralized resolution
schemes that apply to a multi-agent structured MLD system and recover computa-
tional tractability by decomposing the corresponding MILP into smaller problems
(one per agent), and a data-based privacy-preserving approach to decentralizedmulti-
agent constraint-coupled MILP resolution with probabilistic feasibility guarantees.

Such an optimization framework is mainly motivated by emerging challenges
in the energy sector and can capture a wide range of applications such as optimal
charging scheduling of plug-in electric vehicles, economic dispatch problems, and
provision of ancillary services in smart energy systems.We refer the interested reader
to [4–6] for a detailed description of these applications and numerical simulation
examples showcasing the effectiveness of the proposed framework.

The remainder of the brief is structured as follows. Section2 shows how the opti-
mal operation of an MLD system can be formulated as an MILP and introduces a
class of multi-agent MILPs whose structure can be leveraged to recover computa-
tional tractability. Section3 outlines a strategy to disclose the hidden multi-agent
structure (if any) of a linearly constrained optimization program via manipulation
of its constraint matrix. Section4 proposes two decentralized resolution schemes for
constraint-coupled multi-agent MILPs and a further one for non-convex—but not
necessarily mixed-integer linear—optimization problems that are characterized by
a scalar complicating constraint. Section5 addresses constraint-coupled MILPs in
which the agents’ local constraints are affected by uncertainty that is only known
through a set of private data that cannot be shared with other agents. Probabilistic
feasibility guarantees are derived for a (possibly sub-optimal) solution obtained via
decentralized schemes that preserve the privacy of the local information. Section6
discusses the application of the proposed framework to balancing services provision
in smart energy systems. Finally, Sect. 7 concludes this brief.
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2 Large-Scale MLD Systems with a Hidden Multi-Agent
Structure

AMixed Logical Dynamical (MLD) system is described by the following equations

ξ(t + 1) = Ftξ(t) + Vu,t u(t) + Vσ,tσ(t) (1a)

Mσ,tσ(t) ≤ Mu,t u(t) + Mξ,tξ(t) + Mt (1b)

where the state, input, and auxiliary vectors ξ , u, and σ have both continuous and
discrete components. The inequality in (1b) should be interpreted component-wise,
and collects all linear operational constraints and the reformulation of piece-wise
affine dynamics and logical conditions by means of some suitably defined auxiliary
variables entering σ . When addressing the optimal control of an MLD system over
some finite time horizon T ⊂ N, Eq. (1) are integrated into a mathematical program
where some cost function is minimized with respect to the input sequence. If the
performance index is a linear function of the state, input and auxiliary variables, then
the resulting optimization problem is a Mixed-Integer Linear Program (MILP)

min
x

c�x (2a)

subject to: Ax ≤ b (2b)

x ∈ R
nc × Z

nd (2c)

where x is the decision vector with nc continuous and nd discrete components that
collect the input and auxiliary variables along the horizon T . Vector c in (2a) defines
the cost function, while the inequality (2b) with matrix A and vector b represents
in compact form the MLD constraints with the state expressed as a function of the
decision variables x and the initial state by unrolling the MLD dynamics over T .

All values of x satisfying the constraints (2b) and (2c) are said to be feasible
solutions of the MILP (2) and they define its mixed-integer feasibility set X = {x ∈
R

nc × Z
nd : Ax ≤ b}. A feasible x� ∈ X that minimizes the objective function, i.e.,

such that c�x� ≤ c� x, ∀x ∈ X , is an optimal solution of the MILP.
Due to the presence of discrete decision variables, MILPs have an intrinsic com-

binatorial complexity that grows exponentially with nd and can make their resolu-
tion prohibitive. Depending on the problem at hand, problem-specific heuristics and
relaxation schemes can be exploited to compute a feasible—although sub-optimal—
solution. This is the case for constraint-coupled multi-agent MILPs of the form

min
x1,...,xm

m∑

i=1

c�
i xi (3a)

subject to:
m∑

i=1

Ei xi ≤ f (3b)

xi ∈ Xi , i = 1, . . . ,m (3c)
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where xi denotes the decision vector of agent i with nc,i continuous components
and nd,i discrete ones. The local mixed-integer sets Xi , i = 1, . . . ,m, are defined
as Xi = {xi ∈ R

nci × Z
ndi : Di xi ≤ di } with matrix Di and vector di of suitable

dimensions. Inequality (3b) collects p coupling constraints.
Duality-based resolution methods have been proposed to decompose problems

with themulti-agent structure in (3) into smallerMILPs (one per agent) and distribute
the computations to recover tractability. They include the methods in [7, 8] as well as
those proposed in [4] and outlined in Sect. 4. Problems in the form (3) naturally arise
when addressing the optimal control of a system composed of multiple units, each
one modeled as anMLD system and interacting with the other units because of some
shared resources. In some cases, however, the multi-agent structure of a system may
not be evident during the modeling phase. As a result, units that could be modeled
as separate agents may be embedded in the same MLD system, ultimately leading
to a seemingly non-separable MILP. For this reason, the optimization framework
developed in this brief includes a decomposition strategy to disclose the (possibly
hidden) multi-agent structure of an MILP.

3 Decomposition Strategy

The constraint-coupled multi-agent MILP in (3) can be recast as a generic MILP in
the form of (2) by collecting all local decision variables and cost coefficients in the
vectors x� = [x�

1 · · · x�
m ] and c� = [c�

1 · · · c�
m ] and by expressing all constraints in

the compact form (2b) with

A =

⎡

⎢⎢⎢⎢⎢⎣

D1 0 · · · 0
0 D2 · · · 0
...

...
. . .

...

0 0 · · · Dm

E1 E2 · · · Em

⎤

⎥⎥⎥⎥⎥⎦
b =

⎡

⎢⎢⎢⎢⎢⎣

d1
d2
...

dm
f

⎤

⎥⎥⎥⎥⎥⎦
, (4)

where each block on the main diagonal of A defines the agents’ local variables
and constraints, while the horizontal border at the bottom represents the coupling
constraints. Such a structure is called singly-bordered block-diagonal. When the
optimization program also comprises variables that are not associated with a specific
agent and are involved both in most of the agents’ local constraints and coupling con-
straints, the constraint matrix A assumes a doubly-bordered block-diagonal structure
characterized by an additional vertical border.

If an MILP (2) has a sparse constraint matrix A, one can search for a per-
mutation of its rows and columns that brings it into a singly- or doubly-bordered
block-diagonal form, thus recovering an equivalent multi-agent formulation. In [9],
a strategy is proposed to bring the (sparse) constraint matrix A of an MILP into
a singly-bordered block-diagonal form, while minimizing the number of coupling
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constraints and evenly distributing the discrete variables among the agents, thus bal-
ancing the complexity of their local MILPs. Differently from [9], in [4] we propose
a strategy to seek both a singly-bordered and a doubly-bordered permuted version
of matrix A. The problem is recast as a graph-partitioning problem on a suitably
weighted column-vertex graph representation of A with each node coinciding with
a decision variable—and, thus, a column of the matrix—and with edges connecting
variables that are coupled by one or more constraints. The strength of the connection
between two variables is coded by the weight associated with the edge connecting
them, which is suitably chosen so as to reflect the sparsity structure of the matrix. If
the (rescaled) weights are interpreted as transition probabilities of a Markov chain
evolving on the graph, the set of nodes can be partitioned based on the similarity
of the evolution of the probability distributions obtained by initializing the Markov
chain at each node. The obtained partition can be then interpreted as a permutation
of the rows and columns of the matrix, to identify the blocks on the diagonal and the
borders. The best singly- and doubly-bordered reformulations are selected based on
a user-defined criterion accounting for specific requirements on the permuted matrix
(e.g., minimum size of the borders, maximum number of agents in the reformulation
or a combination of the two criteria).

Numerical simulations show that the proposed decomposition strategy is more
effective in disclosing singly-bordered structures than the one in [9] and is also able
to disclose doubly-bordered reformulations, provided that columns in the (hidden)
border are sufficiently dense. Further effort is needed to address the decomposition
of constraint matrices that do not admit a block-angular form but can still be reduced
to it by neglecting some constraints between decision variables of different agents.

4 Resolution Schemes for Constraint-Coupled Multi-agent
MILPs

In this section, we address the resolution of large-scale MILPs with the constraint-
coupled multi-agent structure in (3), possibly recovered via the decomposition strat-
egy in Sect. 3. The presence of the coupling constraints hampers the decomposi-
tion of the problem into separate lower-dimensional MILPs, one per agent, and
makes the resolution challenging. To recover computational tractability, the cou-
pling constraints can be lifted to the cost function and penalized through a vector λ

of non-negative weights called Lagrange multipliers. The minimum of the resulting
Lagrangian relaxation provides a lower bound on the optimal cost of the original
problem (see e.g. [10, Sect. 5.1.3]). The best lower bound is obtained by solving the
dual problem

max
λ≥0

min
{xi∈Xi }mi=1

m∑

i=1

c�i xi + λ�( m∑

i=1

Ei xi − f
)

= max
λ≥0

−λ�f +
m∑

i=1

min
xi∈Xi

(c�i + λ�Ei
)
xi , (5)
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where the inner minimization can be decoupled into m smaller MILPs of the form

xi (λ) ∈ argmin
xi∈Xi

(c�
i + λ�Ei )xi . (6)

In addition, since the dual function ϕ(λ) = −λ� f + minxi∈Xi (c
�
i + λ�Ei

)
xi is con-

cave in λ, problem (4) is convex despite the original MILP (3) being non-convex (see
e.g. [10, Sect. 5.1.2]), and an optimal λ� can be efficiently computed via a decentral-
ized implementation of the well-established sub-gradient algorithm. Unfortunately,
the recovered primal solution x(λ�) = [x1(λ�)� · · · xm(λ�)�]� , with xi (λ�) given
in (6) with λ = λ�, i = 1, . . . ,m, may not satisfy the dualized coupling constraints
since they are not directly enforced in (6). To overcome such an issue, recentworks [7,
8] propose a strategy that guarantees feasibility of the primal solution with respect
to the coupling constraint by introducing a fictitious tightening, as explained next.

Denote with ρ a tightening vector such that ρ ≥ 0, and replace the coupling
constraint (3b) with its tightened counterpart

∑m
i=1 Ei xi ≤ f − ρ. In addition, let

λ�
ρ be the optimal solution of the dual of the tightened version of (3) for a generic

ρ and denote with x(λ�
ρ) the primal solution composed by the sub-vectors xi (λ�

ρ)

defined in (6) with λ = λ�
ρ . If ρ is chosen so as to exceed the constraint violation of

the recovered primal solution, i.e., ρ ≥ ∑m
i=1 Ei xi (λ�

ρ) − f , then, x(λ�
ρ) is feasible

for the original coupling constraint. Such a condition, however, does not provide an
explicit expression for the tightening as it entails solving an optimization problem
parametrized in ρ.

In [7], a worst-case ρ̃ is computed based on all admissible solutions of (3). The
obtained solution x(λ�

ρ̃
) is granted to satisfy the coupling constraints but typically

has a poor performance since its cost degradation grows with the infinity norm of
the tightening |ρ̃|∞. For this reason, in [8], conservativeness is reduced by selecting
the tightening in an adaptive fashion, ensuring the aforementioned condition on ρ

is eventually met for a value of ρ that is non-worse than ρ̃ and that, thus, yields a
solution attaining a smaller cost. The update is integrated into a decentralized scheme
in which the agents repeatedly compute candidate primal solutions and share their
impact on the coupling constraints with a central unit, which, in turn, updates the
tightening vector ρ at each iteration based on the explored primal solutions.

In [4], we introduce two novel decentralized schemes that further reduce con-
servativeness by changing the update strategy of the tightening ρ. The first one,
originally presented in [5], progressively increases the tightening based on the vio-
lation of the coupling constraint attained by the tentative primal solution x(λ�

ρ) com-
puted throughout the iterations. The second, introduced in [11], allows the tightening
to both increase and decrease, depending on the mismatch between x(λ�

ρ) and the
solution of a relaxed version of the original problem associated with the current tight-
ening. We refer the reader to [4, 5, 11] for a detailed description of the algorithms
and the demonstration of their superiority compared with state-of-the-art resolution
schemes [7, 8].

For the first algorithm, we prove convergence to a feasible primal solution in a
finite number of iterations and derive a bound on the expected performance degrada-
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tion, [4, Sect. 4.5.1]. Characterizing the properties of the second algorithm is more
challenging due to the non-monotonic nature of the tightening update. Convergence
in a finite number of iterations to a feasible primal solution is proven only for the
case of a single coupling constraint by exploiting the fact that the procedure boils
down to the well-established sub-gradient algorithm, [4, Sect. 4.5.2].

We then focus on non-convex programs characterized by one complicating con-
straint, i.e., a constraint such that its penalization in the cost would make the problem
easier to solve. This includes but is not limited to multi-agent MILPs with a scalar
coupling constraint, which hampers the decomposition of the problem and makes
its resolution challenging. In [4], we propose a resolution strategy that resorts to
duality theory by lifting the complicating constraint to the cost function and using
a single Lagrange multiplier. Starting from the observation that solving the dual
problem amounts to finding the zeros of the sub-differential of the dual function,
the algorithm leverages the monotonicity of the sub-differential to solve the dual
problem via bisection while generating a sequence of feasible primal solutions with
non-degrading performance, in terms of cost. The resulting Dual Bisection (DualBi)
algorithm is shown to provide a feasible primal solution in finite time, with a per-
formance that progressively improves throughout iterations. When it is applied to
multi-agent MILPs with a single coupling constraint, DualBi admits a decentralized
implementation where agents update a portion of the candidate primal solution at
each iteration, whereas a central unit performs the bisection.

Numerical simulations on economic dispatch problems with quadratic cost func-
tion and disjunctive constraints show the efficacy of the algorithm, which systemat-
ically computes feasible primal solutions with a close-to-zero optimality gap [6].

5 Dealing with Uncertainty

Finally, we consider multi-agent constraint-coupled MILPs where the agents’ local
constraints are affected by uncertainty, which is known to the agents through private
data that cannot be shared with others. A data-based optimization problem where
constraints are imposed by each agent on its own dataset is introduced, and the
generalization properties of its solution are studied.

The scenario approach [12] provides an a-priori bound on the number of data
needed to guarantee that a data-based optimal solution satisfies the constraints with
a certain (high) probability. However, it requires the problem to be convex. As for
the MILP case, a-priori bounds exist, but they either hold only for optimal solutions
of the data-based optimization program [13] or for a feasible solution computed by
the agents while sharing their datasets [14].

By exploiting tools from statistical learning theory, we derive probabilistic fea-
sibility guarantees for a feasible solution of the data-based optimization problem.
The obtained bound on the number of data is shown to depend on the complexity
of the uncertain constraint set. Differently from [13], the provided guarantees also
hold for sub-optimal solutions obtained via the decentralized schemes presented in
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Sect. 4 that preserve the privacy of the local information of the agents. We refer the
reader to [15] for more details.

6 Application to Smart Energy Systems

The proposed framework can be applied to the problem of balancing services provi-
sion in smart energy systems described in [1]. We consider a pool of m prosumers
coordinated by an Energy Service Provider (ESP) so as to provide a certain overall
power deviation from a pre-agreed baseline upon request by the Transmission Sys-
temOperator (TSO). The ESPmust coordinate all prosumers so as to timely meet the
request within a certain tolerance, while minimizing operating costs. The pool can
be modeled as a multi-agent MLD system and the coordination problem formulated
as an MILP in the form of (2). As shown in [4], due to some modeling choices pre-
scribed by theMLD formalism, the resulting constraint matrix A is sparse, yet it does
not exhibit a singly-bordered block-diagonal structure. The decomposition strategy
outlined in Sect. 3 proves effective in disclosing the hidden constraint-coupled multi-
agent structure of the problem, with a number of blocks that exceeds the numberm of
prosumers. The resulting (structured)MILP is efficiently solved by the decentralized
schemes in Sect. 4 yielding close-to-optimal solutions even for instances with more
thanm = 200 prosumers, as shown in Fig. 1 taken from [4]. In contrast, state-of-the-
art competitors [7, 8] prove overly conservative for this specific problem and cannot
provide a feasible solution even for m = 50.

Fig. 1 Relative optimality gap (%) obtained by the decentralized algorithms with constraint tight-
ening in Sect. 4 as a function of the size m of the pool
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7 Conclusions

In this brief, we propose a computational framework to address the optimal opera-
tion of large-scale Mixed Logical Dynamical (MLD) systems with a control cost that
is linear, thus resulting in a Mixed Integer Linear Program (MILP). The framework
comprises decentralized resolution schemes forMILPswith amulti-agent constraint-
coupled structure, including a duality-based bisection scheme that applies to more
general non-convex optimization problems but with only one complicating con-
straint; a decomposition strategy to possibly reduce to such a structure a large size
MILP; and a probabilistic certificate of feasibility for the data-based decentralized
solution to amulti-agent constraint-coupledMILPwhen local constraints are affected
by uncertainty. Further work is needed to extend the duality-based bisection scheme
to the case of multiple constraints and improve the bounds for the probabilistic cer-
tificates.
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Forensic Analysis of Satellite Imagery:
Challenges and Solutions

Edoardo Daniele Cannas

Abstract Satellite images are now awidespread asset that is easily obtainable on the
Web.Many portals offer these images for free, and their role in sensitive applications,
such as natural disaster response, intelligence, and military, is becoming paramount.
For these reasons, satellite images can be a target for malicious manipulations. Mul-
timedia Forensics (MMF) is the discipline concerned with assessing the authenticity
of multimedia data. Satellite images pose new challenges toMMF due to (i) being an
inherently multimodal data asset, with some of its modalities, like Synthetic Aper-
ture Radar (SAR) signals, which the community has never investigated; (ii) having a
complex processing pipeline where forensic traces are challenging to model. In this
chapter, we tackle the forensic analysis of satellite images, namely panchromatic
and SAR imagery, and propose using Convolutional Neural Networks (CNNs) to
extract forensic information. In particular, we will consider the problems of source
attribution and image splicing localization. In both situations, CNNs prove effec-
tive and more performant than techniques developed for standard digital pictures,
substantiating the need for forensic tools tailored to remote sensing data.

1 Introduction

Internet-based communications have expanded to unprecedented dimensions in
recent years, and nowadays, the Web offers modalities of data beyond text, images,
and videos. For example, satellite imagery, freely accessible through portals like the
Copernicus Open Access Hub [10] and the U.S. Geological Survey Landsat [15],
has become increasingly widespread. Such images have incredible value for various
applications, ranging fromEarth surfacemonitoring [12] to intelligence applications,
e.g., investigating the ongoing fighting in war zones [9].

However, this accessibility allows malicious actors to manipulate data, and
unusual datamodalities, like satellite images, are also possible targets. Indeed, public
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opinion has already documented cases of altered satellite imagery [3]. Consequently,
the field of Multimedia Forensics (MMF) has gained critical importance. MMF
focuses on automatically assessing the integrity of multimedia objects, including
images, audio clips, and videos. Researchers can reconstruct an object’s lifecycle
and expose manipulations by identifying traces, called Forensic Footprints (FFs),
left by editing operations. However, data-driven techniques, particularly Neural Net-
works (NNs) and Convolutional Neural Networks (CNNs), now lead the way in
forensic tasks, outperforming traditional signal processing methods [20].

Despite their resemblance with digital pictures, satellite images represent signals
with a very different lifecycle. They are inherently a multimodal data asset due to
the presence of various families of sensors onboard satellites. Moreover, creating
a satellite image involves a series of complex signal-processing operations. Data
modalities describing different information than standard natural photographs and
more complicated processing pipelines imply that many forensic traces exploited in
literature might be absent or not be performant enough to determine the authenticity
of satellite images [1]. In this context, data-driven tools can be a valuable aid since
they can automatically extract the features needed from corpora of data.

This chapter will show that CNNs are practical tools for extracting forensic fea-
tures from satellite images. In particular, we will use CNNs to obtain some basic
information about the input data, i.e., information about its source. We will show
that we can extract such information at different granularities, from the satellite that
generated it, to the product category to which a specific image belongs. We will
then use it to determine the integrity of the object at hand, i.e., to localize splic-
ing attacks, studying two different satellite imagery modalities: panchromatic and
Synthetic Aperture Radar (SAR). Our techniques prove more reliable and perfor-
mant than methods developed to analyze standard digital pictures. Moreover, to our
knowledge, our work is the first documented in the literature on the forensic analysis
of SAR images.

The material from this chapter summarizes part of the Ph.D. research presented
in my thesis [4] and the following scientific papers [5, 7, 8]. We organize the rest
of the chapter as follows. Section2 provides a brief background on the different
modalities of satellite imagery. Section3 explains the basis of our forensic analyses,
i.e., using CNNs to extract source attribution information from satellite images.
Section3.1 shows how we can use CNNs to attribute a panchromatic image to a
specific satellite, while Sect. 3.2 illustrates a pipeline for extracting source-attribution
features to localize splicing attacks. Section3.3 analyzes the problem of splicing
localization in SAR images. Finally, Sect. 4 concludes the chapter.

2 The Sophisticated World of Satellite Imagery

Remote sensing encompasses a variety of methods used to measure electromag-
netic radiation as it interacts with the Earth’s atmosphere and surface. There are
two primary types of sensors used on satellites to collect remote sensing data: (i)
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active sensors, which have their own energy source to illuminate the object they are
observing, and (ii) passive sensors, which depend on external sources like sunlight.
Figure1 provides a graphical explanation.

Electro-Optical (EO) imagery refers to satellite photos taken by passive sensors
that detect sunlight reflected off the Earth’s surface [1]. Passive sensors can cap-
ture wavelengths in the visible spectrum from Blue light, with a wavelength around
0,4 µm, up to Long-Wave Infrared wavelengths, i.e., 20 µm. These wavelengths
are captured collectively or by using high-quality filters to separate them into differ-
ent channels or bands. Practitioners consider imagery representing separate spectral
content as distinct modalities. From this perspective, panchromatic is a modality
of EO imagery capturing all the light in the visible spectrum, i.e., it is provided in
a monochromatic format with no spectral information but high spatial resolution.
RGB data collects information in the Red, Green, and Blue bands instead and is a
valuable asset, together with other bands outside the visible spectrum, for land-cover
discrimination [1]. Figure2 provides some examples.

SAR imagery is an example of data generated through active sensors. A SAR
system is a kind of radar that is installed on a moving platform, such as a satellite
or aircraft. As it moves, the system emits high-power electromagnetic waves from
its antenna. These waves interact with objects on the Earth’s surface and return to
the antenna with changes in amplitude and phase based on their properties, such
as permittivity, geometry, and roughness [16]. The antenna gathers these reflected
echoes, which are then processed to generate a SAR image. This image is a complex
2D matrix, typically displayed by examining the intensity values that approximate
the reflectivity of the ground points. SAR imagery has gained popularity for various
applications due to its ability to deliver high-resolution images irrespective of cloud
cover,weather conditions, or daylight [16]. Please refer again to Fig. 2 for an example.

Both EO and SAR signals are not directly interpretable as they are but require
complex processing chains to provide users with manageable data [16, 18]. Accord-
ing to the amount of processing executed on them, producers divide satellite images
into products [16]. Each producer delivers products using proprietary algorithms and
data formats [19]. This tendency starkly contrasts the generation of standard digital
pictures, processed with simpler operations like demosaicing and color correction
and usually available in industry-standardized formats. Moreover, it makes the world
of satellite imagery varicolored, both in terms of data types and modalities, but also
of FFs.

Fig. 1 Comparison between
passive sensing (i.e., the Sun
is the energy source of the
reflected electromagnetic
radiation) and active sensing
(i.e., the satellite possesses a
energy source)

(a) Passive sensing. (b) Active sensing.
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(a) RGB sample. (b) Panchromatic sample. (c) Amplitude SAR sample.

Fig. 2 Different modalities of satellite data from the same scene downloaded from the Copernicus
Open Access Hub [10]. RGB and panchromatic are from the Landsat8 [19] mission. SAR is from
Sentinel-1 [11]. We can already see some differences between the modalities, e.g., absence of
spectral information in panchromatic, less spatial definition in RGB, speckle noise on radar signals,
etc.

3 CNNs as Satellite Forensic Feature Extractors

CNNs have long been used in the forensic literature [20]. Their major appeal is that
they ease the burden on practitioners to develop specific techniques for extracting
forensic traces, i.e., CNNs learn the features needed for the task directly from data.
Such property is particularly desirable given the complexity of satellite imagery gen-
eration pipelines. Therefore, in the following, we will show how CNNs are practical
tools for extracting forensic information from satellite images. We will mainly focus
on extracting image source attribution features. Image source attribution involves
identifying the acquisition device used to capture the image under analysis. The lit-
erature has examined the problem at various levels for standard digital pictures [14],
i.e., identifying the type of device used (e.g., camera vs. scanner), the specific brand or
model (e.g., Sony vs. Canon), or the specific instance of the device (e.g., this iPhone
X vs. that iPhone X). We can construct the same analogies for satellite images. We
will first analyze how to attribute a panchromatic image to a specific sensor, i.e., a
satellite, how we can use these features to highlight local manipulations, and finally
howwe can extract features specific to a particular amplitude SARproduct to localize
splicing attacks.

3.1 Panchromatic Imagery Open-Set Sensor Attribution

Our first study focuses on panchromatic imagery, addressing the issue of sensor attri-
bution [5]. More specifically, we rely on CNNs to assign an image to the satellite
that captured it. We consider two scenarios: closed-set attribution (where the sample
originates from a known set of satellites) and open-set attribution (where if the image
comes from an unknown satellite, the detector should be able to classify it as such). In
the case of open-set attribution, we use ensemble techniques to gauge the confidence
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of our CNNs in performing the analysis. Specifically, we employ two model uncer-
tainty estimation techniques: Deep Ensembles [2] and Monte Carlo Dropout [21].
Both strategies obtain multiple predictions for each image under analysis from an
ensemble of CNNs. They then assess the consistency of the predictions as a mea-
sure of the ensemble’s uncertainty. Intuitively, if all predictions concur (i.e., they all
indicate the same satellite class), we trust the classification output (i.e., the image
belongs to the satellite indicated by all networks). On the other hand, if the classifica-
tion results are inconsistent, we conclude that none of the satellites has captured the
image, and we attribute it to the unknown class (i.e., a satellite not in the training set).
Figure3 provides a graphical representation of the process. We tested this algorithm
on a dataset of panchromatic images downloaded from various satellites. Our results
highlight how this task is sensibly more complex than the corresponding device attri-
bution for natural pictures, probably due to the more elaborated pipelines behind the
generation of satellite images. Still, our technique obtains promising results and give
us a robust descriptor for further analysis of the integrity of panchromatic samples,
as we will show in the next Section.

3.2 Panchromatic Imagery Copy-Paste Localization

With “copy-paste”, the forensic community refers to combining two pictures from
different devices to create a “tampered” photo. Photoshopped images [17] are an
example of such attacks, even though researchers might also refer to them as “splic-
ing”, i.e., attacks aimed at altering the content of a specific pixel region through data
from the same or different samples and suitable editing functions.

Figure4 provides a graphical representation of the splicing process. A region S
from a source image S is selected and pasted on a region T of a target image T.
Some editing, such as resizing and rotation, might be applied to make the forgery
more realistic. The final result is a tampered sample T̂, with a splicing mask M

Fig. 3 Visual representation of the proposed pipeline. Each CNN in the ensemble outputs an
M−element vector that represents the likelihood for each satellite generating the input sample.
Uncertainty is assessed based on the consistency of the scores. In Fig. 3a, all networks indicate
satellite number 1, and the sample is thus classified. In Fig. 3b, the networks do not concur on the
satellite that produced the image. As a result, the sample is rejected and allocated to the unknown
class
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Fig. 4 Representation of the process behind a splicing attack

indicating the spliced pixels, i.e., where the image is compromised. In case T and S
come from different sources, e.g., different camera models, satellites, etc., the attack
is also referred to as copy-paste. The main goal of splicing localization is to localize
which pixels of a tampered image T̂ are manipulated. Such a goal corresponds to
estimating a tampering mask M̂ whose values are as close as possible toM from the
sole analysis of T̂.

Building on the insights from Sect. 3.1, we developed a pipeline to identify copy-
paste attacks in panchromatic images [8]. We train a group of CNNs, where each ele-
ment extracts satellite-attribution features in a patch-wise fashion. We then combine
this information to create a heatmap that pinpoints copy-paste attacks as spatial incon-
sistencies in the sensor-related data. Figure5 provides a graphical representation of
the full pipeline. We evaluated this approach against a dataset of panchromatic satel-
lite copy-paste attacks. The results demonstrate that the proposed method surpasses
more advanced image forensic tools designed for conventional photographs. More-
over, even though we do not train the CNNs with data-augmentation, our pipeline
proves robust to various operations applied on the target region, e.g., blurring, con-
trast, resizing, etc. We believe such property derives from the complex generation
pipeline of satellite data and that CNNs acquire it while extracting sensor-related
features.

Fig. 5 Proposed panchromatic copy-paste localization pipeline. © IEEE 2022 [8]
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3.3 CNN-Based Amplitude SAR Imagery Splicing
Localization

As highlighted in Sect. 2, there are numerous differences between natural pho-
tographs and SAR products, the primary one being that SAR images are complex
signals, meaning they convey both magnitude and phase information. However, it
is also true that amplitude products, i.e., SAR images where only the magnitude is
preserved, are widely used for various applications [16]. For an end-user who is not
familiar with overhead imagery, amplitude SAR products can be viewed as natural
photographs. Provided they have a single polarization, these products present ampli-
tude information as a matrix of real numbers. As a result, any standard image editing
tool can manipulate them to create spliced amplitude SAR images [7].

In [7], therefore, we tackle the problem of amplitude SAR imagery splicing local-
ization. Our goal is to pinpoint which pixels are manipulated in an image tampered
with a splicing attack, i.e., the insertion of a portion from a different source amplitude
SAR image into a target SAR image. We also presume that image processing opera-
tions, such as blurring, resizing, noise addition, and others, might have modified the
target region to make the attack more convincing and appealing.

We propose a CNN solution that extracts a fingerprint highlighting manipulation
traces in the sample under analysis. The fingerprint exploits the concept of high-
frequency residual, i.e., it is a heatmap generated by high-pass filtering the image
under analysis through a De-noiser Convolutional Neural Network (DnCNN) [22].
The motivations behind this choice are twofold: (i) forensic traces become more
noticeable when examining the high-frequency content of the picture; (ii) the ampli-
tude SAR products we investigate undergo various operations from their capture to
their final production [11, 16], such as resampling, de-ramping, ground-range pro-
jection, etc. As a result, we can infer that different products bear different processing
traces. Given the nature of SAR signals and the non-linear operations employed,
even amplitude SAR products from the same satellite may exhibit different traces
relative to the processing performed to create them.

Consequently, we train the DnCNN to extract fingerprints that are as similar
as possible only if the images in the training set originate from the same initial
products. Whenever an attacker alters an image, editing traces corresponding to
different acquisition or processing histories become visible in the fingerprint. We
can further process the fingerprint to create a binary tampering mask highlighting
the pixel region under attack. Figure6 illustrates the complete pipeline. This work is
the first contribution towards the forensic analysis of SAR imagery and outperforms
state-of-the-art tools developed for conventional digital photographs on a dataset of
spliced amplitude SAR images with different editing applied to the target region.
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Fig. 6 Proposed amplitude SAR imagery splicing localization pipeline. We can already spot the
tampered region T highlighted in the fingerprint due to the presence of different processing traces.
Different methods after generate a mask estimate M̂

4 Conclusions

This chapter discussed the challenges faced by MMF practitioners when analyzing
satellite imagery. The multimodal nature of this data asset, together with a complex
generation pipeline, makes the FFs developed for standard digital pictures unsuitable
for assessing its authenticity. However, CNNs are viable solutions to extract forensic
information from different satellite imagery modalities. We showed how CNNs can
extract features relative to the source of a specific sample, either the satellite gen-
erating it or a specific product the image has been derived from. We then applied
such information to verify the integrity of panchromatic images, i.e., verifying if the
input probe came from a set of known satellites and has been spliced, and ampli-
tude SAR images, i.e., localizing splicing attacks. These works constitute the first
in the literature regarding the analysis of such imagery. While presenting different
processing pipelines, the evolution of the generation processes of multimedia objects
forces MMF to maintain an open approach and seek similarities between distant data
modalities. This is the case, for instance, of the traces left by super-resolution meth-
ods in satellite images and synthetic image generation techniques [6]. Therefore,
future studies will be devoted to deepening the forensic knowledge of the genera-
tion pipelines of satellite imageswhile contemporarily developing a fullymultimodal
approach following the recent trends in foundational models for remote sensing [13].
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Abstract This chapter summarizes some of the main results I obtained during my
Ph.D. studies at Politecnico di Milano, under the supervision of Professor Augusto
Sarti and Professor Alberto Bernardini. Audio systems have become, nowadays,
pervasive in many different market sectors, such as that of consumer electronics
and biomedical devices. To accurately represent, digitally replicate, and process the
signals of such complex systems, it is crucial to develop multiphysics models that
capture their nonlinear behaviors. In this chapter, I introduce novelmultiphysicsmod-
els of audio systems together with innovative digital signal processing techniques
with the ultimate goal of improving their acoustic response. By leveraging the effi-
ciency and accuracy of Wave Digital Filters, I propose novel modeling methods to
incorporate the various physical domains involved in audio systems. I introduce iter-
ative methods for streamlined emulation and parallel implementation, addressing, at
the same time, complex nonlinearities such as magnetic saturation and hysteresis.
I present new linearization and virtualization algorithms to manipulate the audio
device behavior leveraging on the newly introduced multiphysics models. Finally, I
combine psychoacoustic methodologies with deep-learning models to tackle oper-
ating conditions affected by very strict physical constraints. With this investigation,
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1 Introduction

The performance of audio systems, such as audio transducers and sensors, strictly
depends on the nonlinearities affecting the involved physical domains, as well as on
how those domains interact. For example, the weight of producing a desirable tone in
audio amplifiers (e.g., vacuum tube guitar amplifiers) falls heavily on its transformers,
whose magnetic characteristics typically exhibit hysteresis and saturation, but also
on the nonlinear interaction between electrical and mechanical domains that often
results in unpleasant distortions. The dynamics of multiphysics systems becomes
even more complex when the size of the device is minimized. It is the case of small-
size audio transducers, such as piezoelectric or MEMS (Micro-ElectroMechanical
Systems) loudspeakers, in which companies, over the past few years, have been
heavily investing. For instance, the number of consumer electronics devices inte-
grating piezoelectric transducers as flat-panel loudspeakers has experienced a steep
increase. In fact, being very thin, piezoelectric transducers cope with theminiaturiza-
tion process that characterizes the market. However, at the same time, their reduced
dimensions cause the sound pressure level to be poor at low frequency, impairing
the overall acoustic response. In order to derive signal processing algorithms able
to virtualize, compensate, or linearize the transducer behavior, multiphysics models
must be derived. Moreover, such models should be as accurate as possible and, at
the same time, characterized by a low computational cost, such that they can be used
for real-time applications.

This chapter focuses thus on the multiphysics modeling of audio systems tar-
geting mostly consumer electronics and Virtual Analog (VA) applications (i.e., the
realization of digital counterparts of analog audio gear). I address such a task making
use of Wave Digital Filters (WDFs), which are making headway among audio signal
processing techniques thanks to their efficiency, stability, and accuracy. In the fol-
lowing, I provide some introductory arguments on the motivation behind the choice
of WDFs for addressing physical modeling.

1.1 Overview on Circuit Simulation Methods

The physical modeling of audio systems can be addressed following both dis-
tributed [6] and lumped approaches [3]. The former rely on sets of Partial Differential
Equations (PDEs) for deriving highly accurate models; the latter, instead, rely on sets
of Ordinary Differential Equations (ODEs). Common methods for solving PDEs are
the Finite-Difference TimeDomain (FDTD)method [22], the Finite ElementMethod
(FEM) [2], Digital Waveguide Modeling (DWG) [21], and Modal Synthesis [19]. In
this chapter, however, I am interested in exploring the use of Lumped-Element Mod-
els (LEMs) since these, although being generally less accurate, allow us to obtain
simpler representations. It follows that starting from LEMs, it is usually possible
to obtain more efficient digital realizations of the reference physical systems with
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respect to implementations of distributed models. As a primary objective, in fact,
I strive to derive lightweight physical models of audio systems able to be run on-
the-fly with the highest accuracy possible, in such a way that they can be eventually
integrated into online digital signal processing algorithms. Among others, I take into
account those audio systems that have as input or output variables electrical signals.
It has been demonstrated that LEMs do suit the task of modeling such audio systems,
providing highly powerful representations in low-frequency scenarios, and enabling
an almost straightforward coupling with analog systems. It is the case, for example,
of the well-established Thiele-Small model [3] which, for its range of validity, has
shown remarkable accuracy and descriptive properties [3, 4].

LEMs are typically described making use of equivalent electrical networks. Over
the years, differentmethods have been proposed for the numerical solution of circuits.
Among the most popular methods, we can mentionModified Nodal Analysis (MNA),
State-Space Method, Port-Hamiltonian Method, and Wave Digital Filters (WDFs).
In the following section, I provide the motivations that led me to prefer WDFs over
other LEM techniques.

1.2 Brief Overview on WDFs

WDFs were introduced by A. Fettweis in the 70s for realizing digital filters able to
mimic the behavior of reference analog circuits while retaining their characteristic
features, such as passivity and losslessness [7]. This particular class of digital filters
involves a change of variables, passing from port voltages and currents (Kirchhoff
variables1) to incident and reflected waves (wave variables) with the introduction of a
free parameter per port called port resistance. Then, elements and topological inter-
connections are described in a separate fashion by means of input-output scattering
relations. It follows that the discretization of the element time derivatives happens
block-wise, leading to several advantages [7]. Moreover, thanks to the change of
variables and a proper setting of port resistances, dynamic elements discretized by
means of stable discretization methods are realized as explicit Wave Digital (WD)
blocks. Interconnections among elements are, instead, modeled as N -port junctions
described by N × N scattering matrices, and are typically called junctions. At the
time of their introduction, WDFs were only able to digitally realize linear filters
characterized by simple topologies (series and parallel junctions) in a fully explicit
fashion, i.e., without the need of any iterative solver. In fact, it is possible to resolve
Delay-Free Loops (DFLs), which are present whenever implicit instantaneous rela-
tions among incident and reflected waves are formed, by properly setting port resis-
tances. In the theory of WDFs, when WD structures present no DFLs are said to be
computable and elements or port of junctions that do not present DFLs are said to be
adapted.With the passing of time, research interest has also been geared toward solu-

1 In WDF theory, we call Kirchhoff domain the domain of voltages and currents, which, in turn, are
referred to as Kirchhoff variables.
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tions of other kinds of circuits rather than just linear passive networks. In particular,
it has been demonstrated that Binary Connection Trees (BCTs) can be exploited for
the solution of circuits containing a single one-port nonlinearity without the need for
iterative solvers, a property that cannot be found in approaches based on Kirchhoff
variables, e.g., MNA.

Recently, many other theoretical advancements have been carried out with the
aim of extending the class of circuits realizable by means of WDFs. For example,
different WD models of nonlinear elements have been proposed, such as diodes
and vacuum tubes; moreover, methods for the implementation of arbitrary lossless
topological junctions that make use of graph representations of electrical circuits,
have also been proposed. Finally, efficient iterative methods have been introduced
for the solution of circuits containing multiple one-port nonlinearities [1, 5, 20].

The research described in this chapter summarizes the results obtained in my
Ph.D. thesis [8] and the scientific publications [9–18]. The remainder of the chapter
is divided into three parts: Part I entitled Circuital Modeling gives insights into the
multiphysics modeling of audio systems in theWave Digital domain; Part II entitled
Simulation deals with new methods that can be exploited for the efficient simulation
of WD models with multiple nonlinearities; Part III entitled Processing explains
how the proposed models and methods can be useful for processing the signals of
audio systems with the aim of improving their acoustic response.

2 Part I: Circuital Modeling

In this section, I summarize my findings on multiphysics models of audio systems,
namely piezoelectric transducers, audio transformers, and guitar pickups.

2.1 Modeling Small-Size Loudspeakers

In [15], I take into account the modeling of small-size loudspeakers, in particular of
piezoelectric (PE) loudspeakers. In fact, the consumer electronics market is geared
toward compact andultra-thin devices, andPE transducers, thanks to their thin profile,
well suit such amarket trend. I derive, for the first time, models of piezoelectric audio
transducers in the WD domain such that they can be integrated into digital signal
processing algorithms for improving their acoustic response. In order to accomplish
such a goal, all the presented models are explicit and can be run in real-time; this is
achieved by building on the characteristics of WDFs, e.g., modularity. In particular,
I present several lumped models obtained considering thickness-mode and quasi-
static regime hypotheses. Thereafter, I address the case of distributed models (known
under the name of Mason’s models), which are able to describe the behavior of the
transducer outside of the quasi-static regime. I first propose a linearized version of
Mason’s model that can be implemented according to the traditional WDF theory.
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Then, I show, in the case in which the linearization hypothesis does not hold true,
how it is possible to realize in the WD domain the frequency-dependent elements
characterizing Mason’s model, contrary to what can be done in standard circuit
simulation software.

2.2 Modeling Electromagnetic Systems

As other audio devices, I address the modeling of different electromagnetic systems
used in audio applications [10, 11, 14, 18]. I started by analyzing the interesting case
of audio transformers. An accurate and efficient modeling of such devices, in fact, is
desirable, since the sound of audio loudspeakers and amplifiers is mostly due to the
nonlinearities affecting their magnetic core. The models of audio transformers are
derived in the WD domain through a multiphysics approach. In particular, I address
the modeling of electric and magnetic domains in a separate fashion enabling a fine
control on the nonlinearities and geometry of the magnetic core. In order to couple
the electric subcircuits to magnetic subcircuits, I present a nonreciprocal junction
with memory, which I called “Magnetic/Electric Junction,” and provide different
WD realizations according to the method chosen to discretize the time derivatives.
Moreover, I consider two types of nonlinearities: core saturation and core hysteresis.
I propose to model the first in an explicit fashion employing Canonical Piecewise-
Linear functions (CPWL) tuned on magnetization curves of datasheets. Notably, a
CPWL function is a 1st order interpolator able to outline a curve in a global fashion
starting from a certain number of points on its characteristics. Hysteresis requires,
instead, a greater modeling capability since it is a highly-complex nonlinear phe-
nomenon with memory. I propose to exploit the generalization capabilities of recent
deep learning methods, such as Recurrent Neural Networks (RNNs). In particular, I
train a Preisach RNN on hysteresis measurements directly in the WD domain. This
constitutes the first attempt ofmergingWDFswithRNNs formodeling nonlinearities
with memory. Finally, under certain assumptions, I show how it is possible to confine
the hysteretic nonlinearity—and thus the neural network—into one single nonlinear
element and exploit WDFs to emulate the resulting multiphysics structure in a fully
explicit fashion. I then present a new nonlinear model of guitar pickup systems. The
model is able to exploit measurements of the integral of the voltage over time, taken
at the terminal of a magnetic pickup, and encompass it into a nonlinear element,
which can be then employed for simulation. The overall model also comprises tone
and volume controls present along the typical analog processing chain of electric
guitars, as well as the high input impedance downstream. The nonlinearity is mod-
eled by means of a smoothed version of CPWL functions, which allows us to obtain
an accurate representation.
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3 Part II: Simulation

In this section, I first outline a WD iterative method able to solve multiphysics
models in a modular fashion, and then I introduce strategies for further enhancing
its efficiency in terms of Real-Time Ratio (RTR).

3.1 Wave Digital Methods for Multiphysics Simulation

In [10, 11], I propose a generalized version of the Scattering IterativeMethod,which I
called Hierarchical Scattering Iterative Method (HSIM), able to solveWD structures
composed of an arbitrary number of nonlinear elements and junctions, enhancing the
modularity of the representation. Such a method comes in handy for the simulation
of multiphysics circuits since it is desirable to maintain a separate description of
the different physical domains. I apply such a method for the emulation of audio
transformers, whose magnetic core nonlinearity cannot be modeled by means of one
single nonlinear element. I then propose to exploit parallel computing for enhancing
the performance of HSIM [17]. In fact, such an iterative scheme is characterized
by a higher number of embarrassingly parallelizable operations, i.e., operations
completely independent one of the others, being thus able to be addressed by different
workers. I analyze the computational flow of the method and I show that it can be
parallelized following three main different strategies. By applying simple concepts
borrowed from parallel computing theory, I prove that it is possible to increase the
performance of the algorithm in terms of Real-Time Ratio (RTR); this constitutes a
first in-depth analysis of parallel computing techniques applied in the WD domain.
The presented methods can be exploited for the emulation of multiphysics circuits
and can be integrated into the signal processing algorithms summarized in Sect. 4.

4 Part III: Processing

In this section, I introduce algorithms that exploit multiphysics models of audio
transducers (both sensors and actuators) for deriving digital signal processing algo-
rithms able to improve their acoustic response. Moreover, I present innovative
psychoacoustics-based algorithms able to accomplish the same taskwhen the physics
of the transducer is too constrictive (e.g., in the case of small-size transducers).
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4.1 Virtualization of Audio Transducers

In [12], I revise Leuciuc’s theory on circuit inversion providing guidelines specific
to the case of audio transducers. In particular, I take into account all the possible
combinations of input and output variables, and, for each of them, I outline precise
rules for deriving the inverse circuital model. In particular, the theory is based on
a theoretical two-port element known in circuit theory as nullor. By augmenting
the circuit with a nullor, it is possible to exploit the direct system to obtain its
inverse. Different methods for implementing nullors are available in the literature on
WDFs. Here, I propose a novel approach based on a double digraph decomposition
of the connection network that is able to improve the efficiency of the WD method
employed for the solution of the WD structure [9]. Then, drawing on the promising
result obtained in [3, 4], I describe two processing chains for addressing the task
of transducer virtualization—one for sensor virtualization, the other for actuator
virtualization [12]. Such processing chains exploit the cascade of direct and inverse
systems to cancel out the behavior of the transducer and apply the target behavior. In
fact, I define the task of virtualization as the task ofmaking a sensor/actuator sound as
a target sensor/actuator. Finally, I apply the proposed algorithms to address the cases
of compression driver linearization [12], capacitive microphone virtualization [12],
and guitar pickup virtualization [14].

4.2 Virtual Bass Enhancement

In [13, 16], I introduce innovative techniques that make use of psychoacoustic effects
for enhancing the perception of bass tones. In fact, due to physical limitations, small-
size loudspeakers are not able to reproduce low frequencies with a suitable Sound
Pressure Level (SPL) and virtualization algorithmsmay not be sufficient for compen-
sating such misbehavior. I thus take into account Virtual Bass Enhancement (VBE)
algorithms, which usually exploit the “missing fundamental” phenomenon for trick-
ing the human brain into perceiving such missing frequencies. As a matter of fact,
a pitch is not only perceived if present into the audio track but also thanks to the
periodicity of its higher harmonics. Among the different methodologies, I take into
account time-domain techniques since I aim at developing lightweight algorithms
suitable to be integrated into the processing chains considered for consumer elec-
tronics applications. Time-domain techniques extract the low end of the audio track
by means of a crossover network and achieve harmonic generation by processing
it with nonlinear devices (NLDs). I propose a circuit equivalent representation of a
typical generic time-domain VBE system opening up possibilities for designing new
systems in both analog and digital domains [13].Moreover, I introduce normalization
stages for adapting the support of the nonlinear functions characterizing NLDs and
better controlling the harmonic generation. Finally, I propose an innovative VBE sys-
tem employing deep learning techniques for accomplishing source separation [16]. I
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substitute the typical crossover network with a neural network able to split the music
track into several stems (e.g., bass, drums, vocals, etc.). I then describe a new pro-
cessing pipeline that allows us to apply different types of NLDs and normalization
functions to each of the obtained stems, sorting out most of the issues of time-domain
techniques. Said VBE system turns out to outperform the state-of-the-art as far as
both bass enhancement and audio quality are concerned.

5 Conclusions

This chapter summarized three years of doctoral studies conducted on the develop-
ment of lumpedmultiphysicsmodels of audio systems for audio output enhancement.
Building onWaveDigital Filter (WDF) theory, I derived variousmodels of audio sys-
tems including audio transformers, guitar pickups, and piezoelectric loudspeakers.
These models were presented together with their nonlinearities, and iterative meth-
ods were developed for their efficient emulation, even taking advantage of modern
multi-core DSPs. The models served as DSP modules in innovative (virtualization)
algorithms designed for enhancing the acoustic performance of said audio systems.
Moreover, I introduced new processing pipelines based on VBE systems to achieve
the desired behaviors despite physical system limitations.

Many are the directions for further research, including the development of more
refinedWDmultiphysics models for piezoelectric loudspeakers and the modeling of
MEMS loudspeakers. Techniques for accommodating multiple nonlinear multi-port
WD blocks in complex models and deriving parallel implementations with advanced
scheduling policies are also envisioned. Additionally, other key areas for future
research may concern extending the inversion theory to Multiple-Input Multiple-
Output (MIMO) systems for processing arrays of audio sensors and actuators, devel-
oping new inversion chains for array processing, and designing novel virtual bass
enhancement pipelines using deep learning models.

Overall, my doctoral research provides a robust foundation for advancing physics-
based digital signal processing algorithms, with significant implications for enhanc-
ing the acoustic performance of audio systems across various applications, laying
the groundwork for future innovations in audio technology.

References

1. Albertini, D., Bernardini, A., Sarti, A.: Scattering iterative method based on generalized wave
variables for the implementation of audio circuits with multiple one-port nonlinearities. In:
Proceedings of the 150th Audio Engineering Society Convention (2021)

2. Bathe, K., Wilson, E.: Numerical Methods in Finite Element Analysis. Prentice Hall, Engle-
wood Cliffs (1976)



Digital Signal Processing Methodologies for Audio System Modeling . . . 119

3. Bernardini, A., Bianchi, L., Sarti, A.: Loudspeaker virtualization–Part I: digital modeling and
implementation of the nonlinear transducer equivalent circuit. Signal Process. 202, 108720
(2022). https://doi.org/10.1016/J.SIGPRO.2022.108720

4. Bernardini,A., Bianchi, L., Sarti,A.: Loudspeaker virtualization–Part II: The inverse transducer
model and the direct-inverse-direct chain. Signal Process. 108713 (2022). https://doi.org/10.
1016/J.SIGPRO.2022.108713

5. Bernardini, A., Bozzo, E., Fontana, F., Sarti, A.: A wave digital newton-raphson method for
virtual analog modeling of audio circuits with multiple one-port nonlinearities. IEEE/ACM
Trans. Audio Speech Lang. Process. 29, 2162–2173 (2021). https://doi.org/10.1109/TASLP.
2021.3084337

6. Bilbao, S., Desvages, C., Ducceschi, M., Hamilton, B., Harrison-Harsley, R., Torin, A., Webb,
C.: Physical modeling, algorithms, and sound synthesis: the NESS project. Comput. Music J.
43 (2020)

7. Fettweis, A.: Wave digital filters: theory and practice. Proc. IEEE 74, 270–327 (1986). https://
doi.org/10.1109/PROC.1986.13458

8. Giampiccolo, R.: Multiphysics modeling of audio systems in the wave digital domain. Ph.D.
thesis, Politecnico di Milano, Ph.D. Programme in Information Technology (2023)

9. Giampiccolo, R., de Bari, M.G., Bernardini, A., Sarti, A.: Wave digital modeling and imple-
mentation of nonlinear audio circuits with nullors. IEEE/ACM Trans. Audio Speech Lang.
Process. 29, 3267–3279 (2021). https://doi.org/10.1109/TASLP.2021.3120627

10. Giampiccolo, R., Bernardini, A., Gruosso, G., Maffezzoni, P., Sarti, A.: Multiphysics modeling
of audio circuitswith nonlinear transformers. J. AudioEng. Soc. 69(6), 378–388 (2021). https://
doi.org/10.17743/JAES.2021.0008

11. Giampiccolo, R., Bernardini, A., Gruosso, G., Maffezzoni, P., Sarti, A.: Multidomainmodeling
of nonlinear electromagnetic circuits using wave digital filters. Int. J. Circ. Theory Appl. 50(2),
539–561 (2022). https://doi.org/10.1002/cta.3146

12. Giampiccolo, R., Bernardini, A., Massi, O., Sarti, A.: On the virtualization of audio transduc-
ers. Sensors 23(11), 5258 (2023). https://doi.org/10.3390/s23115258, https://www.mdpi.com/
1424-8220/23/11/5258

13. Giampiccolo, R., Bernardini, A., Sarti, A.: A time-domain virtual bass enhancement circuital
model for real-time music applications. In: Proceedings of the 24th IEEE International Work-
shop on Multimedia Signal Processing (MMSP), pp. 1–5. Shanghai, China (2022). https://doi.
org/10.1109/MMSP55362.2022.9949443

14. Giampiccolo, R., Bernardini, A., Sarti, A.: Virtualization of guitar pickups through circuit
inversion. IEEE Signal Process. Lett. 30, 458–462 (2023). https://doi.org/10.1109/LSP.2023.
3269000, https://ieeexplore.ieee.org/document/10105937

15. Giampiccolo, R., Bernardini, A., Sarti, A.: Wave digital models of piezoelectric transducers for
audio applications. IEEE Sens. J. 23(1), 389–400 (2023). https://doi.org/10.1109/JSEN.2022.
3225507

16. Giampiccolo, R., Mezza, A.I., Bernardini, A., Sarti, A.: Virtual bass enhancement via music
demixing. IEEE Signal Process. Lett. 30, 908–912 (2023). https://doi.org/10.1109/LSP.2023.
3296877, https://ieeexplore.ieee.org/document/10187677

17. Giampiccolo, R., Natoli, A., Bernardini, A., Sarti, A.: Parallel wave digital filter implementa-
tions of audio circuits with multiple nonlinearities. J. Audio Eng. Soc. 70(6), 469–484 (2022).
https://doi.org/10.17743/jaes.2022.0012

18. Massi, O., Mezza, A.I., Giampiccolo, R., Bernardini, A.: Deep learning-based wave digital
modeling of rate-dependent hysteretic nonlinearities for virtual analog applications. EURASIP
J. Audio Speech Music Process. 2023(1), 12 (2023). https://doi.org/10.1186/s13636-023-
00277-8

19. Morrison, J.D., Adrien, J.M.: MOSAIC: a framework for modal synthesis. Comput. Music J.
17 (1993). https://doi.org/10.2307/3680569

20. Olsen, M.J., Werner, K.J., Smith, J.O.: Resolving grouped nonlinearities in wave digital filters
using iterative techniques. In: Proceedings of the 19th International Conference on Digital
Audio Effects (DAFx16) (2016)

https://doi.org/10.1016/J.SIGPRO.2022.108720
https://doi.org/10.1016/J.SIGPRO.2022.108713
https://doi.org/10.1016/J.SIGPRO.2022.108713
https://doi.org/10.1109/TASLP.2021.3084337
https://doi.org/10.1109/TASLP.2021.3084337
https://doi.org/10.1109/PROC.1986.13458
https://doi.org/10.1109/PROC.1986.13458
https://doi.org/10.1109/TASLP.2021.3120627
https://doi.org/10.17743/JAES.2021.0008
https://doi.org/10.17743/JAES.2021.0008
https://doi.org/10.1002/cta.3146
https://doi.org/10.3390/s23115258
https://www.mdpi.com/1424-8220/23/11/5258
https://www.mdpi.com/1424-8220/23/11/5258
https://doi.org/10.1109/MMSP55362.2022.9949443
https://doi.org/10.1109/MMSP55362.2022.9949443
https://doi.org/10.1109/LSP.2023.3269000
https://doi.org/10.1109/LSP.2023.3269000
https://ieeexplore.ieee.org/document/10105937
https://doi.org/10.1109/JSEN.2022.3225507
https://doi.org/10.1109/JSEN.2022.3225507
https://doi.org/10.1109/LSP.2023.3296877
https://doi.org/10.1109/LSP.2023.3296877
https://ieeexplore.ieee.org/document/10187677
https://doi.org/10.17743/jaes.2022.0012
https://doi.org/10.1186/s13636-023-00277-8
https://doi.org/10.1186/s13636-023-00277-8
https://doi.org/10.2307/3680569


120 R. Giampiccolo

21. Smith, J.O.: Physical modeling using digital waveguides. Comput. Music J. 16, 74 (1992).
https://doi.org/10.2307/3680470

22. Yee, K.S.: Numerical solution of initial boundary value problems involving Maxwell’s equa-
tions in isotropic media. IEEE Trans. Antennas Propag. 14 (1966). https://doi.org/10.1109/
TAP.1966.1138693

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropriate
credit to the original author(s) and the source, provide a link to the Creative Commons license and
indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.

https://doi.org/10.2307/3680470
https://doi.org/10.1109/TAP.1966.1138693
https://doi.org/10.1109/TAP.1966.1138693
http://creativecommons.org/licenses/by/4.0/


Optimized ISACWaveform Design in 6G
Networks

Silvia Mura

Abstract Sixth-generation (6G) wireless networks introduce Integrated Sensing
and Communication (ISAC) technology, enabling simultaneous communication and
sensing through shared time, frequency, space, and energy resources. Designing
ISAC waveforms is challenging due to the need to satisfy both high-capacity com-
munication and accurate sensing. Thiswork presents a dual-domainwaveformdesign
that integrates classical Orthogonal Frequency Division Multiplexing (OFDM) with
a tailored sensing signal in the delay-Doppler domain with carefully adjusted power
to enhance sensing resolution without significantly affecting communication rate.
Moreover, the paper tackles practical challenges such as high sidelobes and decreased
sensing accuracy due to underutilized frequency-time resources. To address these
issues, optimal resource allocation over time, frequency, and energy is defined, along
with a novel interpolation technique based on Schatten p quasi-norm matrix com-
pletion. Numerical results show that these approaches outperform current methods,
demonstrating the potential for improving 6G networks.

1 Introduction

Sixth-generation (6G) wireless networks are set to revolutionize the integration of
radar sensing as a service, facilitated by utilizing millimeter-wave (mmWave) and
massive antenna arrays [1]. Traditionally, radar systems use a dedicated spectrum
to avoid interfering with communication. However, integrating radar within 6G net-
works requires a more efficient approach, as incorporating standalone radars within
the communication infrastructure would be impractical and wasteful.

In response to this challenge, Integrated Sensing and Communication (ISAC)
systems have emerged as a promising solution by using a single waveform for both
communication and sensing over shared resources. However, designing ISAC wave-
forms is challenging due to differing performance requirements: communication
systems prioritize reliable, high-capacity data transfer, while radar systems focus on
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target detection and localization. Therefore, Orthogonal Frequency Division Multi-
plexing (OFDM), the standard communication waveform, requires adjustments to
support both communication and sensing functionalities effectively [9]. Recently,
Orthogonal Time Frequency Space (OTFS) modulation has been explored for ISAC
to address doubly-selective channels. However, its integration into 3GPP standards
is difficult due to burst processing, which conflicts with 6G’s low latency require-
ments [8].

Recent literature on ISAC waveform design spans multiple domains including
space, frequency, and time, aiming to optimize the trade-off between communica-
tion capacity and sensing accuracy [4]. Information-theoretical approaches have pro-
vided useful bounds on the communication rate-sensing Cramér-Rao Bound (CRB)
trade-off curve [10]. Spatial designs optimize antenna beam patterns for communi-
cation and sensing tasks [5], while time and frequency domain efforts, including dual
delay-Doppler (DD) domain designs, enhance OFDM waveforms to improve sens-
ing capabilities while maintaining compatibility with existing standards. Strategies
such as subcarrier allocation, power optimization, and ambiguity function control
are explored to achieve efficient resource utilization and robust performance [4].

However, waveform design approach performances vary significantly when
resources are underutilized (i.e., resource occupancy factor (ROF) ≤ 100%). Low
ROF levels, common in practical network scenarios, cause significant sidelobes in
the ambiguity function, which impact sensing accuracy. Recent efforts address this
challenge by proposing techniques tomitigate sidelobes and optimize sensing perfor-
mance under limited resource conditions [1, 7]. This paper introduces a novel ISAC
waveform by superimposing conventional OFDM with a dedicated sensing signal.
Optimized for power, this sensing signal enhances ISAC system resolutionwhile pre-
serving communication rates andmaintaining OFDMcompatibility. Additionally, an
ISAC waveform design for OFDM systems is proposed, optimizing time-frequency
and energy to minimize delay and Doppler CRBs while ensuring communication
rate QoS within limited ROF constraints. Sidelobe levels are managed using a Schat-
ten p-norm sensing channel interpolation technique. These approaches significantly
improve delay and Doppler CRBs and detection performance compared to conven-
tional methods under low ROF conditions.

2 System Model

The ISAC system in Fig. 1 is considered, where the base station (BS) serves K single
antenna users’ equipment (UEs) while simultaneously sensing the environment. For
simplicity, UEs are the sole targets, and spatial precoding/decoding is not considered,
although it can be easily included. The ISAC BS employs an OFDMwaveform with
time and frequency resources partitioned into M subcarriers, spaced by � f , and
N OFDM symbols/time slots with duration T = 1/� f . The overall bandwidth is
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Fig. 1 The standard OFDM waveform with low ROF shows high sidelobes in its 2D ambiguity
function, negatively affecting sensing performance in a multi-target/UE scenario

B = M� f , and the ISAC burst duration is NT . The transmitting (Tx) signal in
frequency-time (FT) domain is represented by X ∈ C

M×N , whose (m, n)th element
is

[X]m,n = [� � S]m,n = σm,nsm,n, (1)

where [�]m,n = σm,n ∈ R+ is the square root of the allocated energy to the (m, n)th
communication symbol [S]m,n ∈ C. The total energy of the Tx signal is Etot =
‖X‖2F = ‖�‖2F . The received sensing signal matrix R ∈ C

M×N at the BS in the
FT domain is

R = X � Hs + W, (2)

where Hs ∈ C
M×N represents the sensing channel capturing the echos from the

K UEs/targets and W ∈ C
M×N gathers the noise samples, statistically uncorrelated

across time and frequency. The sensing channelHs pertaining to the (m, n)th resource
is

[Hs]m,n =
K∑

k=1

βk e
j2π(νknT−τkm� f ), (3)

where (i) βk ∼ CN (0,�(k)
β ) represents the complex scattering amplitude for the kth

UE/target, with�
(k)
β proportional to f −2

0 R−4
k and dependent on the carrier frequency

f0, the distance Rk between the BS and the kth UE/target, and the target’s reflectivity;
(i i) τk = 2Rk/c is the propagation delay for the kth UE/target; (i i i) νk = 2 f0Vk/c
denotes the Doppler shift due to the radial velocity Vk of the kth UE/target. The
maximum delay, τmax = maxk(τk), is constrained to be less than the cyclic prefix
duration Tcp, ensuring τmax ≤ Tcp for unambiguous range estimation.
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The FT communication received signal at the kth UEwithin the (m, n)th resource
bin is

Yk = X � Hk + Z, (4)

and the communication channel is defined as

[Hk]m,n =
Q∑

q=1

α(k)
q e j2π(ν

(k)
q nT−m� f τ (k)

q ), (5)

where Q represents the number of paths, assumed uniform across all UEs for sim-
plicity. For each qth path, α(k)

q ∼ CN (0,�(k)
q ) denotes the complex amplitude for the

kth UE. τ (k)
q and ν(k)

q indicate the delay and Doppler shift, respectively, for the qth
path of the kth UE. Unlike the sensing signal R at the BS, the communication chan-
nel does not preserve the actual delay and Doppler shifts due to FT synchronization
by the UE terminal. The additive noise, z(k)

m,n , is uncorrelated across UEs, time, and
frequency.

3 Dual-Domain Waveform Superposition

This section discusses the fundamentals of dual-domain waveform design, as
depicted in Fig. 2. The Tx ISAC signal matrix in the FT domain is constructed
through the following superposition:

X = �com � Scom + σsenSsen, (6)

where: (i) Scom ∈ C
M×N is the communication signal matrix for all K UEs, (ii)

Ssen ∈ C
M×N is the sensing signal matrix, (iii) �com represents the square root of

the allocated power for the communication signal, and (iv) σsen ≥ 0 is the amplitude
of the sensing signal. The OFDM communication signal Scom exhibits a ROF of
20–50% [2]. The sensing signal is designed as a single pulse with unit amplitude in
the DD domain as

Fig. 2 FT-power resource allocation representation for the dual-domain waveform design
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[
S̃sen

]


,p
= δ
−
i ,p−pi , (7)

(
i , pi ) represents the position of the Tx sensing pulse in the DD domain. The BS
maps this pulse to the FT domain using aDFT-IDFT pair along the delay andDoppler
dimensions:

Ssen = FM S̃senFH
N , (8)

where FM ∈ C
M×M and FN ∈ C

N×N are DFTmatrices and the (m, n)th entry of Ssen
is the sample of a 2D sinusoid.

Enhancing range resolution requires surpassing regulatory bandwidth limits for
the sensing signal. However, it must comply with bandwidth-integrated power con-
straints specified by the adjacent channel leakage ratio (ACLR) [2], defined as

Pib
Poob

≥ ACLRrel, (σsen)
2 ≤ ACLRabs� f. (9)

The first constraint limits the ratio of in-band to out-of-band (IB-to-OOB) power. In-
band power includes the sum of communication and sensing signals within the legacy
bandwidth, while out-of-band power pertains to the sensing signal beyond this range,
considering the total bandwidth Moob� f , as shown in Fig. 2 (ACLRrel ∈ [22, 28]
dB [2]). The second constraint caps the absolute power spectral density of the OOB
signal at ACLRabs = −13 dBm/MHz. Thus, the achievable range resolution with
OOB emission becomes �R = c/(2Moob� f ) > c/(2M� f ), which is an improve-
ment compared to using the communication signal only.

4 Optimized OFDM ISACWaveform Design with Limited
Resource Occupancy

This section introduces anOFDM-optimizedwaveformwithout superposition, focus-
ing on joint frequency-time-energy allocation to minimize CRBs for delay and
Doppler (Cτ and Cν), defined as in [4]. The optimization problem involves allocat-
ing energy ek ∈ R

L×1 per resource to the kth UE and assigningBoolean FT allocation
variable ak ∈ B

L×1, with L = m, n. The optimization is formulated as:
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min
{ek ,ak }Kk=1

ετ tr

(
Cτ

�τ 2

)
+ εν tr

(
Cν

�ν2

)

s. t.
1

L

L∑


=1

log2(1 + γk,
) ≥ η,

K∑

k=1

[ak]
 ≤ 1,

K∑

k=1

1T ak ≤ μL ,

K∑

k=1

1T ek ≤ Etot,

0 ≤ [ek]
 ≤ [ak]
 σ 2
max,

∣∣[ek]
 − [ek]
+1

∣∣ ≤ �T,

∀
,∀k, (10)

where ετ and εν denote the weights of the CRBs, and �τ and �ν indicate the cor-
responding resolutions. The defined optimization problem guarantees the achiev-
able spectral efficiency QoS η̄, where the Signal-to-Noise ratio (SNR) is γk,
 =
[ek � ak]
|Hk |2/N0 and |Hk|2 = Eα

[|Hk |2F
]
/L . Moreover, the constraints of the

optimization problem ensure interference avoidance, adherence to a specified ROF
level (μ), compliance with the total energy budget, and a maximum energy limit
per resource σ 2

max . Finally, smooth energy transitions are enforced to minimize side-
lobes and ensure gradual energy changes (�T ), which impact sensing accuracy and
communication quality. Although the problem is non-convex, it can be relaxed into
a convex form, as outlined in [6], and formulated as a Mixed Integer Cone Program
solvable by Branch and Bound technique.

Figure 3 displays the waveforms designed across the energy, time, and frequency
domains, with resource allocation at grid boundaries to reduce CRBs. It also illus-
trates the influence of the maximum energy gradient � on CRBs, highlighting the
strategic allocation of higher power levels at the grid edges to furtherminimizeCRBs.
However, holes in the waveform, as shown in Fig. 3a, cause high sidelobes that affect
target resolution. To address this, a sensing channel interpolation technique using
Schatten p-norm matrix completion is proposed

Fig. 3 Optimizedwaveform forμ = 0.25: from left to right, a FT resource allocation (blue: unused,
yellow: allocated), b frequency-time-energy allocation with� = −30 dB, c frequency-time-energy
allocation with � = −10 dB
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Table 1 Simulation parameters

Parameter Symbol Value (s)

Carrier frequency f0 30 GHz

Subcarrier spacing � f 1 MHz

Number of subcarriers/OFDM
symbols

M, N 1000

OFDM occupancy ratio μ 0.1–0.5

Range R 10–60 m

Total energy Etot 43 × T dBmJ

min
Hs

||Hs ||pp s.t. ||[Hs]A − [Ĥs]A||2 ≤ ε,

where || · ||pp denotes the Schatten p-norm as in [6], ε is a small positive constant, and
[Ĥs]A represents the estimated channel samples from the least squares approach,with
resource allocationA = vec−1(

∑
k ak). The Schatten p-normbalances convexity and

rank approximation, with p = 1 yielding a convex problem and p → 0 providing a
more accurate matrix rank estimate.

5 Numerical Results

This section evaluates the proposed ISAC waveform by comparing the dual-domain
waveform with conventional OFDM and OTFS [8]. It also assesses the optimized
OFDM ISAC waveform with limited resource occupancy against standard random
and contiguous resource scheduling [3], all under the same ROF μ and constant
energy per resource. Simulation parameters are detailed in Table 1. The numerical
results include the sensing CRB gain, defined as the ratio of the benchmarks’ root
CRB on delay to that of the proposed waveform, with values >1 in linear scale
or 0 dB indicating improvement. Communication performance is evaluated by the
achievable rate η (bits/s/Hz). Finally, the ambiguity function performance is reported
to show sidelobe level reduction.

Figure4a shows the CRB gain of the dual-domain waveform relative to bench-
marks (OFDM [3] and OTFS [8]) based on ROF μ and fractional communica-
tion bandwidth M/Moob. For M/Moob ≤20–30%, the dual-domain ISAC design
improves CRB over OFDM and OTFS, while at higher bandwidths, OFDM and
OTFS are preferable. Figure 4 (b) shows that the achievable rates of the dual-domain
waveform, OFDM, and OTFS systems vary with transmission power and distance.
The dual-domain waveform incurs a minimal penalty compared to OFDM, notice-
able only at η ≥ 8 bps/Hz and decreasing with higher BS-UE distance. OTFS excels
at medium to high achievable rates due to its lack of a cyclic prefix. The superiority of
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Fig. 4 Dual-Domain waveform performance: (from left to right). a CRB gain, b achievable rate

the dual-domain waveform is evident in Fig. 5, which shows reduced sidelobe levels
and a sharper main lobe compared to OFDM.

Figure6a shows the CRB gain for the optimized OFDM ISAC waveform with
varying ROF, plotted on a linear scale, against inter-delay spacing normalized to
the delay resolution �τ . With a bandwidth occupancy factor μ = 0.25, the pro-
posed ISAC waveform outperforms standard random and contiguous scheduling, as

Fig. 5 Ambiguity function for dual-domain and OFDM with different M/Moob

Fig. 6 Optimized waveform performance: (from left to right). a CRB Gain, b achievable rate
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Fig. 7 CIR before and after interpolation for different ROF with respect to μ = 1

well as a constant power waveform optimized only for time and frequency, achiev-
ing CRB gains of 6×, 14×, and 5×, respectively, for closely spaced targets. This
demonstrates its effectiveness in distinguishing closely placed targets. Additionally,
optimizing energy allocation at bandwidth extremes yields comparable achievable
rate performance to constant energy waveforms for μ = 0.25 and 0.5, and similar to
[4] for μ = 1. The decrease in achievable rate with increasing ROF μ is attributed to
the reduced SNR per resource bin while maintaining constant total energy. Finally,
Fig. 7 shows that the proposed interpolation method effectively reduces sidelobes in
the estimated Channel Impulse Response (CIR). At low ROF (μ = 0.25), promi-
nent sidelobes can affect delay accuracy, but the interpolation method achieves a 2×
reduction in sidelobe levels under low resource conditions.

6 Conclusions

Designing ISAC waveforms for 6G networks presents significant challenges, neces-
sitating a balance between high-capacity communication and precise sensing. This
work introduces two innovative waveforms: a dual-domain waveform that integrates
OFDMwith a customized sensing signal in the delay-Doppler domain, and anoptimal
time-frequency-energy resource allocation strategy combined with a novel interpo-
lation technique using Schatten p-norm matrix completion. These advancements
enhance sensing resolution while maintaining communication rate quality of ser-
vice and address high sidelobes caused by underutilized FT resources. Numerical
results show that the proposed designs significantly outperform existing methods,
providing substantial benefits for 6G networks by effectively integrating advanced
communication and sensing functionalities.
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