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Page 1 →Introduction

In the wake of political upheaval and unrest in 2016 – with upset elections from the Philippines to the United States in 2016, and civil unrest in countries from Myanmar to Brazil – concern has risen worldwide among politicians, the public and academia at the potential consequences of fake news, misinformation and disinformation for individuals and society. In January 2024, the World Economic Forum declared information disorder – a phenomenon I define, in Chapter 3, as a three-fold disruption of the information system (the circulation of false and misleading information, the lack of access to and trust in accurate information, and the distorted focus of the information to which people are exposed) to be the ‘gravest threat’ to global stability facing the world over the following two years.1 Of particular concern has been the potential of false and misleading information to disrupt democracies,2 sow unrest and violence,3 and harm public health.4

In the years since 2016, this alarm has given momentum to a series of political and civil society interventions from new laws and regulations, brought in either from genuine concern or as an excuse for censorship in Africa,5 and around the world,6 to growth and change in the practices of fact-checking,7 and ‘pre-bunking’,8 and the teaching or calls for the teaching of media literacy in schools in Africa9 and worldwide.10

While many of the concerns expressed about the events described above are well founded, I argue in this book that a striking disconnect exists between the nature and consequences of false and misleading information, and lack of access to accurate information, that I observe through this study, and the approaches taken to countering these phenomena by fact-checkers, policymakers and platforms. A series of false assumptions and misconceptions by fact-checkers, policymakers, Page 2 →platforms and researchers undermine the efforts made to counter the negative consequences these phenomena do or may have, leading to the adoption of approaches to the regulation of information that are, often, thus, both ineffective in curbing potential harms and restrictive of freedom of speech, as a result.

The false assumptions, which I detail in the first three chapters of the book, start, as computer science and Internet researchers Chico Camargo and Felix Simon noted in 2022,11 with the ahistorical understanding, common to many practitioners, that false or misleading information is a fundamentally novel problem that emerged only recently with the advent of online media. This misunderstanding is compounded by false assumptions widespread among those unfamiliar with this history, about the way that information does and does not affect the understanding and behaviour of individuals and society and about the nature of information disorder as it affects society as a whole.

*

The result of four years of research, this book is based on both a close reading of numerous earlier studies of the nature and effects of information and a detailed investigation of 250 case studies of information identified by fact-checkers in Africa in 2019 as in some way false or misleading: examining the nature, drivers and consequences, or lack of consequences, of these examples. These cases are displayed in boxes, and referenced numerically in the text as, for example (Case 1.1) – which would be the first case in Chapter 1. Judging the effects, or lack of effects of these examples of false information, I recognise, of course, that the human behaviour they describe almost always occurs as a result not of just one, but of a combination of factors. I identify the cases of false information, studied in this book, as causing a consequence where credible evidence available in the source material shows, beyond reasonable doubt, that an understanding caused by the claim was an essential factor in bringing about what followed. Not necessarily the sole cause, but an essential element.

Setting out my arguments in three parts, I first offer a discussion and definitions of four, key contested terms, essential to understanding the nature of false information we discuss: fake news, misinformation, Page 3 →disinformation and information disorder. I explore, in Part Two, the factors that drove the creation and spread of the examples of false information examined in the book and the consequences they may or may not have caused or contributed to. Having considered the differences between cases of false information that the evidence available suggests did and did not contribute to specific negative effects, I identify in Part Three a series of factors that shape the potential of false or misleading claims such as these to cause or not cause substantive negative consequences for individuals and society. Through this, I put forward four ideas that can help fact-checkers, policymakers, platforms and researchers to better counter the harms done by information disorder without unduly limiting freedom of speech.

In Part One of the book, I start by considering the history and evolution of the key terms and phrases used in the field and the trouble that researchers, fact-checkers and policymakers have found defining them in a clear and consistent way. The failure of the field to do this to date is, at least in part, the result of what the communications scholar Lucas Graves terms the narrowness of the current theoretical paradigm used by many researchers and practitioners alike.12 To address this, I first review the history of these terms from their earliest appearances in print to the way they are used today.

I consider the existing, widely used definitions in the light of evidence I draw from a database I created between 2021 and 202313 of 250 examples of information identified as in some way false or misleading by one or more of half-a-dozen fact-checking organisations operating in sub-Saharan Africa in the second half of 2019. I identified this period as one of ‘business as usual’ on the continent, coming as it did between six months during which national election campaigns dominated the news in some of Africa’s biggest countries and the two years starting in 2020 during which the Covid-19 pandemic disrupted the normal flow of news and information worldwide. Drawing on both past and recent literature and the evidence available from this sample of false and misleading information in an important but under-researched part of the world, I seek to present a clear understanding of the nature, and history, of these different phenomena. It is this combination of literature and empirical evidence that provides the basis for the findings I put forward.Page 4 →

*

The merits of a literature review are well understood. The merits of fact-checking reports as a source of evidence may be less well appreciated. To consider their worth, it may be useful, first of all, to understand the nature of fact-checking organisations and the way they work. From the start of the nineteenth century, proofreaders were employed at a growing number of newspapers in the United States and Europe to check spellings and grammar in news reports and commentaries prior to publication. This was not, however, enough to cut out factual errors and in the 1920s, a new type of specialist staff were employed to check the accuracy of facts in reports yet to be published: ‘fact-checkers’. In journalism, the role was not generally seen as a prestigious one. ‘The women’s section of the classifieds in mid-century newspapers advertised for fact-checkers alongside typists, secretaries, file clerks and “his girl Fridays,”’ Lucas Graves noted in the first proper history of the field.14 All the same, the new practice was considered essential to strengthening trust and it stayed.

Quality news media do not, in theory, report only their own claims and observations but also claims and observations made by public figures and organisations. And in the first years of this century, a new and different practice emerged in the US media; one less concerned with the accuracy of facts the journalists reported – covered by existing practices – and more with the accuracy of the claims by politicians and others. Distinguishing itself from the earlier practice, this was known as ‘political fact-checking’.

The first political fact-checking operation launched was FactCheck.org, founded as a non-profit venture at the University of Pennsylvania in 2003. It was followed in 2007 by the Washington Post’s Fact Checker column, and PolitiFact, launched by the Florida newspaper the St Petersburg Times. In London, the UK fact-checking site Full Fact was set up in 2009. In Argentina, the fact-checking site Chequeado was launched in 2010. Africa’s first fact-checking organisation, Africa Check, was launched in 2012, in South Africa. Over four years, the team and I opened a network of additional offices in Senegal, Nigeria and Kenya.

By 2014, more than three dozen fact-checking organisations had been set up worldwide and, after a meeting which I attended in London, the US-based Poynter Institute established the International Fact-Checking Page 5 →Network (IFCN) to foster communication between members around the world. For most of this first wave of operations, the focus of attention was firmly on false claims made by politicians and public figures in speeches, political debate and the media. Concern about information spread online by the public would come later.

Practices and standards varied and, at a meeting in Buenos Aires in June 2016, the community agreed to establish a Code of Principles to enable the public to judge the impartiality and rigour of work carried out.15 By 2019, members’ adherence to the Code’s five core principles – (i) quality and transparency of sourcing, (ii) quality and transparency of methodology, (iii) operation of a clear and open corrections policy, (iv) transparency of funding and staffing, and (v) non-partisanship and fairness – would be reviewed annually on thirty-one criteria by independent assessors from senior positions in journalism and academia.

As part of the assessment, fact-checking organisations would have to show that they focus their attention not unduly on any one side of public debate but rather select claims to check primarily on the basis of their potential to impact society, if false. All reports must provide the sources of evidence they use and set out how they reach their conclusions. In his 2016 study of fact-checkers in the United States, professor of journalism Lucas Graves identified the fact-checkers whose work he studied as operating in a field of ‘institutional facts’: ‘Unlike the “brute facts” of the material world, these concern things – like money, or borders, or last month’s joblessness rate – which exist and have meaning only by virtue of some institutional rule-making apparatus.’16

The nature of the claims used in this study is more diverse than those identified by Graves in 2016, relating to both ‘institutional’ and ‘brute’ facts – a reflection of changes in the focus of fact-checking organisations over this time. Some claims do, indeed, relate to socially constructed ‘facts’ such as the number of employment opportunities that a government programme in Nigeria created (Case I.1), or the artistic intentions of a sculptor (Case I.2). In such cases, the evidence of an individual’s statements or institutional data may be considered the most reliable evidence to judge the accuracy of the claims. Other cases relate to more material questions such as the location of a particular bridge (Case I.3), or the health effects of a purported medical treatment (Case I.4), and were assessed using material evidence.


The Nature of Claims Examined in the Fact-checks in the Study



Case I.1 Employment figures – a statistical claim

Allwell Okpi, ‘No evidence for big millions of jobs claim by Nigerian senior official’, AfricaCheck, 27 August 2019 https://africacheck.org/fact-checks/reports/no-evidence-big-millions-jobs-claim-nigerian-senior-official



Case I.2 Intentions of an artist – a claim about an individual

Monique Ngo Mayag, ‘Non, ces sculptures ne sont pas une découverte scientifique et n’illustrent pas une prière musulmane’, AFPFactuel, 3 December 2019 https://factuel.afp.com/non-ces-sculptures-ne-sont- pas-une-decouverte-scientifique-et-nillustrent-pas-une-priere- musulmane



Case I.3 The collapse of a bridge – a material claim

Ange Kasongo, ‘Non, le pont qui a cédé en RDC n’a pas été fraîchement inauguré par le président congolais’, AFPFactuel, 5 November 2019 https://factuel.afp.com/non-le-pont-qui-cede-en-rdc-na-pas-ete-fraichement-inaugure-par-le-president-congolais



Case I.4 The effects of a stroke treatment – a claim about health science

Mary Kulundu and Rachel Yan, ‘Doctors warn against “dangerously misleading” posts claiming you can treat a stroke with a needle’, AFPFactCheck, 7 August 2019 https://factcheck.afp.com/doctors-warn-against-dangerously-misleading-posts-claiming-you-can-treat-stroke-needle


Page 6 →Fact-checkers’ selection of which claims to verify reflects, of course, not only their judgement of which claims are feasible to check, affect the public interest, or even draw an audience, but also their capacity to monitor and verify the multitude of claims in circulation. In interviews with the Page 7 →author in 2020, leaders of the six operations whose work I use in the study all acknowledged that their capacity to monitor public information was limited by the size of their teams and the means available to them: even large organisations being able to identify only the ‘tip of the iceberg’ of false information in circulation, one leader of a fact-checking organisation said. Moreover, while claims that circulate on open social media platforms, or in national print and broadcast media, may be easy to monitor and check, all my interviewees noted that claims spread in closed messaging networks, on local and community radio stations, and in offline community settings such as prayer meetings or social gatherings, can have effects but are hard or impossible to monitor at all or consistently.

*

There are, of course, other means available to researchers to understand the different types and effects of false information in circulation than the evidence to be found in fact-checks, and, before proceeding with this study, I considered several different research avenues. One approach, taken in recent years to understand the challenge false information poses, has been to measure public perceptions of exposure to misinformation. In 2018, for example, a study by the distinguished media scholars Herman Wasserman and Dani Madrid-Morales examined perceptions of exposure to ‘fabricated news’ in three African countries – Kenya, Nigeria and South Africa – and compared this to levels reported in the United States.17 In 2020, the polling institute Afrobarometer provided further evidence of public perceptions, finding that almost three in four respondents across Africa believed they were subjected to false and misleading information frequently on social media.18

While offering valuable insight into public perceptions of the spread of false information, such studies do not, however, provide evidence of the actual prevalence of false information in circulation, but only of public perception of the problem. This is partly a function of most individuals’ limited ability to correctly distinguish between different sorts of accurate and inaccurate information they receive. A 2023 study which argued that aggregating the judgements of large groups of individuals could be used to correctly identify news sources as ‘low’ or ‘high’ in Page 8 →quality, recognised that the assessments of what information was false or misleading was often flawed.19 Meanwhile, if false information spreads not on social, print, or broadcast media but in channels accessed only by members of elites – from internal government communications to think-tank reports – it may still cause or contribute to substantive consequences without being recognised in research based on public perceptions.

With this in mind, an alternative approach to understanding the spread of false information that I considered was to survey the news and information intake of a representative sample of both elite and grassroots populations, over a period of several months, then to assess the accuracy of information to which they were exposed. While this approach could have provided valuable insight into the nature and spread of false information such a broadly representative group receives, it was not feasible, with the means available, to conduct such a survey and assess the accuracy of all the information the audiences received.

Fact-checkers’ reports have limitations, of course. The evidence they provide is not, and cannot be, exhaustive. Fact-checkers do not check every claim they see and do not see all claims in circulation. The selection of claims they check reflects, at least in part, their judgement of claims that are feasible to check and have potential to draw an audience. Nevertheless, I argue, the evidence available from the reports examined in this book, all laid out in a database, provides a useful, credible means to identify a broad range of types of false information to which both elite and grassroots populations in an important region of the world were exposed over a six-month period. And the reports provide sufficient evidence on the claims examined to understand the type of claims and the consequences they caused, or may have caused, for individuals and society.

*

Though working now at the University of Westminster, in London, I decided to ground this book in an examination of false and misleading information seen in circulation in sub-Saharan Africa, a region long under-represented in misinformation research. It is a part of the world in which I have spent several years of my life, first working in Nigeria Page 9 →as a journalist for the AFP news agency from 1998 to 2002 and then, from London, as the founder-director of Africa Check, from 2012 to 2019. And while the political, socio-economic, cultural and historical context of every country and continent differs in ways that influences the nature, drivers and consequences of false information that occurs, the evidence from this study provides lessons of a wider pattern of information effects that apply internationally. For this reason, for this book, I both draw on evidence from research undertaken in Africa and around the wider world, and argue that many of the lessons I learned can, and maybe should, be applied elsewhere.

*

To arrive at the set of examples used in the database, I first established a set of 1,600 claims examined in 2019 by the fourteen fact-checking organisations I found then operating on the continent. After assessing all entries, I excluded more than 400 claims which had been found by the fact-checkers to be true, and were thus outside the study’s remit. I then excluded just over 800 more for – whatever the interest of the topics – providing insufficient quality of evidence in the fact-check to enable me to reach a clear conclusion about the nature of the claim, its drivers and its actual or potential consequences. Having reduced the database to 402 cases, I examined all remaining claims, breaking evidence down into thirty fields, from the topic of the claim, to the country or countries in which it was observed, the channels or settings in which it appeared, the way in which the claim was false or misleading, and the apparent capacity and motivation of the audience to act on any false understanding caused. In the database, which can be seen on a link set out in Appendix 1, I provide details on 250 of these cases and links to 152 more which were similar to cases already examined.

This process limited the sample to fact-checks from six organisations. Two of the six – AFPFactCheck and Africa Check – provided the most detailed reports and therefore accounted for a large majority of the fact-checks examined in detail. The BBC’s fact-checking unit, Reality Check, had just one full-time fact-checker in Africa at the time and I used only two of its fact-checks. I used three reports from Congo Page 10 →Check, an independent organisation set up in the Democratic Republic of Congo, two from Dubawa and three from ICIR/FactHub, which both operate in Nigeria. And one from Ghana Fact, which operates in that country. All the organisations whose work I used had been found to adhere to the IFCN code of principles, save for the BBC which operates to its own published editorial guidelines.

*

Based on this review of existing literature and the cases of false information examined in the database, I thus, in Part 1, discuss the history, evolution and definitions of ‘fake news’, ‘misinformation’, ‘disinformation’ and ‘information disorder’ used in the field, explain the terms I use in the study, and identify factors that drive the spread of false information of the types examined in the database.

In Part 2, I briefly review the evolution of media effects theory from the 1920s onward, and set out evidence from both studies and cases examined of wider forms of information effects in particular fields and in its broad societal effects. To do so, requires me to touch on long-standing differences in approach taken in different schools regarding the nature and effects of communication, diverging as they do between viewing communication as either, primarily, the transmission of information, shaping or influencing factual understandings and attitudes, or, primarily, as social or cultural sharing of information for social or cultural ends.20 And I argue that cases examined in the database show information can be both – different forms of communication contributing, in different contexts, for different audiences, to different forms of factual and representational or symbolic beliefs.21

*

Using evidence set out in the fact-checks, I identify more than a dozen cases in the database which evidence shows caused or contributed to specific, substantive consequences for individuals, groups, or society, and the factors common to those and to other similar claims which failed to do so. The cases examined range from a false claim which, evidence from Page 11 →witnesses and participants shows, caused or contributed to the killing of two health researchers and the maiming of a third in Ethiopia in 2018 (Case 1.5), to false claims of an AIDS vaccine that caused or contributed to authorities in the Democratic Republic of Congo changing policy and approving the product for sale (Case 1.6).


Two of Many Fields of Consequence Identified



Case I.5 False information causing or contributing to vigilante violence

Dawit Endeshaw, ‘Mob action costs two researchers’ lives’, The Reporter Ethiopia, 27 October 2018 https://www.thereporterethiopia.com/6682/



Case I.6 False information causing or contributing to negative effects for public health

Charlotte Durand and Monique Ngo Mayag, ‘Un médicament pour guérir du sida? Un faux, depuis interdit dans plusieurs pays,’, AFPFactuel, 5 July 2019 https://factuel.afp.com/un-medicament-pour-guerir-du-sida-un-faux-depuis-interdit-dans-plusieurs-pays


In the final part of the book, I draw on this combination of earlier studies of information effects in a wide range of fields and evidence from the cases of false information examined to propose a model of how the different factors I identify shape the potential of cases of false and misleading information to cause or contribute to specific substantive consequences for individuals or society. And I identify factors that shape the field in which such consequences may occur, who may be affected, and the severity and duration of the effects – if caused.

Doing so, I present four ideas that may help fact-checkers, policymakers, and platforms to better understand the nature and consequences of information disorder and promote information integrity. First, is the idea that information disorder, itself, should be seen as a broader phenomenon than the notion adopted among practitioners and policymakers since 2017 suggests.22 I argue the disorder in information systems Page 12 →around the world encompasses not simply the existence of false and misleading information – misinformation and disinformation – but also lack of access to and trust in accurate information. It follows, I suggest, that the phenomenon requires a broader range of responses than those currently applied.

Second, while false information may spread more easily, and be easier to detect, online than in offline settings, this does not necessarily equate with greater consequences for individuals or society. And I argue it is important for fact-checkers, researchers and others to pay attention to the nature and effects of false information spread in offline platforms and settings as well – from print and broadcast media to parliaments, business meetings and community gatherings.

Third, while the overwhelming majority of research and initiatives in recent years have focused on the effects of false information on public understanding,23 serious consequences for society also come from false information directly affecting the factual understanding and attitude of members of the elite, not the public. And to properly understand and respond to the potential consequences of false information it is necessary to address also its effects in elite circles – be that in business, among health or social policymakers, or what twentieth-century philosopher Hannah Arendt called ‘the internal world of government’.24

Fourth, I argue that the model I propose – a series of questions and criteria that I set out in Part 3, and detail in the Appendices – can be used by fact-checkers, researchers, platforms and others to go beyond stale twentieth-century debates about ‘strong’ or ‘weak’ media effects to better identify specific false claims and types of false claims with the potential, subject to a variety of factors from audience to context, discussed in detail in Part 3, to cause or contribute to specific negative consequences, directly or over time.

Having set out these ideas, I describe a trial undertaken in the middle of 2024 by senior researchers at three leading, international fact-checking organisations – Africa Check, AFP FactCheck and Full Fact – proving the practicality and utility of the model that I propose. And I provide evidence from an independent assessment of the trial carried out by doctoral researchers at University of Wisconsin-Madison, and proposals for how it might be developed.






 Page 13 →Part 1 – What Is ‘Fake News’?

In November 2017, the dictionary publisher Harper Collins announced its word of the year: ‘fake news’.1 Given the frequent use of the term by both media and the successful candidate in US elections twelve months earlier, it could be argued that Collins was a year late making its selection. But, late or not, the choice recognised a huge surge in public attention to a once little-known phrase that is, today, widely used and misused by media, the public, politicians and academics alike. In the years since 2016, the term has entered popular and academic discourse. It has been applied by both the public and scholars to blatantly false reports on social media and low-quality news sites. And it has been attached by politicians and their supporters to reports they disagree with in traditional or mainstream media.

Governments, media organisations and online platforms have since 2016 denounced those they say propagate ‘fake news’ and launched a series of initiatives to counter its spread and effects. These efforts have ranged from changes in laws and regulations2 to the teaching of media literacy.3 Other responses have included the growth of fact-checking4 and ‘pre-bunking’, the practice of training audiences to identify anticipated types and patterns of false information.5

Scholarly research into the nature and effects of the spread of false and misleading information has surged to an unprecedented level.6 As the computer scientists and Internet researchers Chico Camargo and Page 14 →Felix Simon noted in 2022, the research of fake and false information is now ‘firmly entrenched in various academic disciplines’ with numerous courses and entire academic conferences devoted to its discussion.7 The study of false and misleading information is not, however, a cohesive field. And despite the growth in attention, both policymakers and practitioners still today ‘lack good information about the nature of the problem they seek to solve’, a review of scholarly literature found in 2021.8 Laws and regulatory frameworks drawn up, at least in theory, to counter its effects ‘often struggle to properly define categories of “harmful content” they seek to regulate’.9

In June 2024, a debate about the best means of identifying the effects of false information broke out in an online group of misinformation researchers, cognitive scientists, and others, to which I belong. The debate, one eminent researcher argued, ‘arises from people defining the term “misinformation” in different ways’. He was not alone in thinking this. ‘There is no consensus’ on the definitions of misinformation and disinformation, the head of research at the Cambridge Centre for Science and Policy, Magda Osman, wrote earlier in 2024.10 And this has severely undermined efforts to counter their spread and effects.

In this first part of the book, I therefore consider the history, usage and meaning of the terms ‘fake news’, ‘misinformation’, ‘disinformation’ and ‘information disorder’ to seek to answer some of the questions posed.Page 15 →








Chapter 1

 Defining Terms: Fake News, Misinformation and Disinformation

In works such as Democracy Hacked1 and This is Not Propaganda,2 Dr Martin Moore, the director of the Centre for the Study of Media Communication and Power at Kings College, London, and Peter Pomerantsev, a Ukraine-born British journalist and author, paint a troubling picture of the effects of different forms of false information for society. Identifying an online problem, Moore writes: ‘Technology has fractured democracy, and now there’s no going back … After years of soundbites about connecting people, the social media giants are only just beginning to admit the scale of the problem.’ Pomerantsev agrees: ‘We live in a world of “influence operations” run amok, dark ads, psy-ops, hacks, bots, soft facts … We’ve lost not only our sense of peace and democracy, but also our sense of what those words even mean.’

In earlier works, from ‘Lying in Politics’,3 written in 1972 by the philosopher Hannah Arendt, to more recent studies such as Not Born Yesterday published in 2020 by cognitive scientist Hugo Mercier,4 others dismiss concerns about the potential of exposure to false information to significantly influence public attitudes. Such alarm overestimates the gullibility and manipulability of public opinion, they argue. And in an article in Nature in 2024, a group of prominent social and political scientists argued many of the concerns expressed are misplaced for a different reason. In the United States, average voters have limited exposure to blatantly false information – ‘fake news’ – online with exposure highest among a ‘narrow fringe’, they wrote.5

Which of these two schools of thought about the nature and effects of different types of false information is closer to the truth, is one of the Page 16 →main questions that this book seeks to answer. The differences arise in part from the different forms of information that researchers study, the different ways that scholars perceive communication,6 how they understand the nature of beliefs that are or are not affected by this communication7 and the attention given to the different processes and contexts in which decisions are made.

To determine the consequences of false information, it is therefore necessary first that we disentangle these three related but distinct phenomena seen as causing negative effects: ‘fake news’, ‘misinformation’ and ‘disinformation’.



Fake News: An Overused Term for Fabricated News in a Pseudo-journalistic Format

The term ‘fake news’, which erupted into public discourse in the middle of 2016, is thought by many to be a modern expression. Other languages have long had similar terms. ‘Lügenpresse’, (or the lying press), first appeared in the media in Germany in 1914 and was later adopted by authorities in Nazi Germany to undermine trust in their critics in the media.8 In 2017, then US President Donald Trump falsely claimed credit for the first use of the term in English.9 It was, however, in June 1890 that the Cincinnati Commercial Tribune, a newspaper in the Midwest of the United States, became the first English-language publication known to have used the term, reporting a speaker’s complaint that ‘fake news … is being telegraphed over the country’,10 applying fake as an adjective to ‘news’ in an original way.

The person who can most credibly claim responsibility for the term’s initial popularisation in English this century is Buzzfeed News journalist Craig Silverman who used the expression in 2014 to describe a new form of social media content: ‘written in the journalistic style, but … all fake’.11 Others in the media and public debate, from Trump in the United States to Rodrigo Duterte in the Philippines, then picked up the term and, more than a century after its first recorded use, the expression entered the public mainstream. It rapidly became ubiquitous in both Page 17 →popular culture and academic debate as a catch-all term for inaccurate or disputed information of all sorts.12

The way the expression has been used since its widespread adoption has drawn much rightful criticism. First, the critics say, the term is often loosely applied to very different forms of information, causing confusion in public and academic debate about the phenomenon. Second, the term has been adopted, by elites and the public alike, to delegitimise credible reports, and trustworthy media.

Following a pattern set by populist politicians such as Trump and Duterte, the military in Myanmar, for example, used the term to undermine international pressure to respond to reports of ethnic cleansing and genocide in 2017, declaring all such reports ‘fake news’.13 In Nigeria, the army did the same in 2020, using the expression to dismiss accurate reports of a massacre of protestors in Lagos,14 as ‘fake’. Around the world, conspiracy theorists and others have similarly adopted the expression to dismiss accurate information that contradicts their particular worldview.

Concerned by its misuse, academics and policymakers in many countries have called on colleagues not to use the term to avoid giving legitimacy to its propagandistic value.15 ‘This term has been appropriated and used misleadingly by powerful actors to dismiss coverage that is simply found disagreeable,’ a high-level working group of the European Union declared.16

Compelling as such criticisms are, however, it is evident the term has entered both the popular and academic mainstream and to not recognise it at all would be to ignore reality. Moreover, if used in the purely literal sense, the expression can in fact help distinguish between a form of false or misleading information distinct from others in ways that can be helpful in understanding and countering its negative effects. In 2018, a group of leading US media researchers proposed just such a definition of ‘fake news’ as ‘fabricated information that mimics news media in form but not in organizational process or intent’.17 Analysing the cases in this study, I identified more than one in five entries as meeting this definition – false or misleading information that is presented in a pseudo-journalistic or news format, Page 18 →with intent to mislead. It is a clear part of the phenomenon of false information.

Of the claims that met this definition, some were ‘clickbait’ reports created to attract an audience, for revenue or gratification, not to achieve a wider social or political effect. This type of fake news is, in a sense, analogous to that described in a famous 2005 essay by the analytical philosopher Harry G. Frankfurt, who identified what he termed ‘bullshit’ as information aimed not at persuading an audience of any particular understanding, but ‘unconnected with … unconstrained by a concern with truth’.18

The second form of fake news identified in the database comprised entries using false information in pseudo-journalistic format to further a political or social goal. One case, for example, was a faked version of a newspaper front page in Cameroon, crafted by supporters of an insurgency to make it appear the newspaper was supporting their separatist agenda. A majority of the ‘fake news’ entries in the database were created for just such political or social reasons.

While the cases of fake news studied thus differed in their motivation – financial or political – they all used traditional journalistic language and formats either to draw an audience, or to harness or affect the credibility of a real or fabricated media house to meet their goal. This use of a pseudo-journalistic format is what distinguishes fake news from information fabricated in other formats. Since 2016, however, the label ‘fake news’ has been liberally applied by academics, politicians and commentators to diverse form of false information – both to blatantly fabricated information distributed on social media and low-quality news websites, and to false or misleading claims from public figures and organisations spread in traditional media and in offline community, business and political settings. And this imprecision in the use of these labels, not only in the media and among politicians but also among scholars, has contributed to some of the disagreement about misinformation consequences referred to above – that is, researchers using similar terms to refer to research effects of very different things. Only if restricted to being used as it should be will the term serve a useful purpose, exposing both the intent to deceive with false information and how it seeks to achieve its goals.Page 19 →



Misinformation: A Term for False Information Created by Mistake, False Assumption

While the expression ‘fake news’ is disputed by many scholars, academics and practitioners are accepting of the term ‘misinformation’, at least in English. From its first known appearance in print, in a text written by an English clergyman in 1587,19 the term misinformation has always connoted false information. What has not always been clear is the basis on which the judgement of falsity is made, how and by whom. The challenge for those who study the phenomenon has been, as communication researchers Emily Vraga and Leticia Bode noted in 2020, defining it in a ‘consistent and coherent way’.20

An important step toward a useful definition came more than twenty years ago when the political scientist James Kuklinski and colleagues identified people as ‘misinformed’, as distinct from ‘ignorant’, when they ‘confidently hold wrong beliefs’.21 Misinformation by this definition is information that causes or reinforces a ‘confidently held wrong belief’. But who might establish a belief to be ‘wrong’ and on what basis, remained unclear, however. And as English moral philosopher Bernard Williams noted in Truth and Truthfulness, in 2002, while society may, on the one hand, show ‘an intense commitment to truthfulness – or, at any rate, a pervasive suspiciousness, a readiness against being fooled’, at the same time, it demonstrates ‘an equally pervasive suspicion about truth itself: whether there is such a thing; if there is whether it can be more than relative or subjective’.22

In 2010, the American political scientists Brendan Nyhan and Jason Reifler took a step toward addressing this, defining misinformation as a factual claim or claims ‘not supported by clear empirical evidence and/or expert opinion’.23 Seven years later, misinformation researchers Claire Wardle and Hossein Derakhshan went further, identifying misinformation as information shown to be false but ‘not created with intention of causing harm’.24 And since that time, broadly similar versions of this definition have been widely, but not universally, adopted by practitioners and academics in many parts of the world.25

The primary area of disagreement remaining is over the presumption of the intention, or lack of intention, of those who create the information to deceive. In a report for the UN’s education and cultural agency UNESCO Page 20 →in 2020, computer science and journalism researchers Kalina Bontcheva and Julie Posetti disputed the very concept of misinformation. Even if false information is ‘on occasion’ shared without intention to mislead, ‘it is evident that the content at hand often owes its origin to others’ deliberate acts of disinforming citizens with harmful intent,’ they argued.26 For those, like the author, who believe false information is often created and shared more through error or false assumptions than malign intent, Bontcheva and Posetti’s argument points, nevertheless, to two notable difficulties with the term misinformation. Firstly, the intentions of those who create false information are not necessarily the same as those of the people who subsequently spread it. Secondly, information accuracy can change over time.

In many languages, just one word is used for different types of false information defined in languages such as English, Arabic, or Indonesian by two. Spanish, for example, uses the term ‘desinformación’ to refer to false and misleading information regardless of whether or not it is intended to mislead. Portuguese uses ‘desinformação’ the same way. ‘We do not find misinformation and disinformation useful distinctions,’ a leader of one Latin American fact-checking organisation told the author. French fact-checkers use the terms désinformation for false information, and intox, which best translates as ‘fake news’. The term misinformation is ‘a very English concept’, one French fact-checker told the author.27 Persian also uses just one term, normally translated as ‘incorrect information’.


The Arabic term – ‘الخاطئة المعلومات’ – translates as ‘misinformation’ and ‘المضللة المعلومات’ translates as ‘disinformation’. Persian uses just one term – ‘نادرست اطلاعات’ – for both, and translates as ‘incorrect information’. Indonesians use multiple different words from misinformasi and disinformasi to kabar kibul and hoaks.


Examining evidence about those who created and spread the cases of false information studied for this book,28 I found that, though they may not have been intended to deceive by those who promoted the claim, several had originated in disinformation, as Bontcheva and Posetti suggested. In Nigeria, for example, news website Sahara Reporters reported Page 21 →as fact a false claim about Nigerian President Muhammadu Buhari that had indeed been fabricated to deceive. While it is, of course, possible that the website knew the claim it published was false, there was no proof this was the case. A few days later, news sites in several countries reported as fact, again with no proven intent to mislead, a claim fabricated by a network of fake news sites about Rwandan President Paul Kagame. Again, there was no evidence that the genuine news sites which published the claim knew it was false, but it had, indeed, originated on fake news sites set up to mislead (Case 1.1).

In total, in eleven of the 250 cases I studied, I identified the claim as misinformation which had originated in some form of ‘fake news’ or disinformation. The phenomenon thus does occur, when disinformation is originated to mislead, and then actively promoted by individuals or organisations who do not or may not know it to be false. And in many cases, while such false claims are not actively promoted by news groups or website they are shared online by ordinary individuals. However, given the eleven claims I identified amount to under 5 per cent of cases examined, the claim that most false information ‘often owes its origin to others’ deliberate acts of disinforming citizens with harmful intent’ is not supported by the evidence.

In around one-sixth of the cases, in fact, evidence in the fact-checks suggests simple errors or failures of understanding caused or contributed to the creation and sharing of the false claim. In July 2019, for example, a newly appointed minister in South Africa gave an interview to a broadcaster about what officials term ‘bogus marriages’, a loosely defined category that comprises both marriages of convenience – agreed for an ulterior motive – and fraudulent marriages – obtained without the knowledge or consent of one of the parties. The new minister referred to the data as showing all suspect marriages as ‘fraudulent’ but when the difference was pointed out, admitted he had used the wrong term. There was no evidence of intention to mislead (Case 1.2).

Other database entries examined were proven incorrect but considered essentially true by those who spread them, even after facts revealed the claim to be inaccurate. The distinction between what can be considered true or not in such cases is less concerned with literal definitions and more with what constitutes ‘real truth’. Since the 1970s, French Page 22 →philosopher and cognitive scientist Dan Sperber has argued for a distinction between what he terms ‘factual beliefs’ that reflect verifiable strict reality and ‘representational’, ‘cultural’, or ‘symbolic beliefs’ that could be called an ‘opinion’ and are not held to the same epistemic standards.29 In a case in the database, a Kenyan journalist shown evidence a video that he believed showed poor conditions in Kenyan schools was actually filmed in Nigeria, insisted his belief was still substantively correct. ‘Fact is, there could be worse cases in Kenya, and it does not matter where it is … I stand by my tweet,’ he wrote (Case 1.3).


Misinformation – Factors That Play a Role in Origin of False Claims



Case 1.1 – False claim that originated as disinformation shared with no proven intent to mislead

Tendai Dube, ‘No, Rwanda’s Paul Kagame did not tell journalists that South Africa should be removed from the African Union’, AFPFactCheck, 20 September 2019, https://factcheck.afp.com/no-rwandas-paul-kagame- did-not-tell-journalists-south-africa-should-be-removed-african- union.



Case 1.2 – Inadvertent error in a broadcast interview

Taryn Khourie, ‘Over 2,000 phoney marriages reported in South Africa, but only 1,160 “truly fraudulent”’, Africa Check, 16 July 2019, https://africacheck.org/fact-checks/reports/over-2000-phoney-marriages- reported-south-africa-only-1160-truly-fraudulent.



Case 1.3 – Source recognises claim in accurate but sees it as broadly true

Mary Kulundu, Monique Ngo Mayag, and Mayowa Tijani, ‘Social media posts have located this flooded classroom in various African countries. It was actually filmed in Nigeria’, AFPFactCheck, 31 October 2019, https://factcheck.afp.com/social-media-posts-have-located-flooded-classroom-various-african-countries-it-was-actually-filmed.



Case 1.4 – Lack of clarity by source causes false inference by audience

Mary Kulundu, ‘Protesters set fire to Burkina Faso’s parliament in 2014. Why is it trending in Kenya now?’ AFPFactCheck, 12 July 2019, https://factcheck.afp.com/protesters-set-fire-burkina-fasos-parliament-2014-why-it-trending-kenya-now.



Case 1.5 – Lack of transparency by source causes false inference by the audience

Anne-Sophie Faivre Le-Cadre, ‘Ces photos ne montrent pas des détenus au Sénégal mais les conditions de détention y demeurent “extrêmement préoccupantes”’, AFPFactuel, 6 September 2019, https://factuel.afp.com/ces-photos-ne-montrent-pas-des-detenus-au-senegal-mais-les-conditions- de-detention-y-demeurent.



Case 1.6 – Potential motivation but intent to mislead unproven

Tendai Dube, ‘An old image of the trial over the Zuma assassination plot is circulating online again’, AFPFactCheck, 23 July 2019, https://factcheck. afp.com/old-image-trial-over-zuma-assassination-plot-circulating- online-again.


Page 23 →In total, I found clear evidence in more than 60 per cent of the cases examined suggesting that the information was false or misleading either as the result of an error or false assumption, or, at the most, was not proven to be intended to deceive.

During a heated political debate in Kenya in 2019, for example, a well-known radio host posted a link to a news report published five years earlier on the BBC about a violent protest in Burkina Faso. The message did not claim the report was recent, however, many readers inferred the incident had just occurred: a false assumption by an audience, not proof of the radio host’s intent to deceive (Case 1.4). The same happened months later when a prominent Senegalese opposition Page 24 →leader illustrated a blog post about prison conditions in Dakar with a photo of prisoners crowded in a cell. The politician did not state that the photo – of similar scenes in a prison in Malawi – had been taken in Senegal but many readers assumed that it did: again a false assumption by the audience and not proof the politician intended to mislead (Case 1.5).

Other fact-checks provide examples of claims that may well have been created with intent to mislead but proof of intention was lacking. In South Africa, for example, supporters of former President Jacob Zuma circulated courtroom photos they said showed South African media were censoring news of the trial of four men for plotting to assassinate the former president. The media had, in fact, provided coverage of the trial when it took place five years earlier. While those who claimed an ongoing trial was not receiving due coverage may have known their claim to be false, there was no proof this was the case. As the response of the Kenyan audience to the post about earlier events in Burkina Faso showed, people make mistakes and a potential motivation is not proof of intention to mislead (Case 1.6).

Taking evidence from the database as a whole it is clear that, as Bontcheva and Posetti suggest, false information shared without intention to mislead does, on occasion, originate as disinformation. More commonly, however, it originates and is shared in error, false assumptions are made, or it may be intended to deceive but this cannot be proven. This matters, first, because since 2016, governments across the world have introduced or amended legislation to penalise publication of information they find to be false, with intention to deceive assumed, often wrongly.30 Second, understanding the intention of those who create and spread false information helps make for effective responses. Other things being equal, if false information spreads through error, not intent, interventions that cause audiences to pause and think may reduce its spread. Individuals who make mistakes may be persuaded to correct their mistake in a way that those who spread false information to deceive will not. On this basis I argue that, misinformation – a term considered misleading by some and redundant in many languages – is neither of these things, and, if precisely defined, can be useful in explaining the phenomenon.Page 25 →



‘Disinformation’: False Information Intended to Deceive for Political or Social Effect

While disinformation is defined, in English, as false or misleading information intended to deceive, not all information intended to deceive is disinformation. A magician deceives to entertain their audience. A satirist makes a false claim to reveal a perceived deeper truth. Disinformation is different. It is false information intended to deceive an audience for political or social effect.

The word ‘disinformation’ first appeared in English as a transliteration of the Russian word ‘dezinformatsia’ (or ‘дезинформация’) – used by Soviet officials for a programme of covert information activities post-Second World War, aimed at influencing public and official opinion abroad.31 The first known appearance of the Russian term in print came in 1949. The first known use of the term in French came five years later, followed a year later in English. Whatever its origins, there was nothing remotely new about governments disseminating false information to mislead officials and influence public opinion.

In recent years, many have conflated the term disinformation with others such as ‘propaganda’, defined in 1927 by the American political scientist Harold Lasswell as ‘the management of opinions and attitudes by the direct manipulation of social suggestion’.32 This overlaps closely with many people’s definition of disinformation. For professors of communication Garth Jowett and Victoria O’Donnell, however, the term propaganda refers to ‘the deliberate, systematic attempt to shape perceptions, manipulate cognitions and direct behavior to achieve a response that furthers the desired intent of the propagandist’.33 While this definition would fit many people’s understanding of disinformation, there is nothing in it that requires that propaganda is false or misleading. To avoid confusion, I thus use the term propaganda sparingly in this study.

For fact-checkers, researchers and platforms, the hardest aspect of identifying information as disinformation is often not establishing the claim as false or misleading, but identifying who originated the claim and whether or not they understood it to be false. In many cases, false information comes from an unknown source and they must use a variety of methods to identify those behind covert campaigns. Page 26 →These range from informed speculation, based on establishing cui bono, or who might benefit, from the false understanding caused to use of technical forensics and analysis of the particular tools and techniques used to spread the claim.

Whether or not it is possible to identify the origin of a false claim, a review of the database reveals two broad forms of disinformation that can be established by content analysis alone – both involving one or other form of fabrication or doctoring of the content published. The first is imposter content; false or misleading text or images presented to impersonate the name, brand, or style of an individual or organisation, without their knowledge or consent. When a middle-aged man dressed in a Red Cross uniform to declare an Ebola outbreak, in a video posted online in 2019 in the Democratic Republic of Congo, he dressed in a fake Red Cross uniform to deceive his audience (Case 1.7). Those who mimicked the look, name and style of an opposition website in Eritrea and used the platform to publish pro-government reports also knew what they had done, and intended the deception (Case 1.8).


Disinformation – Evidence of Intent to Mislead



Case 1.7 – Video of man in fake Red Cross uniform – intended to deceive

Monique Ngo Mayag, ‘Le virus Ebola arrivé à Kinshasa? La Croix-Rouge et les autorités démentent’, AFPFactuel, 1 August 2019, https://factuel.afp.com/le-virus-ebola-arrive-kinshasa-la-croix-rouge-et-les-autorites-dementent.



Case 1.8 – Activists create lookalike website – intended to deceive

Amanuel Neguede, ‘Popular “Eritrean Press” Facebook page warns readers against copycat version’, AFPFactCheck, 11 December 2019, https://factcheck.afp.com/popular-eritrean-press-facebook-page-warns- readers-against-copycat-version.



Case 1.9 – Activists fabricated polling figures – intended to deceive

Mary Kulundu, ‘Ignore these “polling figures” on the popularity of Kenya’s possible presidential contenders – they didn’t really come from IPSOS”’, AFPFactCheck, 3 July 2019, https://factcheck.afp.com/ ignore-these-polling-figures-popularity-kenyas-possible-presidential-contenders-they-didnt-really.



Case 1.10 – Activists doctored video– intended to deceive

Mayowa Tijani, ‘No, London buses are not carrying adverts saying that Buhari rigged Nigeria’s election’, AFPFactCheck, 14 August 2019, https://factcheck.afp.com/no-london-buses-are-not-carrying-adverts- saying-buhari-rigged-nigerias-election.



Case 1.11 – Activists fabricated quotes – intended to deceive

Jennifer Ojugbeli, ‘Obasanjo did not say there will be a second war in Nigeria’, Africa Check, 5 July 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/obasanjo-did-not-say-there-will-be- second-war-nigeria.


Page 27 →And today, with developments in artificial intelligence enabling the creation of increasingly realistic video, audio and human-like text, the creation of this sort of deceptive imposter content is easier than ever before.

A second type of disinformation identifiable by content analysis alone, is information this is fabricated or doctored to distort audience understanding of the facts. Reviewing the cases in the database, the intention to deceive of those who fabricated polling data about political candidates in Kenya, and presented this under the logo of a respected company, is clear (Case 1.9). The same is true of those who doctored a video of a London bus to suggest it had carried a political advert about recent Nigerian elections. The doctoring of the video was inherently intentional (Case 1.10). This was also the case for those who fabricated Page 28 →quotations or descriptions of events that had not occurred (Case 1.11). Evidence of the fabrication or doctoring quotations or descriptions is also proof of intent to deceive.

Other means to prove intention to deceive are more complex. One indicator of a source’s possible intention to mislead may be the refusal to correct claims when presented with indisputable evidence a claim was false. While many studies show that individuals can persist in holding false beliefs for months or years,34 research indicates that most people will, while not changing their overall view, change a false factual understanding if presented with persuasive corrective information.35 In such cases, persisting in a false factual claim may be inferred to be intentional. This does not, however, amount to incontrovertible proof.

Other forms of proof exist, however. Three decades ago, documentary evidence emerged that tobacco companies that disputed the carcinogenic effects of smoking knew that their claims were false.36 Similar evidence emerged more recently showing energy companies have understood the role of fossil fuels in causing climate change for decades yet have sown false doubt about the science.37 This sort of proof of a source’s knowledge is hard to obtain but, when found, can provide evidence of disinformation.

Even in cases where it is possible to identify the origins of false information and prove it was known to be false, establishing motivation may still be complex, however. In 2018, a high-level group of experts brought together by the European Union declared disinformation to be false information designed ‘to intentionally cause public harm or for profit’.38 The definition is flawed in two ways. First, identifying false information created with intent to profit financially as disinformation would also cover other types of false information – such as frauds and scams – which most would not identify as disinformation. Second, while it may be the intention of disinformation campaigns to sow division or unrest in enemy states to cause what they would recognise as ‘public harm’, disinformation has long been seen by many protagonists as a legitimate tool used for the good of a justified cause. It can be right for rulers to use falsehoods ‘when helpful’ the philosopher Plato argued in The Republic in 375 BCE.39 German-American philosopher Hannah Arendt, in 1972, argued: ‘Truthfulness has never been counted among the political virtues Page 29 →and lies have always been regarded as justifiable tools in political dealings.’40 Social and political movements spreading false information often “genuinely believe that they are working for the greater good,” journalist Peter Oborne wrote in 2005.41 Allied commanders in the Second World War believed themselves justified using false information to deceive German commanders about plans for the D-Day landings that turned the course of the war in their favour.42 They, and many since, viewed their actions as spreading disinformation for the public good.

Noting these reservations, it can still be useful to recognise disinformation as intentionally deceptive, and aimed at a political or social goal. In a study published in 2023, the communication researchers Xinyan Zhao and Stephanie Tsang showed that audiences perceive information that has been fabricated to deceive as ‘more false’ than claims that are merely ‘misleading’ or taken out of context.43 Identifying information as not merely false, but false and intended to deceive may, thus, be more effective in correcting a false understanding, than calling everything misinformation. For this reason, I thus define disinformation as information that, according to the best evidence and expert opinion publicly available at the time, is false or misleading, and can be shown to have been known to be so by those who created or spread it for political or social effect – leaving aside the question of whether they considered the effect to be beneficial or harmful for society overall.



Identifying the Ways That ‘False’ Information Misleads Can Counter Its Effects

As useful as they are for understanding both the basis on which information is identified as false and what is or may be known about intention to deceive, the terms misinformation and disinformation, both however share one flaw in common with the label fake news so criticised by many academics and practitioners. All three identify information as being false or misleading but do engage with the way in which the claim creates a false or distorted understanding, or what it is that is false or misleading about it.Page 30 →

Assessing cases examined in the database of this study, I identified ten ways in which information that is in some way false or inaccurate may undermine audience understanding, starting with what we might call ‘known unknowns’. When public figures present an unproven claim as known fact, they misrepresent what is or was known about the situation or event, at the time. When Nigerian Women’s Affairs minister Pauline Tallen told an audience in November 2019 that two million rapes occur every year in Nigeria, there was no reliable data to back up the claim. Whether the figure was an over- or under-estimate the minister caused a false understanding about what was and was not known about the level of sexual violence (Case 1.12).

If properly understood, satire is not disinformation but, rather, makes a false or exaggerated claim to reveal a deeper truth about an individual or society. However, when a false claim that originated as satire is taken to be true, the effect can be to cause or reinforce a misunderstanding. When a social activist in Nigeria deliberately misidentified a group of individuals arrested by police in south-east Nigeria to satirise southern attitudes to northern Nigerians, for example, her point was lost on many readers. Among these readers, her satire reinforced the false understanding she sought to expose (Case 1.13).

Authentic content that is labelled, attributed, or identified in a false or misleading way – mislabelled, misattributed or misidentified content – is one of the most common forms of false or misleading information identified by fact-checkers. When two French military helicopters crashed in Mali in 2019, killing thirteen, for example, critics of the former colonial power circulated photos from previous crashes and images taken from video games and labelled them as showing the crash site to create a false understanding of the event (Case 1.14).

Other forms of misinformation contain an element of truth but lack crucial details or context and reframe meaning in a way that is substantively misleading. In September 2019, for example, a wave of violence broke out in South Africa targeting African nationals. Days later, a video of a former minister making negative remarks about foreigners circulated widely and was presented as the government’s view. The video was authentic but the events shown dated from two years earlier, Page 31 →the minister had since been dismissed, and the views he expressed had been repudiated. The video was authentic but the understanding it caused was wrong (Case 1.15).

Claims may also contain an element of truth but, if overstated or understated, create an understanding that is false. In 2019, for example, officials in Kenya claimed that all Kenya’s forty-seven county governments had allocated more than 20 per cent of their spending to public health. Most had done so, a few had fallen far short, and the claim created a false understanding (Case 1.16). Other claims conflate situations to create or reinforce a false understanding. When two road accidents took place one weekend in Bloemfontein, South Africa, for example, news reports conflated the accounts and created a false understanding that preferential treatment had been given to a politician involved in one of the incidents (Case 1.17).

Not only is much authentic content mislabelled or misidentified. It can also be partially or entirely fabricated or doctored. At one end of the spectrum, this means entirely fake video and audio can be used to distort understanding of the people and events shown. More commonly, at the moment at least, it means the use of doctored still images and videos and fabricated quotations that change the content’s meaning. In 2019, for example, separatists in Nigeria doctored a 2006 photo of then Georgian President Mikheil Saakashvili addressing the European Parliament, replacing his image with that of the main Nigerian separatist leader (Case 1.18). As described above, imposter content can be used either to harness or harm the reputation of an individual or organisation, such as the copycat version of an opposition news website in Eritrea, created to spread pro-government reports about events in the country (1.19).

For all that most of the different forms of false or misleading information described above thus contain at least an element of accurate information, presented in a way that distorts the understanding caused, many claims are simply false – claims sitting in total contradiction with clear ‘brute facts’. In numerous cases I examined, no element material of the claim was accurate. For example, for two years from 2017 onward, separatists in Nigeria spread an entirely false claim that the country’s Page 32 →President Muhammadu Buhari had died and been replaced in government by a foreign body-double, a man identified as ‘Jibril from Sudan’, thereby making the government illegitimate under the constitution. The claim was entirely made up. Buhari was alive. He ran for office and won again in 2019. There was no stand-in from Nigeria or Sudan (Case 1.20).

As essential as our understanding of the effects of false information in this granular form – the specific false or misleading claim – is to our understanding of misinformation, it is important also to understand the cumulative effects of false claims and narratives made through what online platforms term coordinated inauthentic behaviour: the operation of a disinformation network of inauthentic online accounts – or ‘sock puppets’ – that repeat and spread multiple claims to increase their potential for effect.44

Numerous studies, conducted over decades, have shown that repeating information and creating cohesive narratives increases the effect of distinct and related claims, whether true or false, on factual understanding. During the Second World War, the psychologists Floyd Allport and Milton Lepkin established the first clear evidence of the power of repetition to persuade an audience a particular claim is true: identifying what became known as the ‘illusory truth effect’.45 Such findings have been replicated in multiple studies since, showing that repeated exposure to false information ‘can increase belief in that misinformation’,46 including belief in highly implausible statements such as that ‘the earth is a square’ or that ‘elephants run faster than cheetahs.’47

The false claim that President Buhari had died in 2017, for example, was not a unique false claim, but was repeated via hundreds of linked, coordinated online accounts, operated by supporters of a separatist movement opposed to the Buhari government. Understanding the coordination is key to understanding the spread and effect (Case 1.21). In total, the 250 cases studied in the database fed into more than forty broad false narratives, ranging from claims exaggerating the threat of crime in South Africa, to claims overstating the health risks of vaccines or identifying foreign powers as supporting the separatist movements in Nigeria and Cameroon.


Different Ways in Which a Factual Claim may be False or Misleading



Case 1.12 – Unproven claim

Kunle Adebajo, ‘Are 2 million Nigerians raped every year? Here’s what we know’, ICIR/FactHub, 3 December 2019, www.icirnigeria.org/fact-check-are-2-million-nigerians-raped-every-year/.



Case 1.13 – Satire seen as true

Mayowa Tijani, ‘These are not Fulani herdsmen captured for armed robbery in southeast Nigeria’, AFPFactCheck, 22 August 2019, https://factcheck. afp.com/these-are-not-fulani-herdsmen-captured-armed-robbery-southeast-nigeria-its-satirical-post.



Case 1.14 – Mislabelled content

Anne-Sophie Faivre le Cadre, ‘Tour d’horizon des infox sur le crash d’hélicoptères au Mali’, AFPFactuel, 28 November 2019, https://factuel.afp.com/tour-dhorizon-des-infox-sur-le-crash-dhelicopteres-au-mali.



Case 1.15 – Misleading claim

Mayowa Tijani and Tendai Dube, ‘This video of a South African minister blasting immigration was filmed in 2017 and he’s since been replaced”, AFPFactCheck, 4 September 2019, https://factcheck.afp.com/video-south-african-minister-blasting-immigration-was-filmed-2017-and-hes-been-replaced.



Case 1.16 – Over/understated

Alphonce Shiundu, ‘Claims on Kenya’s counties: fact-checking the State of Devolution Address’, Africa Check, 25 July 2019, https://africacheck.org/fact-checks/reports/claims-kenyas-counties-fact-checking-2019-state-devolution-address.



Case 1.17 – Conflated facts

Vincent Ng’ethe, ‘ANC official not arrested for hit-and-run in viral video – but he was arrested for crash on same weekend’, Africa Check, 26 July 2019, https://africacheck.org/fact-checks/spotchecks/anc-official-not-arrested-hit-and-run-viral-video-he-was-arrested-crash-same.



Case 1.18 – Doctored content

Mayowa Tijani, ‘This photo has been edited to falsely show Nigerian separatist leader Nnamdi Kanu addressing the European Parliament’, AFPFactCheck, 20 September 2019, https://factcheck.afp.com/photo-has-been-edited-falsely-show-nigerian-separatist-leader-nnamdi-kanu-addressing-european.



Case 1.19 – Imposter content

Amanuel Neguede, ‘Popular “Eritrean Press” Facebook page warns readers against copycat version’, AFPFactCheck, 11 December 2019, https://factcheck.afp.com/popular-eritrean-press-facebook-page-warns- readers-against-copycat-version.



Case 1.20 – Outright false claim

Temilade Onilede, ‘Picture on Buhari’s Death Is False!’ Dubawa, 26 August 2019, https://dubawa.org/picture-on-buharis-death-is-false/.



Case 1.21 – Coordinated inauthentic behaviour

Mayowa Tijani, ‘A separatist group said images of Buhari arriving in Japan were fake. But AFP photos show he did attend Yokohama summit’, AFPFactCheck, 2 September 2019, https://factcheck.afp.com/separatist-group-said-images-buhari-arriving-japan-were-fake-afp-photos-show-he-did-attend-yokohama.Page 34 →Page 33 →




Page 35 →Why These Definitions Matter

If fact-checkers, researchers, policymakers, platforms wish to understand the nature of the challenge posed by information disorder, it is essential to start by defining terms in consistent, coherent ways. While I agree with many that the terms ‘fake news’, ‘misinformation’ and ‘disinformation’ are all flawed, I argue they can and do serve a useful purpose, if carefully defined and applied.

Properly understood, the term ‘fake news’ can serve a useful end in establishing both the intentionality and nature of a deception, while the terms ‘misinformation’ and ‘disinformation’ establish the basis on which information is identified as false or misleading and may, in some cases, assist understanding of the factors that drove the claim’s creation and spread that make it easier to counter.

All three phrases, however, suffer the flaws of overuse and imprecision; they declare information to be false or misleading with no requirement for those that use them to engage with the way in which the claim is false. And if the goal is to counter the negative effects of false information, it is necessary to clearly identify not only the way in which it is false but also the way in which it distorts our understanding, from claims that are unproven but stated as fact to claims that mislabel or lack context or conflate facts. Identifying not only the way in which it is false but also the way in which it is false requires those who dismiss it to engage with the evidence about the claim made and this makes it harder for people to dismiss information that is true or mostly true as something that is false or fake. Acknowledging the element or elements that are accurate in a false claim, and explaining why the claim is still misleading, is also a more effective way of correcting a false understanding than simply stating that it is misinformation.

At the same time, to understand the nature and effects of false information, it is also important to understand the history and evolution of false information – what we know of the tools used now and over time to disseminate false claims, the topics on which false claims can and do occur, and the different channels and settings online and offline in which different forms of false information spread, why and with what effect. And it is important to understand the range of extra-communication Page 36 →factors from the status of the source, the channels or settings in which it appears, the different responses of different types of audiences, and the context to the mechanisms by which decisions are made, that influence whether false information has a substantive potential to cause or contribute to particular consequences for individuals and society.







Page 37 →Chapter 2

 Where and When False Information Has Effect: Why Setting and Context Matter

If fact-checkers, policymakers and platforms define false and misleading information with care, but take a narrow view of where and how it circulates and has effect, they will still fail to understand, and counter its negative consequences for individuals and society. Responses to misinformation have broadened in recent years but the field still demonstrates both a lack of historical grounding and a narrow focus on false information spread on a small number of important online platforms, as researchers such as Camargo and Simon, among others, have noted.1

The historical view of misinformation tells us false and misleading information has circulated as long as people have communicated, starting with falsehoods daubed in paint on cave walls, voiced in conversations on street corners, printed in books and pamphlets, emerging in talks and speeches at political assemblies, in information fed into government and business meetings and spread widely in print and broadcast media.

Since the political upheavals of 2016, from the Philippines to the United States, governments around the world have introduced or amended dozens of laws and regulations to penalise the spread of what they declare ‘false news’ online. This has happened in countries from Malaysia and Russia2 to Ethiopia and Brazil.3 The European Union and United Kingdom have each introduced legislation aimed at countering harm they say is caused by false and malicious information – respectively the Digital Services Act4 and Online Safety Act.5

Addressing false information online is seen as an effective, overall response to the challenge posed by information disorder. In June 2022, Page 38 →EU Commission Vice President Věra Jourová declared the European bloc’s new code of practice for online platforms a ‘comprehensive answer to disinformation’, though it related only to digital misinformation.6 Fact-checking organisations, which once focused on accuracy in political debate in elite settings and traditional media, pivoted after 2016 to put debunking false online claims at the centre of their work.7 Many media literacy initiatives took the same approach, focused on training students to identify the tell-tale flaws in fake websites, and the teaching of OSINT skills such as geolocation of images and reverse image search.8 The creation and spread of false information is, however, a much older phenomenon than this approach suggests and its history holds lessons for how we might better understand the situation we face today.



An Evolution In Misinformation: From Artwork and Books to Fax and Digital Messaging

If art historians are to be believed, the first false or misleading images made by our distant ancestors may date back 30,000 years, or more, to the ‘ferocious bison on the cave wall … an audacious boast on the part of a prehistoric hunter’.9 Since the development of cave paintings, society’s means of communication have evolved a long way, passing through the emergence of the written word to the invention of the printing press and on to print and broadcast media. And with each evolution, these new tools have been used to spread information, true and false, further and faster than ever before.

In 33 BCE, Octavian, the adopted heir to Roman general Julius Caesar, was vying with his rival Marcus Antonius to succeed Caesar. Antonius was seen by many Romans as a hero and Octavian decided to use false information to undermine support for his adversary. First, he read aloud in the Senate a document, the true origins of which are still disputed, that suggested falsely that Antonius planned to leave his lands to three children he had fathered with Cleopatra, the queen of Egypt – an act regarded as treachery in Rome. Second, Octavian had silver coins made with the heads of Antonius and his lover shown on either side and messages hammered into the rim depicting his rival as a womaniser Page 39 →and drunk. The false claims stamped into every coin used were an early example of a disinformation campaign.10

While silver coins were used for disinformation in ancient Rome, a Franciscan preacher named Bernardino da Feltre used sermons to his congregation to disseminate antisemitic falsehoods in Trento, northern Italy, centuries later. Following the disappearance of a two-and-a-half-year-old child in 1475, the Franciscan falsely claimed members of the local Jewish community had abducted and murdered the missing infant. Lay authorities in Italy believed da Feltre’s falsehoods and acted on them: detaining, torturing and executing fifteen Jewish men at the stake – victims of a false claim spread by spoken word in a religious setting.11

A few years earlier, German craftsman Johannes Gutenberg had changed the history of communication with a seemingly simple invention: the moveable-type printing press. Over the course of a few years, the revolutionary device spread to a dozen European countries, greatly increasing the speed and ease with which publishers could produce books and pamphlets. Between 1462 and 1500, the number of printing workshops using the new technology across Europe rose from four to 1,700. Over the course of five decades, print shops produced more printed books than had been published in total until that time.12 When a German clergyman, Heinrich Kramer, wrote a book, the Malleus Maleficarum, in 1486, laying out a series of false factual claims about witchcraft and prescribing ways to identify and punish witches, the publisher’s ability to print and distribute the work across Europe caused Kramer’s delusions to have great impact. For two centuries, the writer’s false claims gave village heads and church authorities across Europe excuse to persecute, torture and murder thousands of marginalised people, mostly women, whom village and church leaders wanted rid of. In total, an estimated 45,000 people were killed for this reason.13

When the first regular daily newspapers began to be transported by railway as trains replaced carts in the nineteenth century, the information they published could travel further, faster than ever before. When it did so, newspapers became a faster and more effective way to deliver not only information that was true, but also false news. And, then as now, those responsible were not always journalists. In 1782, Benjamin Franklin, one of America’s founding fathers, ordered a mocked-up Page 40 →image of a newspaper, the Boston Independent Chronicle, featuring a false report crafted to undermine support for a peace deal that he opposed.14

Just over fifty years later, New York newspaper The Sun published what is now considered the world’s first large-scale ‘fake news’ hoax, printing six articles it claimed falsely were based on research published in the Edinburgh Journal of Science by respected astronomer Sir John Herschel. Beautifully illustrated with drawings of batlike humanoids, bearded unicorns and bipedal beavers, the reports – which became known as the ‘Great Moon Hoax’ – claimed falsely to reveal the discovery of life on the moon and caused a huge surge in sales.15

Evolution in communication continued with the emergence of film and radio. When US radio stations broadcast a 1938 radio adaptation of H.G. Wells’ book War of the Worlds, the simulated news reports of a planetary invasion were understood rightly to be entertainment by all but a few hundred of the listeners. Those who took the simulated news reports seriously, however, were duly alarmed. Media reports of the alarm the programme caused then exaggerated the impact of the event and reinforced fears among politicians and others that the new medium was a powerful tool capable of reaching and influencing the understanding and behaviour of millions of people, live.16 Over the following decades, film, radio and television would all come to be used for disseminating news and propaganda for governments of all colours, from radio broadcasts by Nazi authorities in Germany, and across Europe, during the Second World War, to Russian state-run television promoting the Kremlin’s view of the war against Ukraine that began in 2022.17

Around the world, authorities have long expressed concern about the effects and potential effects of false information on public opinion and behaviour, and responded by banning and punishing publication of information they deem untrue. Publication of reports that ‘scandalized the King or the great men of the realm’ were criminalised in England in 1275. In 1536, a later English king, Henry VIII, decreed a ban on writings containing ‘open and manifest errors and slanders’. The same approach has been taken again and again, before and since, by authorities around the world.18

One source of comfort to authorities alarmed by the spread of false information was, nevertheless, that the different tools of communication described above – from false claims displayed in wall paintings, Page 41 →hammered into coins, or spread in books, or on film, radio and television – all required either considerable time or resources or both to publish and distribute their claims. The fantastical delusions of a witch-hunting cleric or the political propaganda of a radio station took time and resources to bring before a wide public. The ownership and operation of newspapers, film, radio and television was beyond the reach of most members of the public, and could be quite easily controlled by the authorities. The development of telecommunications and devices such as the fax machine and photocopier in the late nineteenth and early twentieth centuries, however, enabled members of the public to communicate directly with ever wider audiences, at greater speed, than ever before. And then emerged the changes of the digital era.



Effects in Africa: From the Banal to Apartheid, Genocide and Harm to Public Health

False claims and misleading narratives have emerged, over time, in every part of the world, from political falsehoods to myths about subjects ranging from daily life to history, the fourteenth-century Arab historian and polymath Ibn Khaldun famously recorded. ‘There are various reasons that make this unavoidable … Prejudice and partisanship obscure the critical faculty and preclude critical investigation,’ he wrote.19 The same is true in the spread of false information both online and offline today. And, in Africa, from which much of the evidence for this book comes, the consequences of false claims have ranged, over the years, from mundane grievances to shoring up the apartheid regime in South Africa, contributing to genocide in Rwanda and catastrophic effects on public health in South Africa and Nigeria.

*

In 1978, South African Prime Minister Balthazar Johannes ‘John’ Vorster was obliged to resign, first as prime minister and then, a year later as president, over revelations that he had authorised a secret disinformation campaign targeting domestic and foreign opponents.20 In what became Page 42 →known as ‘Muldergate’, or ‘the Information Scandal’, it was revealed that the South African government had operated an unauthorised slush fund of $72 million (equivalent to around $300 million in 2024) to run a covert programme of disinformation aimed at shoring up the apartheid regime. Undeterred by fears of a new scandal, no sooner had outrage died down than the new government established a new secret unit with orders to use false information and rumour to undermine the reputation of and support for those hostile to the apartheid authorities; planting false reports in domestic media and fabricating statements by anti-apartheid activists that would undercut their credibility with supporters and the wider public..

The ‘disinformation … libel and manipulation [was] of such a mischievous type that, in situations of acute unrest, they could lead to murder and other bloodshed,’ the Leiden University historian Stephen Ellis noted in 1998, following revelations about the new unit’s operations.21 Much effort went, with some reported success, into influencing attitudes among foreign leaders and the public overseas ‘smearing the ANC by means of a calculated dirty-tricks campaign, while image-washing the National Party’, Paul Erasmus, a former deputy commander of the unit, known as Stratcom, acknowledged many years later.22

*

In the months leading up the genocide in Rwanda in 1994, leaders of the extreme-nationalist Hutu Power movement used managerial roles in prominent media outlets to spread false factual information and hate speech and to incite genocide and crimes against humanity.23 Chief among these were directors of the ill-famed Radio-Télévision Libre des Milles Collines (RTLM) radio station, found guilty in hearings of the International Criminal Tribunal for Rwanda which took place in 2003, of using false information and hate speech to build support for the genocide that followed.

In February 1994, for example, the radio warned Hutu citizens that the opposition Rwandan Patriotic Front (RPF), a military force led mainly by ethnic Tutsi soldier-politicians, was poised to attack the capital, and murder the majority of its Hutu residents. While it was true that the RPF had advanced on the city, it had no such plans for an attack and mass Page 43 →murder, but the false claims spread alarm and were found to have been instrumental in motivating public participation in the killings of Tutsis that followed. ‘What RTLM did was almost to pour petrol, to spread petrol throughout the country little by little, so that one day it would be able to set fire to the whole country,’ the international tribunal heard.24

*

In 2003, the World Health Organization launched what it hoped would be a final push in a global initiative to eradicate the last world’s last major reservoirs of the poliomyelitis virus, then found in northern India, Pakistan, Afghanistan and Nigeria. The initiative failed after false rumours spread in the community in northern Nigeria that the vaccine had been doctored to add HIV, anti-fertility and carcinogenic agents, and the whole campaign was, in fact, not aimed at tackling polio. It was part of a wider attempt by Western powers to reduce the world’s Muslim population.25

Given negative experiences in the past, and the fact that the four areas where the campaign was taking place had mainly Muslim populations, the rumours convinced a group of powerful northern Nigerian state governors. Nigerians were naturally sceptical about Western firms after past controversies including an ethically flawed trial conducted by US drug company Pfizer in Nigeria in the 1990s, and many in northern Nigeria were suspicious of Western institutions more widely.26 ‘We believe that modern-day Hitlers have deliberately adulterated the oral polio vaccines with anti-fertility drugs and contaminated them with certain viruses which are known to cause HIV and AIDS,’ the head of the Supreme Council for Shariah in Nigeria told Nigerian media.27 The state governors banned the vaccination campaign and by the time the ban was reversed, hundreds of thousands of Nigerians had missed their vaccinations. An outbreak of polio spread rapidly across Nigeria and beyond, leading thousands of people to contract the disease in Nigeria and eight formerly polio-free West African countries. Eventually, the Nigerian strain of the virus was recorded in countries as far away as Yemen, Saudi Arabia and Indonesia. This happened because politicians changed policy on the basis of a false claim. The outbreak changed the lives of thousands of people around the world.28Page 44 →

*

While the rumours that distorted health policy in Nigeria emerged in community settings, the claim that changed health policy in another country first appeared in scientific journals and was debated at a round table before becoming policy. The false notion concerned the links between HIV and AIDS.

In 2000, as the AIDS pandemic was sweeping through South Africa, President Thabo Mbeki discovered an academic paper published more than a decade earlier by a German-American molecular biologist, based at Berkeley, in California. In the paper, Professor Peter Duesberg argued that HIV is not the cause of AIDS. The condition, he argued, the result, in the West, of recreational drug use and in Africa of reduced immunity due to malnutrition and poor drinking water. Attracted by the false claim, Mbeki invited the professor to South Africa and asked him to sit on a 44-member Presidential Advisory Panel on HIV and AIDS.

Days later, Mbeki publicly endorsed Duesberg’s flawed claim. South Africa would not provide antiretroviral drugs (ARVs) to treat AIDS and prevent mother-to-child transmission, the president announced. The country would focus, instead, on poverty eradication and diet instead. The new policy was disastrous. Looking at treatment and mortality data for the period 2000 to 2005, public health researcher Pride Chigwedere and colleagues, at the Harvard School of Public Health, found that ‘More than 330,000 lives … were lost because a feasible and timely ARV treatment program was not implemented in South Africa.’29 And comparing mortality data in provinces run by the ANC with data from the province run by the opposition, another study came to similar findings. ‘If the national government had used ARVs for prevention and treatment at the same rate as the Western Cape … then about 343,000 deaths could have been prevented,’ the study found.30 Both reviews attributed the catastrophic change in public policy to the president’s acceptance of a false health claim.

*

One common element, to all these false claims, is that they all emerged and caused consequences for individuals and society long before the Page 45 →emergence of social media and messaging platforms. And all used primarily non-digital means of communication which are still used to spread false information today. As the philosopher Harry Frankfurt noted in 2005, it was then, ‘impossible to be sure that there is relatively more [‘bullshit’] nowadays than at other times. There is more communication of all kinds in our time than ever before, but the proportion that is bullshit may not have increased.’31

The situation has changed. Since that time, the new tools of online communication that have been developed have done more than simply change the volume of communication. They have changed the rules of public communication, enabling individuals to create and spread information rapidly, often anonymously, and reduced incentives for accuracy. They have added whole new spheres of communication to those used previously, and this explains, at least in part, the focus of research and responses on false information in the digital field.

That said, the primary lesson of the brief history set out above – just a few examples from just one region of the world – is that the dominant focus of research and responses to the spread and effects of false information in the digital space alone, to the exclusion of false information in other settings and contexts, fails to reflect the clear evidence that false information circulating offline – in print and broadcast media, community and religious settings, and parliamentary and official meetings – can and does cause or contribute to serious consequences for individuals and society. And understanding the nature of this false information and its effects requires equivalent levels of research to that on false information spread online.

*



Settings and Contexts of False Information Examined for the Study – From Online Platforms, to Media, to the Street, Business Meetings and Parliaments

Examining the claims studied for this book, I identified twelve different types of channel, platform, setting, or context in which claims circulated – ranging from social media and messaging platforms, to Page 46 →print and broadcast media, placement on street posters and product labels, religious settings and parliamentary meetings. The claims that circulate in these different channels and settings vary not only in terms of format but also in the nature of the communication, the type of claim made, the audience reached, the perceived authority of the source of information and the capacity of the audience to act on the understanding caused and, thus, the potential for consequences to occur.

Since interest in the field of false information surged post-2016, by far the most attention has been paid to the spread of false information on a relatively small number of large social media and messaging platforms – particularly Alphabet’s Google and YouTube, Meta’s Facebook, Instagram, Threads and WhatsApp, Telegram, ByteDance’s TikTok and X, formerly known as Twitter. False claims posted on these platforms also accounted for almost 90 per cent of all entries in the database of this study; this being a reflection of both the relative ease of monitoring information on online platforms, and, in part at least, the financial support given to fact-checkers to verify misinformation on such spaces.32 This might be considered merited given the potential of such platforms for large-scale reach. To consider just one example among the more than two hundred examined, a false claim that South African telecoms provider MTN was giving away gifts to people who followed them online was shared hundreds of thousands of times, with tens of thousands of people responding to the scam promoted (Case 2.1). Other content appeared not as one-off claims but repeated in similar or different versions on multiple platforms, developing or reinforcing strong false narratives about topics from vaccines to the activities of foreign countries.

Though more difficult to monitor than claims appearing on open social media platforms, false claims that spread in group emails and in audio messages sent direct to people’s phones can also reach wide audiences, to great potential effect. After platforms including Meta’s Facebook and Instagram, and later TikTok, stepped up measures to counter the spread of information seen as potentially harmful after 2016, many who promote contested information switched to using group emails and audio notes to avoid unwanted scrutiny. A false claim examined for this study that promoted a dangerously ineffective form of stroke treatment was an early example of the practice, circulating via email for decades in Page 47 →Asia before later spreading on social media (Case 2.2). Another claim – that an Ebola vaccine delivered in Eastern Congo contained a poison developed in Rwanda to kill Congolese – spread to mobile phone users as an anonymous voice note (Case 2.3).

Beyond social media, false information has long been studied in mainstream print, broadcast and online media, and found to have important effects. In 2020, researcher Yochai Benkler and colleagues at the Berkman Klein Center for the Internet and Society at Harvard University analysed over fifty-five thousand media stories, and millions of social media posts, and concluded that ‘contrary to the focus of most contemporary work on disinformation’, what they termed a ‘highly effective disinformation campaign’ about the risk of voter fraud in the US presidential elections had been driven by existing elements in mainstream broadcast media and the political elite. ‘Social media played only a secondary and supportive role,’ the researchers said. The findings were consistent with an earlier study which found that US political and media elites were ‘far more influential in spreading false beliefs than Russian trolls or Facebook clickbait artists’.33 Of the false claims examined in this book, numerous were carried in respected print and broadcast media, and shown by audience responses to have influence with politicians and policymakers (Case 2.4).

Much of the public discussion of false information post-2016 relates to false information appearing, first, not on major social media platforms or mainstream media but, first, and sometimes only, on websites with small, niche audiences – for satire, hyper-partisan and junk news, at one end of the content scale (Case 2.5), and institutional and corporate websites, at the other. A group of political scientists writing in Nature argued in 2024 that while false information spread to a ‘narrow fringe’ on niche hyper-partisan and junk news sites can have consequences – influencing behaviour among a motivated fringe – these consequences, if they occur, would be different to, and perhaps more limited than, those caused by information spread to a wider mainstream audience.34

For false information spread through hyper-partisan websites (Case 2.6), or via junk or fake news sites (Case 2.7), to cause or contribute to substantive consequences beyond the actions of a fringe often requires that the messages are picked up and amplified in large social media platforms, by political elites and mainstream media. While, other Page 48 →things being equal, information on institutional and corporate websites (Case 2.8) is more likely to be perceived as credible than information on hyper-partisan or junk news sites, it still needs amplification on other platforms to reach more than a niche audience and – in most cases – to contribute to a substantive consequence.

*

As the above discussion indicates, most research of misinformation in recent years has focused on whether false information affects the factual understanding and beliefs of the general public.35 Less attention, by contrast, has been paid to the influence of false information on the understanding or opinion among decision and policymaking elites. As both history and examples in the database show, however, false information often spreads offline too, in parliaments and other political and policymaking settings where – depending on the topic, context and capacity of those whose understanding is affected to act – the false claim may affect the decisions of policymaking elites in ways that affect society as a whole.

In a case examined in the database, for example, South Africa’s police minister falsely claimed during a parliamentary debate about police performance and the force’s budget in 2019, that police numbers in South Africa were below the internationally recommended levels for a country of its size. Made in Parliament ahead of the vote on a higher budget, the claim had potential to have influenced lawmakers’ judgement, voting through a new budget and not tackling underlying problems identified by others as affecting police performance (Case 2.9).

False claims appearing in academic journals and think-tank and conference reports also have potential influence on decision-making by policymakers, just like claims in parliamentary settings. False claims of a link between vaccines and autism were first published in The Lancet, and have influenced the decision-making of senior health officials in the second administration of US President Donald Trump.36 The false claim that HIV does not cause AIDS that influenced health policy in South Africa a quarter of a century before that, first appeared in an academic journal too.37 In 2012, an investigation by the Erasmus Medical School in the Netherlands found that one of its most eminent Page 49 →researchers had used ‘fictitious data’ and ‘knowingly unreliable data’ in formulating guidelines promoting the use of beta blockers for patients prior to certain types of surgery, affecting decisions by health practitioners and policymakers. This had deadly effects on a staggering scale.38 Confidence in scientific publishing overall has been undermined in recent years by evidence of the failure to replicate numerous published studies.39 And what is true in science and wider academic publishing, is even truer in the world of think-tanks and institutions; sometimes for reasons of bias but often due to errors in understanding. To consider a case from this study as an example, an official body in Kenya – the National Aids Control Council – published figures in 2018 on the populations most affected by HIV infections. The figures substantially over-estimated the prevalence of HIV among adolescents and understated spread among young adults (Case 2.10). Officials acting on the false data thus risked misdirecting support needed by young adults to adolescent populations.

Compared with information shared in online and offline media, or parliamentary settings, false information spread, peer-to-peer in offline community settings – from religious meetings and impromptu gatherings to taxi parks and marketplaces – is difficult or impossible to monitor efficiently and consistently and news of false claims spread in these settings often emerges only when reports of incidents appear later. In December 2019, for example, false claims spread peer-to-peer among the congregation of a church in a small Nigerian town that the church’s pastor had been arrested and the body of a missing child had been discovered under the altar. Tension over the disappearance was running high and the false claims caused the crowd to attack the church, one of more than fifteen cases examined in the database which originated in an offline community setting, causing incidents of abuse, violence and, in one case, killings (Case 2.11).

In addition to claims spread by word-of-mouth, false claims about health and social topics from false job offers to miracle cures appear commonly on street posters, public signage and product labels all across Africa, and in many parts of the world. Appearing, as they do, in places and on products that consumers use to decide about jobs to apply for or medications to take up, such false claims have substantive Page 50 →potential functional effects. In 2023, UN agencies reported almost half a million deaths a year in Africa alone, due to mislabelled and sub-standard health treatments.40 However, with rare exceptions, the false claims made on posters, signs and product labels have drawn little attention from fact-checkers and researchers of misinformation, in part, perhaps, because of the difficulty of monitoring such information compared to monitoring information online or in the media. An exception examined in the database is a claim, made both online and on a product label, for an ineffective health treatment promoted as an AIDS vaccine (Case 2.12).


Settings and Platforms Where False Claims Appear



Case 2.1 – Large social media and messaging platforms

Mayowa Tijani, ‘This is a scam to get your details – MTN is not giving 122gb to customers in Nigeria’, AFPFactCheck, 15 October 2019, https://factcheck.afp.com/scam-get-your-details-mtn-not-giving-122gb- customers-nigeria.

Case 2.2 – Chain emails

Mary Kulundu and Rachel Yan, ‘Doctors warn against “dangerously misleading” posts claiming you can treat a stroke with a needle’, AFPFactCheck, 7 August 2019, https://factcheck.afp.com/doctors- warn-against-dangerously-misleading-posts-claiming-you-can- treat-stroke-needle.

Case 2.3 – Audio notes

Rodriguez Katsuva, ‘Faux, le vaccin contre Ebola n’est pas un poison mortel pour tuer les Congolais’, CongoCheck, 27 July 2019, https:// congocheck.net/faux-le-vaccin-contre-ebola-nest-pas-un-poison- mortel-pour-tuer-les-congolais/.

Case 2.4 – Mainstream print, broadcast and online media

Motunrayo Joel and David Ajikobi, ‘What a waste: fact-checking four claims about Nigeria’s garbage problem’, Africa Check, 26 July 2019, https://africacheck.org/fact-checks/reports/what-waste-fact-checking-four-claims-about-nigerias-garbage-problem.

Case 2.5 – Satire sites

Mayowa Tijani, ‘The tale of a Nigerian who hacked the US government to grant his friends citizenship? It started on a satirical site’, AFPFactCheck, 20 December 2019, https://factcheck.afp.com/tale- nigerian-who-hacked-us-government-grant-his-friends-citizenship-it-started-satirical-site.

Case 2.6 – Hyper-partisan sites

Jennifer Ojugbeli, ‘“Biafran Airlines” plane? No, photo of Lufthansa Airbus’, Africa Check, 23 October 2019, https://africacheck.org/fact- checks/meta-programme-fact-checks/biafran-airlines-plane-no-photo-lufthansa-airbus.

Case 2.7 – Junk news sites

Africa Check, ‘South African police stations to close at 6pm to avoid criminals? No, fake quote from old fake news site’, 13 September 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/south-african-police-stations-close-6pm-avoid-criminals-no.

Case 2.8 – Institutional or corporate websites

Allwell Okpi, ‘No, malaria doesn’t kill 300,000 people in Nigeria a year, as insurance seller claimed’, Africa Check, 19 September 2019, https:// africacheck.org/fact-checks/reports/no-malaria-doesnt-kill-300000-people-nigeria-year-insurance-seller-claimed.

Case 2.9 – Parliaments and other political or official settings

Cayley Clifford, ‘South Africa’s police recruitment drive based on dubious UN standard’, Africa Check, 17 July 2019, https://africacheck.org/fact-checks/spotchecks/south-africas-police-recruitment-drive-based-dubious-un-standard.

Case 2.10 – Academic, think-tank reports

Vincent Ng’ethe, ‘No, adolescents don’t account for half of new HIV infections in Kenya’, Africa Check, 29 August 2019, https://africacheck.org/fact-checks/reports/no-adolescents-dont-account-half-new-hiv- infections-kenya.

Case 2.11 – Offline community settings

Segun Olakoyenikan, ‘Remains of a missing baby discovered under a church altar in Nigeria? No evidence yet’, AFPFactCheck, December 6, 2021, https://factcheck.afp.com/remains-missing-baby-discovered-under-church-altar-nigeria-no-evidence-yet.

Case 2.12 – Product label or public sign

Charlotte Durand and Monique Ngo Mayag, ‘Un médicament pour guérir du sida? Un faux, depuis interdit dans plusieurs pays’, AFPFactuel, 6 July 2019, https://factuel.afp.com/un-medicament-pour-guerir-du-sida-un-faux-depuis-interdit-dans-plusieurs-pays.Page 51 →Page 52 →


*

The first lesson we should draw from this review of the tools, channels, settings and contexts used to spread false information – in Africa as elsewhere – is that false information emerges in many different formats, not only online but also offline. False information, the samples examined show, appears as doctored images spread online.41 It spreads peer-to-peer as deadly rumours at the school gate.42 It emerges as a simple error in a broadcast interview43 and as a complex false claim Page 53 →set out in respected academic journals.44 For all the necessary focus on false information spread on social media, almost half of the claims in the database and possibly more, appeared first in another channel or setting. And in many cases, subject to a variety of factors, it had potential to cause or contribute to substantive consequences for individuals or society.

Second, it is clear from cases studied in the database that some types and topics of false information are more likely to appear in some channels or settings than in others. Other things being equal, financial scams and hoaxes are more likely to appear on social media or in messaging apps or emails, than in print or broadcast media. And false information about arcane aspects of public policy, are more likely to appear first in a parliamentary debate, or a think-rank report, than in a community setting or on social media. These differences, of course, carry lessons for researchers, fact-checkers, policymakers and platforms seeking to understand and counter particular potential effects about where to focus their efforts.

Third, it is clear from the cases studied that where and when false information appears – and thus the topic, the audience and the context in which it is exposed, and the capacity of that audience to act on the understanding caused as a result – affects its potential to cause or contribute to substantive consequences. And, this being the case, if the aim of society is to counter negative consequences, it is necessary to understand and respond to the effects of false information in not only one, but all these different settings.

At the same time, it is also clear from examining cases in the database that public understanding is affected not only by the spread of false claims or narratives, but also by other aspects of information disorder, from the denial of easy access to clear, accurate information to the distorted focus, or partisan selection, of information to which the public and elites are exposed. This is the challenge I discuss next.







Page 54 →Chapter 3

 Rethinking the Nature and Drivers of Information Disorder

When interest in false information surged in 2016, misinformation researchers Claire Wardle and Hossein Derakhshan identified the challenge faced as ‘information disorder’, defining the phenomenon as three forms of problematic information: ‘misinformation’, ‘disinformation’ and ‘malinformation’.1 The first two of these are the different forms of false or misleading information discussed in Chapter 1. Malinformation was defined as genuine but private information published to inflict harm on an individual or group. Forms of malinformation, they suggested, would include the nonconsensual sharing of sexual images and the public release of personal health information. Others would later argue that definitions of malinformation could include hate speech and malign behaviours such as trolling or doxing.

Sceptics of the concern expressed about information disorder since 2016 dispute these and other widely used definitions as ‘too amorphous’ and argue that those they identify as media elites and policymakers define information as true or false by arbitrary or subjective standards. Taking a narrow view of the real challenge of information disorder as limited to information that can be shown to be entirely false, they dismiss the fears expressed about misinformation and disinformation as a ‘moral panic’ about a limited problem.2 Doing so, such critics fail to recognise the capacity of accurate information, seen out of context, and inaccurate information, whether wholly or only partially false, to cause a substantively false factual understanding and real world effects.

They also fail to acknowledge that what undermines public understanding is not only exposure to false or misleading information. Rather it is a Page 55 →three-fold disruption of the information system: the circulation of false and misleading information, the lack of access to and trust in accurate information, and the distorted focus in, or partisan selection of, information to which people are exposed. This understanding matters since, if accepted, it implies a response or responses focused not solely on restrictions of information but also on enabling greater access to accurate information, and greater plurality in the information to which society is exposed.

*

Since the term information disorder emerged in the field in 2017, it has been taken up widely, cited in academic papers and referred to in institutional and practitioner reports. According to Nirmal Kandel, an official at the World Health Organization in Geneva, the expression may be used to refer to a ‘psycho-social syndrome’ – the condition of sharing or developing false information – requiring counselling for ‘sufferers’.3 The term is today widely used but what constitutes information disorder is still ‘vague and complex’, a study of disinformation in the Global South noted in 2022.4

In regular public discourse, the term ‘disorder’ is most commonly applied to describe a state of confusion or disruption of the functioning of a complex system, as shown by the terms ‘medical’ or ‘political’ disorder. Using it in this sense, the term information disorder ought to apply not only to three forms of problematic information but to the broader disruption of the information system that causes the unwelcome condition: an undermining of public understanding.

What we mean when we talk of communication, and how individuals and society shape, use and are influenced by it divides academics. As the late communications theorist and professor of journalism James W. Carey noted in 1989, the role of communication in society can be seen through two distinctly different prisms which he called the ‘transmission view of communication and a ritual view’. The former view, which Carey believed an ‘exhausted … mechanical analysis’, understands communication in terms of ‘imparting … sending … or giving information to others’. The latter perspective, which Carey adopted, sees communication in terms of ritual and drama and ‘linked to terms such as “sharing”, “participation”, “association”, “fellowship”, and “the possession of a common faith”’. Page 56 →Communication, in this view, is less concerned with ‘the act of imparting information’ and more with ‘the representation of shared beliefs’.5

Reviewing the communication examined in detail in the database, it is clear that we can and should see communication as both of these things: at times, the ‘transmission of information’ and, at times, an act of association or ‘representation of shared beliefs’, serving social ends. To do this, we need to recognise the distinction between what French philosopher Dan Sperber identifies as ‘factual’ and ‘representational’ beliefs.6 This broad view of communication and belief can help cast a new light on how we understand information disorder, and the way people construct and apply different forms of belief.



The Effects of False and Misleading Information On Attitude and Understanding

Critical writers, philosophers and others have long argued that the effects of false information on public attitudes and opinions are exaggerated. Opinions, once formed, are slow to change, these sceptical thinkers suggest. For some, this is a result of individuals selecting information to confirm existing views. ‘The human understanding when it has once adopted an opinion draws all things else to support and agree with it,’ the English philosopher Francis Bacon declared in 1620.7 For others, people are simply not as manipulable as some maintain. ‘The psychological premise of human manipulability has become one of the chief wares that are sold on the market of common and learned opinion,’ the writer Hannah Arendt argued fifty years ago.8 French cognitive scientist Hugo Mercier agreed. ‘We don’t credulously accept whatever we’re told … On the contrary, we are skilled at figuring out who to trust and what to believe,’ he suggested.9

Attitudes and opinions are shaped more by our experiences and the attitudes or opinions of those we know and trust than by what we see or read in mass media, the American sociologist Paul Lazarsfeld and colleagues argued in 1948;10 fellowship and shared beliefs playing a greater role than information in shaping opinions – communication serving as ritual as James W. Carey said. In his 1960 work The Effects of Mass Communication, the American communications theorist Joseph Klapper argued the primary effect of mass media on public opinion is Page 57 →the reinforcement of existing opinions and attitudes. ‘Persuasive mass communication functions far more frequently as an agent of reinforcement than as an agent of change,’ he maintained. Minor changes in understanding or in the intensity of an attitude or opinion also occur but less frequently. Mass media can be ‘quite efficient in creating opinions among people who were not previously inclined one way or another,’ he acknowledged, but major changes in attitude are possible but rare.11

What evidence is available today suggests such philosophers, cognitive scientists and communications theorists all correctly identify the limited effects that brief exposure to new information typically has on long and firmly held opinions. This finding is confirmed by multiple studies, from a famous investigation of the persistent false beliefs of a religious cult in the United States whose doomsday predictions in the 1950s failed to materialise,12 to laboratory studies of the struggles of new information, true or false, to change persistent false beliefs more recently.13 What such perspectives do not always reflect is evidence from other studies that show that false information may often influence individuals’ factual understanding in other, consequential ways, such as misleading particular voters about the time at which polling ends in an election to misdirecting them about the best route to take for safety in a natural disaster.14 Nor do such perspectives reflect evidence that information that is repeated or feeds into a broad narrative may shape and affect some individuals’ attitudes and opinions over the long term.

*

Examining the effects on understanding of the false information in the database, I first reviewed indicators of their audience members’ prior understanding of the topic from the readers’ and viewers’ profiles and comments. I then reviewed their responses to the claims, such as written comments and online reactions, the adoption of the false claim in subsequent communication and evidence of behaviour based on the false understanding caused.

And, as set out in more detail in Chapter 5, I found clear evidence of a range of effects. This ran from false claims having no observed substantive effect on factual understanding among most or all the audience in just over one-fifth of cases studied (Case 3.1), to claims causing Page 58 →a minor change in factual understanding, or intensity of attitude, in just under one-fifth of the cases examined (Case 3.2). In just under half the cases examined, I identified false claims as confirming or reinforcing an existing understanding (Case 3.3), and in more than half of cases I identified claims as causing or contributing to a specific new false factual understanding (Case 3.4). Many of the claims studied, of course, caused more than one effect on understanding, depending on the prior understanding and attitude of different audience members.


Claim Effects On Individuals’ Factual Understanding



Case 3.1 – No substantive effect on factual understanding

Dancan Bwire, ‘Weeping soldier from DRC, not Nigeria’, Africa Check, 30 July 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/weeping-soldier-drc-not-nigeria.



Case 3.2 – A minor change in factual understanding, intensity of attitude

Monique Ngo Mayag, ‘Non, le Tchad n’a pas les tarifs Internet les plus élevés au monde’, AFPFactuel, 25 July 2019, https://factuel.afp.com/ non-le-tchad-na-pas-les-tarifs-internet-les-plus-eleves-au-monde.



Case 3.3 – Reinforcing an existing factual understanding

Monique Ngo Mayag, ‘Le corossol n’est pas un remède miracle contre le diabète’, AFPFactuel, 12 November 2019, https://factuel.afp.com/le- corossol-nest-pas-un-remede-miracle-contre-le-diabete.



Case 3.4 – Causing a specific new false factual understanding

Tendai Dube, ‘False kidnapping rumours spread during South Africa violence’, AFPFactCheck, 9 September , https://factcheck.afp.com/false-kidnapping-rumours-spread-during-south-africa-violence.

See a longer discussion of the effects of these and other cases in Chapter 5.


Page 59 →Taken as a whole, the evidence from the cases examined for this book reinforces both of the findings of the existing studies cited: first, that long-held attitudes are typically slow to change and false information commonly has a reinforcing effect, and second, that false and misleading information may also – subject to multiple factors discussed below – have potential to influence the factual understanding and attitudes of at least some of the individuals exposed to it, in ways that have potential to cause or contribute to substantive negative consequences. And, on this basis, false or misleading information is or can be an important factor in information disorder – affecting public understanding and causing real world effects. In this, however, I argue it is not alone. Lack of access to and trust in accurate information is also a factor.



Effects of Lack of Access to and Trust in Accurate Information on Public Understanding

Our understanding of the world is shaped not only by what we know, or think we know, from information we receive, but also by what we do not know about events and situations. A lack of knowledge or an incomplete picture can cause an understanding of events that is not just partial but, often, wrong. Examining cases studied in the database shows that lack of access to, and trust in, accurate information can have just as adverse an effect on understanding as exposure to some types of inaccurate information. It does so both by denying individuals the information they require for a full and accurate understanding of events and also by enabling the creation and spread of false information.

Authorities around the world commonly fail to gather reliable information on important topics of public interest and, if this information is collected, they fail to provide the public easy access to it. Even in open information economies, with well-resourced data agencies and access to information laws that are enforced, studies show that a lack of public access to ‘timely and verifiable information’ during security incidents, natural disasters and health crises adversely affects public understanding and can be linked to negative outcomes.15Page 60 →

During a notorious terrorist attack in Norway in 2011, for example, it was lack of access to timely, reliable information about what was happening – more than exposure to false information – that denied those targeted by a far-right gunman an accurate understanding of where and when they would be safe to emerge. Many died as a result.16 The same was true during similar security incidents in Paris and London in 2015 and 2017. ‘The immediate problem for the authorities was that they had no way of being sure that the rampage was over,’ one report found.17

During the Ebola outbreak in West Africa in 2014, lack of timely, accurate information on the causes and spread of the disease denied both authorities and the public a good understanding of how best to act, to limit deaths.18 Six years later, a lack of timely, accurate information about the nature and characteristics of the SARS-CoV2 virus made it harder for authorities to bring the Covid-19 pandemic under control. Lack of timely access to accurate information also makes it harder for citizens, fact-checkers, platforms and others to identify and counter false information, as they do not have accurate information to check claims against.19

Even when accurate information is available, it is rare that it is universally trusted. Distrust in traditional media is widespread around the world.20 While a regional study published in 2021 found no evidence of ‘general mistrust of established news media’ in six sub-Saharan countries,21 qualitative research across the continent found trust in both media and official information to be lower in some communities than others.22 And this lack of trust in accurate sources contributes to wider problems. In countries such as the United States, for example, lack of trust in mainstream media has been found to fuel consumption of false information.23 And while accurate information about on the effects of vaccines and causes of climate change is easily available, worldwide, it is disregarded by many who believe, share and act on the basis of false claims as a result.24

Reviewing cases examined in the database, I found lack of access to and trust in information a clear contributory factor both in facilitating the creation and spread of false claims and in undermining public understanding. The credence given by millions of Nigerians to the false claim that their president, Muhammadu Buhari, had died in 2017 and Page 61 →had been replaced by a foreign lookalike,25 was possible only because audiences believed that the Nigerian and international media – who continued to film, photograph and report his activities as normal – were either duped or part of a conspiracy; either way, an unreliable source of information (Case 3.5). Even where information might be believed, authorities often do not gather important data and this enables the spread of false claims. After the Minister for Women’s Affairs in Nigeria made an unproven claim about the number of rapes each year for example, her officials blamed the fact that they had no data available to support her statement (Case 3.6). In other cases, authorities do have, but fail to release information in a suitable, timely way and this enables the spread of false or unproven claims. As the researcher Nechama Brodie noted in 2022, ‘numbers and statistics are essential for understanding crime.’ But in South Africa, critical data is often withheld, sowing distrust and facilitating the spread of false claims about rates, victims and perpetrators of crime (Case 3.7).

In other cases, claims circulate that are so unspecific in nature or relate to events that simply did not occur – such as a purported remark made at an unspecified time or a fabricated report of a military strike on an unspecified location – that they cannot be verified or disproved. With no specific data in the claim to check, statements such as these can often be near impossible to compelling disprove (Case 3.8).


How Lack of Access to, and Trust in, Accurate Information Undermines Understanding



Case 3.5 – Lack of trust in accurate media reports can fuel false claims

Mayowa Tijani, ‘A separatist group said images of Buhari arriving in Japan were fake. But AFP photos show he did attend Yokohama summit’, AFPFactCheck, 2 September 2019, https://factcheck.afp.com/separatist-group-said-images-buhari-arriving-japan-were-fake-afp-photos-show-he-did-attend-yokohama.



Case 3.6 – Failure to collect accurate data enables the spread of false claims

Kunle Adebajo, ‘Are 2 million Nigerians raped every year? Here’s what we know’, ICIR/FactHub, 3 December 2019, www.icirnigeria.org/fact-check-are-2-million-nigerians-raped-every-year/.



Case 3.7 – Failure to release data that has been collected enables the spread of false claims

Nechama Brodie, ‘How to read South Africa’s quarterly crime statistics after the Covid pandemic’, Africa Check, 30 November 2022, https:// africacheck.org/fact-checks/blog/how-read-south-africas-quarterly-crime-statistics-after-covid-pandemic.



Case 3.8 – Lack of data for claims unspecific in nature or about events that did not occur

Anne-Sophie Faivre Le Cadre, ‘L’armée frappe une base au Niger? Les autorités des deux pays démentent’, AFPFactuel, 27 November 2019, https://factuel.afp.com/larmee-frappe-une-base-au-niger-les-autorites-des-deux-pays-dementent.Page 62 →




The Effects on Understanding of Distorted Focus of Information

If information is accurate on the specific details presented, the choice of information which audiences select or to which audiences are exposed may cause or contribute to a false understanding of scale or degree, nevertheless. Research conducted over many years in the second half of last century provides strong, supportive evidence that, at that time, traditional print and broadcast media played a role in setting the agenda of public debate, priming audiences to consider particular themes and framing those debates in particular ways, the American media effects scholar Elizabeth M. Perse argued in 2001.26Page 63 →

In this framing role, media do not directly distort what people think about an issue, providing false information about the topic, but focus on one aspect or perspective, causing or contributing to a false understanding of the scale or degree of a situation or circumstance faced. Research shows that public attitudes to the importance of issues often ‘corresponds more closely to news coverage than to real-world indicators’, Perse argued. The same can be said today, for what people see both online and offline. The amount of coverage devoted to an issue makes audiences receptive to particular themes, the American communications researcher Alice Marwick argued in 2018.27

In South Africa, media reports of crime have for many years played a role in focusing national and international attention28 on the relatively rare killings of white farm owners, while less attention is paid to the more common killings of black women in rural and urban neighbourhoods, a study by media researcher Nechama Brodie found in 2019.29 This focus in reporting correlates with false public perceptions of the prevalence of these different crimes. While the 2019 study found no evidence of causal links between the media coverage and public perceptions, studies such as those by psychologists Sara Tiegreen and Elana Newman in 200930 and communications researchers Claudia Paola Lagos Lira and Patsili Toledo five years later,31 suggest the distorted focus of news coverage may have contributed. The same lessons apply to exposure to online content due to algorithmic biases today.

Examining cases in the database for this book, I found numerous false claims that – along with information viewed out of proportion to the reality of the situation described – fed one or more of the false narratives of the type discussed in Chapter 2: exaggerating the level of crime in South Africa,32 the threat of inter-religious violence in Nigeria,33 or distorting the role of French forces in West Africa.34 The research cited above from Perse to Marwick and Brodie suggests that this false information may be seen by audiences as credible, in part, because of false understandings caused by the distorted focus in information to which audiences are exposed.

Together with exposure to false information and lack of access to and trust in accurate information, the range of information to which the public is exposed contributes to undermining public understanding around the world today.Page 64 →



How Different Forms of Communication Shape the Effects of False Information

In his 1989 work Communication as Culture, the theorist James W. Carey distinguished between two distinct views of communication: seen in one perspective as the ‘transmission of information’, and in another as a form of ‘drama … the representation of shared beliefs’.35 Based on the cases examined for this study, I argue both occur and these different forms of communication feed what the philosopher Dan Sperber identifies as, respectively, ‘factual’ and ‘representational’ beliefs. ‘Subjectively, factual beliefs are just plan “knowledge”, while representational beliefs would be called “convictions”, “persuasions”, “opinions”, “beliefs” and the like,’ Sperber wrote.36 These different forms of communication and effects occur, at different times, through different processes and contexts.

In 2011, the psychologist Daniel Kahneman, winner of a Nobel Prize for his work on decision-making and judgement, proposed a distinction between two modes of thinking that might affect how different individuals respond to false and misleading information, in different circumstances. In Thinking, Fast and Slow, Kahneman distinguished between what he defined as a ‘system 1’ mode, which operates ‘automatically and quickly with little or no effort and no sense of voluntary control’, and a ‘system 2’ mode, which ‘allocates attention to the effortful mental activities that demand it’ and is thus slower, more deliberative and more logical.37

Reflecting this understanding, psychologists and cognitive scientists Gordon Pennycook and David G. Rand in 2019 published the results of a study of individuals’ propensity to believe and share false political information online, arguing that susceptibility to false factual claims is ‘driven more by lazy thinking than it is by partisan bias per se’38 – a system 1-type process of inattention or unconcern for accuracy shaping the effect on individuals’ factual beliefs.

To other researchers, this view fails to take account of the extent to which individuals’ political and social worldview – their own or shared beliefs – makes them more susceptible to believing, and sharing, false claims that fit their existing views. In 2021, Danish political scientist Mathias Osmundsen and colleagues published the results of a different trial that came to a different conclusion. The driving factor was political Page 65 →motivation, not inattention, they argued. Politically partisan individuals are ‘the most likely to share political fake news and selectively share content that is useful for derogating opponents’, they proposed. System 2-style motivated reasoning drove responses, they suggested.39 Responses were a representation of shared beliefs.

On average, of course, only a small minority of those who see information online or offline go on to ‘like’ or share or spread the content. Individuals do not respond to information uniformly. In a study published in 2021, my colleagues, University of Westminster psychologists Tom Buchanan and James Kempley, argued that – beyond issues of inattention and politically motivated reasoning – individual characteristics help shape audience propensity to believe and share false information. In the study, they identified cognitive-perceptual schizotypy, which is associated with jumping to conclusions and bias against disconfirmatory evidence, as having a direct effect, and sub-clinical psychopathy as having an indirect effect on the acceptance and sharing of false information.40

*

Reviewing both the above research, and the audience responses to the different cases of false information in the database of this study, I argue that all three elements – inattention, motivated reasoning, and individual characteristics – can and do play their part in making audience members more or less likely to identify any given examples of false information as either ‘true’ or ‘essentially’ true. This reflects a number of elements including the nature of the message, source, audience and context, and whether the communication process serves as the transmission of information or sharing of a symbolic or cultural belief.



Five Broad Factors that Shape the Perceived Credibility of Information

Within those three frames of inattention, bias, and the variability of individual reactions, research, set out below, identifies five broad factors that influence the likely level of scrutiny audiences give to the accuracy of unproven claims: (i) the perception among some or all of the audience Page 66 →that the claim is or may be plausible; (ii) the ease and speed with which the claim is processed; (iii) whether the claim is repeated and/or coherent with existing narratives; (iv) audience perceptions of the credibility of the source, and (v) the emotional effect or alignment of the message with all or some of the audience’s existing or prior views.

And – after examining audiences’ online and offline responses to the cases of false information studied for this book – it is clear that claims which, these responses showed, were perceived by all or some of the audience to both be potentially plausible, and to meet a majority of the other criteria, were more likely to be seen as ‘factually’ or ‘essentially’ true, than those that did not. And, of all these, audience perception that the claim was potentially plausible was the most significant element.



The Perceived Plausibility of the Claim

For a claim to be considered true, or likely to be true, it must first – in most cases – be considered plausible; that is, it must be considered to be both internally credible and within the realm of the possible according to external evidence. Numerous studies show that, to be seen as plausible, a claim must first be seen as consistent in its internal logic – numbers should add up, the timeframe should make sense, it should be coherent in style – and the content presented should be consistent with the claim made.41 Where this does not occur, to take a case examined for this book as an example, a video claiming to show a Nigerian soldier grieving the death of an enemy fighter was quickly dismissed by audiences who instantly recognised that the language and uniforms shown were from the Democratic Republic of Congo, not Nigeria. The content presented was inconsistent with the claim (Case 3.9). Second, claims are also quickly dismissed when contradicted by readers’ or viewers’ existing knowledge. When a Kenyan man made a false claim about a foreign-owned supermarket, in another case examined in the database, for example, many readers provided evidence that showed the claim was false. Compelling contradictory evidence from other audience members led readers to dismiss the claim (Case 3.10).Page 67 →

By contrast, the claim – first discussed in Chapter 1 – that President Muhammadu Buhari of Nigeria had died in 2017 and been replaced by a foreign body-double was seen by many people outside Nigeria as clearly implausible42 but viewed as plausible by many in Nigeria given their understanding of its recent history. Nigerians who believed the claim remembered the case of a previous president who died after months during which the government had hidden his health problems43 and had also, reportedly, considered using a body-double to keep his ill-health secret. The apparent consistency of the false claim with precedent boosted its perceived plausibility (Case 3.11).


Consistency With Precedent and Existing Knowledge Affect Perceptions of Plausibility



Case 3.9 – When a claim is inconsistent with the material shown, it is likely to be dismissed

Dancan Bwire, ‘Weeping soldier from DRC, not Nigeria’, Africa Check, 30 July 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/weeping-soldier-drc-not-nigeria.



Case 3.10 – When audience members know that the claim is false, it is likely to be dismissed

Grace Gichuhi, ‘No, Carrefour not selling half-price maize after toxin ban’, Africa Check, 19 November 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/no-carrefour-kenya-not- selling-half-price-maize-after-toxin.



Case 3.11 – When a claim is consistent with past precedents, it is more likely to be accepted

Temilade Onilede, ‘Picture on Buhari’s Death Is False!’ Dubawa, 26 August 2019, https://dubawa.org/picture-on-buharis-death-is-false/.Page 68 →




The Ease With Which the Claim Is Processed

If a claim is considered plausible, readers are more likely – studies show – to believe and share it if the claim is easily processed – clicked and share without real thought or attention. The greater the ease of processing – the simpler the language, the larger the font, and the greater the use of familiar visual images44 – the more quickly and superficially the claim is likely to be assessed, and the more likely it is to be seen as true. Examining audience responses to cases studied in the database, claims that were easily and superficially processed were more likely to be seen as true by those responding than convoluted claims that asked a cognitive effort of its audience and were not widely believed (Case 3.12).



The Repetition of the Claim and Coherence With an Existing Narrative

If a claim is considered plausible, but is not easy to process, it is more likely to be considered true, nevertheless, if frequently repeated. Numerous studies, from laboratory experiments carried out on responses to rumours during the Second World War,45 to naturalistic trials of the effects of repetition today,46 have long shown the strongest effects of media on public attitudes the strongest effects of media on public attitudes to be reinforcing, not changing, existing attitudes and understandings. In the database, audience members frequently reported having heard a claim previously as reason to believe it to be true. ‘It is already known. It is no longer news,’ was how one reader responded to the frequently repeated claim that the Nigerian president had died two years earlier. Responded to the latest false report (Case 3.13).



The Claim Has Emotional Effect and/or Aligns With an Audience’s Existing Attitudes

Claims that arouse strong emotional responses, such as fear or anger, or align with pre-existing attitudes and opinions, or do both,47 are also more likely to be processed quickly and superficially, and thus more likely to be believed, than claims that present less emotive information not aligned with any particular existing views, studies show.Page 69 →

When a rumour emerged in South Africa that gangs of foreign nationals were kidnapping children from schools near Johannesburg, parents reacted in fear to an emotive false claim, rushing to the school gates to collect their children. The susceptibility of audiences to affective and partisan information is well known and exploited by many who spread false claims on both partisan and emotive issues (Case 3.14).



The Perceived Credibility of the Source

Other studies show the perceived credibility of the source also affects whether a claim is seen as likely to be true. Which sources may be perceived as credible varies, of course, with the audience, topic, culture and context, but can be an important influence on perception of credibility where the credibility of a claim may be in doubt.48 Health information published by reputable figures in medical journals is more likely, for example, to be seen as credible by most of those who trust medical journals. Less so among those sceptical of mainstream medicine.49 All things being equal, false claims are more likely to be seen as true by in-group members than out-group members, be they members of traditional community networks, communities of specialist knowledge, or political or religious in-groups. The fact that a claim examined in the database, suggesting wrongdoing by members of a Christian community in Nigeria came from leaders of the country’s Muslim community, for example, was taken by many Christians as reason to dismiss it as untrue (Case 3.15).


Ease of Process, Repetition, Emotional Effect and Source Credibility Affect Credibility



Case 3.12 – A convoluted claim requiring cognitive effort was less likely to be seen as true

Taryn Willows, ‘No, 1939 Cancer Act does not stop health professionals from finding a cure’, Africa Check, 2 August 2019, https://africacheck. org/fact-checks/meta-programme-fact-checks/no-1939-cancer-act-does-not-stop-health-professionals.



Case 3.13 – A frequently repeated claim is more likely to be considered true

Temilade Onilede, ‘Picture on Buhari’s Death Is False!’ Dubawa, 26 August 2019, https://dubawa.org/picture-on-buharis-death-is-false/.



Case 3.14 – A claim that arouses strong emotions more likely to be processed quickly and seen as true

Tendai Dube, ‘False kidnapping rumours spread during South Africa violence’, AFPFactCheck, 9 September 2019, https://factcheck.afp.com/false-kidnapping-rumours-spread-during-south-africa-violence.



Case 3.15 – A claim from a source seen as biased less likely to be accepted than from neutral source

Allwell Okpi, ‘No evidence nine Nigerian kids kidnapped to convert them to Christianity’, 1 November 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/no-evidence-nine-nigerian-kids-kidnapped-convert-them.Page 70 →


*



What Drives Information Disorder: From False Information to Lack of Access

If information disorder, and the harm it causes to public understanding, does cause or contribute to behaviour with negative consequences for society – from disrupting democracies,50 to harming public health51 – it is important to consider what factors drive its different aspects, starting with false information.Page 71 →



Drivers of False Information – Political Processes and Mechanisms

Since interest in the problems caused by false information rose in 2016, much attention has focused on the individual psychological processes that drive its circulation online. Less attention has been paid to the processes and mechanisms that drive and enable the spread of political misinformation and disinformation online, in print and broadcast media, and in the inner workings of government.

‘The truth is that all governments are engaged to some extent in propaganda as part of their ordinary peace-time functions,’ the political scientist Harold Lasswell noted in 1927.52 Then and since, disinformation operations run by and for politicians and political parties have been exposed on numerous occasions around the world. A study by researchers at Oxford University found in 2017 that the governments of twenty-eight countries had already, by then, engaged in some form of ‘social media manipulation’ to promote a political agenda.53 In December 2018, Facebook and X, then known as Twitter, took down politically linked accounts in Bangladesh for misleading voters ahead of elections.54 In 2019, Facebook and Instagram removed two hundred inauthentic accounts run by pro-government activists in the Philippines.55 In South Africa, politicians, or their backers, hired a UK-based PR firm, Bell Pottinger, to spread known false information for political purposes.56 In 2013 and 2015, politicians in Kenya57 and Nigeria58 hired British communications consultancy Cambridge Analytica to spread false information aimed at swaying the result of upcoming elections.

Reviewing cases in the database of this study, more than one-fifth of the claims examined were created or spread, or both, by domestic politicians and activists – using false information in an effort to strengthen support for particular candidates,59 suppress voting in opposition electoral wards,60 or deceive the public about the outcome of an election.61 Yet, while legislators around the world have introduced and amended dozens of laws and regulations since 2016 to counter the spread of false information online, and in traditional media, the processes and mechanisms that enable and incentivise the spread of false information by Page 72 →politicians and policymakers have been largely ignored or taken for granted.

As a start, consider the political process. The competitive nature and mechanisms of politics – from parliamentary debates to routine media appearances – provide politicians with strong incentives to fabricate and mislead. In a limited number of countries, such as the United Kingdom and Kenya, parliamentary rules require that legislators correct the record if or when found to have misled parliament. However, even in those countries where these rules exist, they are not always enforced. And in many countries, there is nothing to stop the spread of false information within government’s walls.

Then there is international competition. In 2020, the US Senate Intelligence Committee published a 966-page report which concluded Russia had attempted to influence the 2016 election’s outcome by spreading divisive false claims and narratives.62 In 2020, the European Commission accused both Russia and China of spreading false information related to the Covid-19 pandemic.63 In the same year, Saudi Arabian disinformation networks were found to have impersonated and spread false information in the name of key Qatari political figures.64 The United States, itself, has of course a long history of overt and covert attempts to influence elections in other countries, including in Russia in 1996.65 Britain’s use of disinformation in and about Northern Ireland is a matter of public record. In most cases, both the extent and the effects of foreign-sponsored political disinformation campaigns appear overstated, but where motivation and mechanisms exist to fund, support and organise them, they may have more powerful consequences, as indicated in recent events in Ukraine.66 The same is true of domestic political disinformation campaigns.



The Role of Business in Spreading False News – From Traders to Tech

While the public in many countries commonly blame politicians, media and each other, for the circulation of false news, business has long been a major cause, with its own incentives, mechanisms and processes to Page 73 →spread false information, both to the public and within the business world itself. Since the earliest days of commerce, falsehoods have been told by sales people and companies about themselves, their products, their rivals and the markets in which they work. False claims about services and markets spread along the Silk Road, and across the American West, where the false claims of nineteenth-century ‘snake oil’ salesmen duped hundreds of thousands into buying ineffective treatments for dangerous health conditions.

Tobacco companies spread deliberate falsehoods, denying evidence of their products’ carcinogenic qualities,67 and energy companies have told falsehoods in more recent years, denying evidence of harm caused to the climate by their activities.68 Fraudsters have manipulated financial trading markets, from using false information to provoke a sudden price surge on a product to sparking a run on a bank.69 Companies have attacked and been attacked by their rivals. ‘Brands both fuel fake news and are burned by it,’ professors of marketing Pierre Berthon and Leyland Pitt summarised, neatly, in 2018.70 False information has fuelled economic booms and crashes which have enriched some and impoverished more, from the eighteenth-century South Sea Bubble to the sub-prime crash of 2008.

Business, like politics, is competitive in nature and on trading floors, in shareholder meetings and in company boardrooms; the incentives and mechanisms to rein in the falsehoods are often weak, as the collapse of firms such as Enron71 and crypto exchange FTX72 have shown. Not only do traders, shareholders and board members often fail to question false claims that benefit them, in the short term at least; accounting mechanisms often fail to do so too.

Business plays a role, of course, not only as victim and perpetrator of false information, but also through the role of major commercial platforms, and their incentivisation and distribution of false information about the wider world. Companies including Alphabet (Google and YouTube) and Meta (Facebook, Instagram, Threads and WhatsApp), have over the past two decades drained advertising revenue that would previously have gone to traditional media organisations – many operating to some form of editorial codes – and instead have incentivised low-cost, and often false or misleading content.73Page 74 →

The spread of false information online is due not only to this financial incentivisation but also the way these companies operate, with design mechanisms promoting the spread of engaging, divisive and often false or misleading content over more measured, accurate and balanced information.74 While some major platforms responded after 2016 by announcing programmes to reduce the spread of harmful false information, many companies made no such efforts or rolled them back. In 2025, Meta ended its fact-checking programme in the United States and suggested a similar retreat in other countries.75



The Roles of Traditional Media Structures and Practices: Community Networks

The structure and practices of traditional print and broadcast media also play an important role in the creation and spread of false information. While most responses to false information since 2016 have focused on misinformation spread on social media networks, many studies, such as one about mail-in ballots and electoral fraud in the 2020 US presidential election, have found the false narrative was driven primarily by partisan broadcast media and political elites, not social media. ‘Social media played only a secondary and supportive role,’ the researchers found.76 The same year, a meta-review of misinformation studies found that, around the world, mainstream media ‘play a significant and important role in the dissemination of fake news’ – either originating false claims or reporting or broadcasting false claims by others.77

Media structures – from ownership to reach – and traditional newsroom practices such as broadcasting the speeches of politicians live without verifying claims first are an important factor in these effects. Across the world, print and broadcast media have long been politically and commercially influenced. In many media organisations, owners pressure journalists to take particular political or commercial lines, even if this means reporting information the journalists know or believe to be false or misleading.78 And while the share of audiences receiving news and information from online platforms continues to grow around the world,79 politically and commercially influenced media that create and share false or misleading information still reach vast audiences in many countries.Page 75 →

False information does not, of course, spread only via elite-run structures such as political settings, or traditional media, but also offline in grassroots settings and community networks. During the Ebola crisis in West Africa in 2014, false claims about the virus spread peer-to-peer, in offline community settings, such as marketplaces and transport parks, exacerbating the health crisis in the three countries most affected.80 In Nigeria, false information from a traditional ruler about ways to ward off the haemorrhagic virus was spread in in-person meetings and the media and taken up by thousands of his followers.81 Across the continent, researchers have found similar evidence of community networks and religious organisations having a substantial role in creating and spreading false information in countries from Sierra Leone,82 in the west, to Malawi in the south.83 This means of spreading false information is not particular to Africa. During the Covid-19 pandemic, researchers identified false information spread peer-to-peer through faith communities as playing a major role in the spread of the pandemic in countries from South Korea to the United States.84



What Drives Lack of Access to And Trust in Information: Distortion in Focus

In many countries, political parties, politicians and political structures play a major role not only in creating and spreading false information, but also in the lack of public access to, and trust in, official information the public requires. In many of these countries, the lack of access to timely, accurate information results from the inability, reluctance, or failure of governing authorities to gather and release accurate official data and information on matters of public concern in a reliable and timely manner.

In many countries, underfunding of statistics bodies, unreliable methods of data collection, political pressures on public bodies not to release information that authorities might find embarrassing and a lack of verification processes in data-collection centres have all undermined the range and quality of information available over many years. Across Africa, authorities who wish to do so ‘are not able to make informed decisions because existing data are too weak or the Page 76 →data they need do not exist’, development economist Morten Jerven argued in Poor Numbers,85 a review of statistics agencies on the continent in 2013.

The number of countries across Africa, and around the world, with freedom of information laws in place has risen in the past decade but application of the laws requiring easy public access to information remains poor in many countries.86 And even when information is available at normal times, governments in many countries across Africa, South and Central Asia and the Middle East often cut access to the Internet during times of unrest or around elections. These are times citizens need access to information most to stay safe or follow what is happening at the polls.87

Where information is available, but not widely trusted, this lack of trust undermines public understanding. This occurs for many reasons, including social and cultural norms and authorities seeking to exert significant influence over the media and sources of official information. Here, again, the problem is structural. Given the role that governments play in some countries in shaping state-run media, and in most countries in overseeing the rules for media ownership and gathering and publication of official data, authorities have clear responsibility for both the lack of access to and lack of trust in information available to the public from these sources.



Recognising and Responding to a Wider Information Disorder

I proposed in the Introduction that it is important to recognise information disorder as a wider phenomenon than the circulation of false and misleading information, and to acknowledge the role of lack of access to trusted, and balanced information in undermining the factual understanding of both the public and elite. Responses to alarm about information disorder have focused primarily since 2016 on countering the spread and effects of false information. The effects of false information of course matter, but failing to tackle the other causes will – just as failing to tackle the reservoirs of a rare virus helps to Page 77 →keep it alive – ensure such responses do not achieve what they might. Although misinformation research has proliferated, ‘there has been no organizing framework guiding its study,’ communications scholar Michelle Amazeen argued in 2023, proposing a new research model.88 I agree such a framework is needed and propose it should encompass these broader challenges too. I would argue this is what is known today as ‘information integrity’.89

In this, the first part of the book, I have proposed what I believe are clear, coherent definitions of the terms fake news, misinformation and disinformation, grounded both in existing thinking and evidence from the case studies. I identify fake news as fabricated news presented in a ‘pseudo-journalistic’ format and distinguish between misinformation and disinformation by intent to deceive. At the same time, I have suggested that, like the phrase fake news, the terms misinformation and disinformation fail to require users to explain the way in which information is said to mislead. And I have argued for the wider use of more specific terms ranging from unproven to mislabeled to conflated that do not simply declare information false, but explain the way in which information is untrue or misleading.

I have proposed a broader definition of information disorder than that most widely used today, as the disruption, or dysfunction of the information system that undermines understanding of the world around us – not just misinformation and disinformation, but also the lack of access to, and trust in, accurate information and the distorted focus in information to which people are exposed. I have proposed that to understand and counter the causes and consequences of undermining of public understanding, fact-checkers, researchers, policymakers and platforms need to understand and counter all elements of this disorder by promoting information integrity.

I have made a case that the story of false information is both older and more complex than is widely appreciated, and that – depending on the topic and context – false information that directly affects understanding among political, business and social elites has or may have potential to cause or contribute to consequences as powerful or more powerful than information which influences public opinion. To consider this last Page 78 →point more fully, though, it is necessary now to consider the nature of the communication we are concerned with and what we know and do not know of its effects on audiences’ factual understandings and symbolic beliefs, and the consequences, or harms, these effects do and do not cause.






 Page 79 →Part 2 –  What’s the Harm?

If information disorder were to cause no consequences for individuals or society, the debate about the phenomenon might be of purely theoretical interest. Since 2016, however, laws and regulations have been amended in dozens of countries around the world, enabling authorities to penalise publication and order the removal of information said to be false or misleading.1 At the same time, the European Union and United Kingdom have introduced legislation that requires the largest online platforms to put in place policies that counter disinformation, among other presumed causes of harm.2

Under political pressure, and at risk of significant fines if they fail to comply, several of the largest social media and messaging platforms, for a period at least, adopted policies to curb the potential for false information to cause or contribute to negative consequences. Between 2016 and 2025, Meta used external fact-checkers to identify information that is false or misleading and either add warning labels or curb the content’s circulation.3 In 2025, Meta ended its fact-checking programme in the United States and suggested other countries would follow. X, formerly Twitter, enables users to add warning labels to content they consider false.4 Meta announced it will adopt a similar system. TikTok has both partnered with fact-checkers and, like other platforms, used AI tools to remove content it says violates its community guidelines.5Page 80 →

While the laws and regulations passed in the EU and UK recognise, at least in principle, the need to protect freedom of speech, a report by misinformation and online harms think-tank the Center for News, Technology and Innovation in 2024 found the majority of ‘fake news’ laws passed between 2020 and 2023 show little regard for freedom of expression. The effect of most such laws has been to ‘lessen the protection of an independent press and risk the public’s open access to a plurality of fact-based news’, the body found.6

At the same time as new laws and regulations have been come into force, media literacy programmes have been launched or proposed by educators and officials in countries from Finland to the United States. And the number of fact-checking initiatives operating around the world – not only publishing reports, but seeking corrections and advocating for better access to accurate information – more than doubled from 188 in 2016 to almost 440 in 2024.7

All these actions have been premised on the notion that false information causes, or has potential to cause or contribute to, substantive negative consequences for individuals and society. And yet, not only do laws and regulations drawn up since 2016 ‘often struggle to properly define categories of “harmful content” they seek to regulate’, as the disinformation researcher Camille François noted in 2019.8 The wider community responding to the challenge – fact-checkers, researchers, educators, policymakers and platforms – lack both a clear and coherent framework for understanding the potential of false and misleading information to cause or contribute to the sort of harms they fear and for understanding the impact of measures to counter it.

In his 2022 work Free Speech: A Global History from Socrates to Social Media, Danish free speech advocate, Jacob Mchangama acknowledges that ‘It is true that freedom of speech can be used to amplify division, sow distrust, and inflict serious harm.’ However, he adds, ‘The view that the deep challenges to dignity, trust, democracy and institutions of our splintered age can be overcome by rolling back free speech rests on shaky grounds.’9 This is, at least in part, because of lack of agreement about what is meant by free speech, the processes by which information Page 81 →does and does not have effects, and distinctions between false beliefs, harm and offence.

The very notion of media, or communication, effects has been a matter of serious scholarly debate and argument going back more than a hundred years and, as concern about the consequences of false information surged over the past decade, many serious communications researchers expressed concern that past lessons have been ignored. ‘We perhaps risk rehashing mid-20th century debates about strong and weak media effects in the 21st century, when we ought to be finding new analytical categories and paradigms,’ communications researcher C. W. Anderson, then at University of Leeds, argued in 2021.10

Certainly, I would acknowledge, the debate today has similarities with the debate that took place last century, as two clashing multiple-author articles published in Nature in 2024, about the consequences of misinformation, demonstrate.11 However, I would argue these disagreements, then and now, spring, at least in part, from the different forms and contexts of information considered by the different researchers, different understandings of the nature of communication and information, and different understandings of the mechanisms by which consequences may thus occur.

While familiar ground for media researchers, the history of media effects theory is less well-known among fact-checkers, policymakers and platforms and, I start Chapter 4, therefore, with a brief account of the twentieth-century debates about the effects of the then-new ‘mass media’ on individuals and society. This is followed by a review of recent research into the consequences of false and misleading information felt in different, specific fields, forms and contexts, from politics and international relations to health and climate change.

I then explore, in Chapter 5, the main different perspectives taken – discussed briefly in Chapter 3 – on how we understand communication and how exposure to information does and does not change individuals’ factual understanding and shared beliefs. And finally, in Chapter 6, I set out evidence of a dozen examples of false or misleading information, examined in the database of this study, which evidence shows caused Page 82 →or contributed to specific consequences, from the killings of health researchers in Ethiopia to a reduction in resources for residents of the largest city in Nigeria. And I consider the factors common to these cases, and those common to similar examples that caused or contributed to no such effects, and how that may have influenced the nature of the different outcomes.Page 83 →







Chapter 4

 Media Theory and Evidence of False Information Consequences

A decade after the United States entered the First World War in 2017, following a concerted mass media campaign run by British authorities, political scientist Harold Lasswell, then just 25, published a seminal book on the power of the media to influence public attitudes and behaviour. In Propaganda Technique in the World War, Lasswell identified the new mass media as a powerful tool used by governing elites in countries such as Britain and the United States to sway public opinion. Like those concerned that ‘fake news’ played a role in the outcome of elections around the world nearly a century later,1 Lasswell argued that mass media during the First World War had moulded US public opinion to the will of foreign and domestic propagandists. Americans now understood and were ‘uneasy or vexed at the unknown cunning which seems to have duped and degraded them’, the political scientist wrote: ‘They writhe in the knowledge that they were the blind pawns in plans which they did not incubate.’2 The British argument for the United States to enter the war had been effective ‘for American public opinion has often been a cockleshell, floating helplessly and unconsciously in the wake of the British man-of-war,’ he lamented,3 referring to a notoriously directionless type of boat of the time.

Lasswell was an early proponent of what became known as the school of ‘powerful media effects’. And once this notion was established, financial support flowed from US corporations and the US government for researchers to study the phenomenon in more depth. The argument that media offer an effective means of persuasion laid the foundations of the modern advertising industry and shaped government propaganda Page 84 →efforts. For years, early practitioners of public relations such as Edward Bernays – author of works such as Propaganda (1928) and Public Relations (1945) – promoted the notion that mass media had the power to sway an impressionable public, whether to support entry into a war or buy the latest soap brand. The process they proposed was straightforward and linear: exposure to messages has direct effects on individual and social attitudes and behaviour.

As compelling as this idea was for those in advertising and public relations who promoted it, it alternately excited and alarmed political and military leaders on all sides when the Second World War broke out in 1939; causing officials both to set up media and communication teams to spout their own messages, and to worry about the potential of enemy propaganda to undermine public morale and support for the war. In the United Kingdom, concern extended beyond the effects of enemy propaganda to fears of other forms of unhelpful information after a Home Office study found many Britons took newspaper columns by astrologers sufficiently seriously to change their behaviour during an air raid. If newspaper readers would change their activity based on the predictions of astrologers, how much easier would they be for enemy propagandists to influence, officials feared.4

The challenge for the researchers and scholars who followed Lasswell was that proof of such effects was harder to obtain than they first imagined. After many years of research efforts, all that was clear, behavioural scientist Bernard Berelson wryly suggested, in 1948 was that ‘Some kinds of communication, on some kinds of issues, brought to the attention of some kinds of people, under some kinds of conditions, have some kinds of effects.’5 The paradox, the eminent British communications theorist Denis McQuail wrote four decades later, was that while there is ‘a widespread belief, nearing on certainty, that the mass media are a powerful instrument of influence on opinion and of effects on behaviour’, at the same time, ‘there is great difficulty in predicting effects, engineering them by design or in proving that they have happened after the event.’6

One of those Berelson worked with on this challenge was Paul Lazarsfeld, a prominent Austrian-American sociologist. In 1940, Page 85 →Lazarsfeld, Berelson and Hazel Gaudet set up the first large-scale panel survey, interviewing 3,000 voters in Erie Country, Iowa, either side of the 1940 presidential election campaign. After asking voters what shaped their views and studying the responses, the researchers concluded that individuals were far more likely to be affected by the views and opinions of their family, friends, or colleagues than by what they read or saw in the media. ‘Personal contacts appear to have been more effective than the mass media in influencing voting decisions,’ Lazarsfeld and colleagues argued: putting forward what became known as the two-step flow theory of communication.7 Concern about the power of mass media to influence public opinion had been overplayed. Supporters of this new school of ‘limited effects’, such as the communications theorist Joseph Klapper, acknowledged that mass media could cause or contribute to changes in public attitudes but ‘more frequently as an agent of reinforcement than as an agent of change’. This was because of a process he called ‘selective exposure’, ‘selective perception’ and ‘selective retention’ of information. Audiences choose media to follow that aligns with their existing views, and interpret and retain the information in ways that reinforces these attitudes, he wrote.8

From the 1970s onward, however, new generations of scholars looked again at these questions and came to different conclusions. The sociologist Todd Gitlin, for example, identified earlier researchers as having sought to find evidence of immediate changes in attitude and behaviour, an approach that he argued failed to recognise media’s potential for longitudinal effects such as agenda-setting and framing. Klapper, for example, had leaned for evidence of media’s ‘limited effects’ on the failure of a one-week promotional campaign in Missouri to change long-set attitudes to the oil industry in the state. Another study that Klapper cited assessed the effects on voter intentions of a one-off political telecast. What was needed was a whole new paradigm, to understanding of effects, Gitlin and others suggested. ‘Most current research’, no longer questions whether some sort of effects occur, American media scholar Elizabeth Perse argued in 2001, but seeks ‘to improve our understanding of media effects by refining our theoretical explanations of the processes by which media effects occur’.9Page 86 →



How What We Study Shapes the Debate About Misinformation Consequences

As the communications researcher C. W. Anderson feared, much of the public and policy discussion since 2016 has, indeed, involved replaying much of the mid-twentieth-century debate about whether information effects are ‘weak’ or ‘strong’.10 As some of those participating in the public and policy discussion acknowledged in 2024, the different conclusions reached often hinge, at least in part, on differences in the form and context of information that is examined and consequences that arise. These differences include the nature of the communication, the type of understandings formed, by whom and the mechanisms or processes by which consequences may or may not then occur.

The debate began as the last ballots were being counted in the 2016 US presidential election and media commentators provided a snap explanation for a result most had not predicted. ‘Donald Trump won because of Facebook’ ran one headline on the day after the vote. ‘The most obvious way in which Facebook enabled a Trump victory has been its inability (or refusal) to address the problem of hoax or fake news,’ journalist Max Read declared.11 Many commentators agreed and, in 2018, the results of a study published by Ohio State University political scientists gave support to the claim. After interviewing voters who had switched allegiance from the Democrat Barack Obama in 2012 to the Republican Donald Trump in 2016, and discounting for confounding factors such as a negative attitude to female candidates, Richard Gunther, a professor of political science at Ohio State, and colleagues concluded that voters’ exposure to a large number of fake pro-Trump reports ‘most likely did have a substantial impact on the voting decisions of a strategically important set of voters … sufficient to deprive Hillary Clinton of a victory’.12

As the next election approached, this understanding prevailed in much liberal US media and commentary. ‘Conventional wisdom now holds that without Facebook’s help spreading misinformation, Trump probably would not be in office,’ one prominent American media commentator wrote in 2020.13 The public took seriously claims that false information spread on social media has potential for such effects. In a survey of 1,200 US adults in 2020, 81 per cent of respondents told pollsters Page 87 →they were either ‘very’ or ‘somewhat’ concerned that false information online would sway the next election against their candidate.14

The same phenomenon – blatantly false information spread on social media15 – was identified as having affected the outcome of elections around the world, such as the 2016 presidential election in the Philippines16 and the Brexit vote in the United Kingdom.17 Most British voters did not have fixed attitudes to EU membership at the start of the campaign and, after the vote, one of the main groups campaigning for Britain to leave the European Union claimed it had swung the vote its way by targeting nine million voters identified as ‘persuadables’ with social media messages making three false or misleading claims in favour of leaving.18

Soon the belief that false information spread on social media during an election campaign can affect its outcome by persuading voters to switch party preference became widespread. In Africa, a 2020 study in Zimbabwe found politicians on all sides believed false information spread online had played a huge role in determining the results of the country’s 2018 elections.19 In Sierra Leone and Nigeria, researchers found politicians and activists were convinced that false information was having the same effect:20 a new version of ‘powerful media effects’ theory had emerged.

Countering this view, research soon emerged however, reinforcing the earlier argument that exposure of voters to this particular type of false information during a typical, brief election campaign has limited effects. In 2017, a meta-analysis of forty-nine field experiments undertaken in the United States by political scientists Joshua Kalla and David Broockman found that the average effect of campaign contact during elections on US voters’ choices was ‘zero, or close to zero’.21 The following year, a study by Princeton University political scientist Andrew Guess and colleagues assessed changes in voting behaviour in 2016 against exposure to false information on ‘fake news’ sites and concluded that such information had had ‘limited effect’ on voters’ choices. Any effect that occurred would have been largely restricted to reinforcing, not changing, the views of a small subset of the population with a strong pre-disposition to the views the sites put forward, they suggested.22 In 2020, a follow-up study found false claims on fake news sites had had ‘limited effects beyond increasing beliefs in false claims’ – not Page 88 →changing votes.23 Other societal factors, including race and religion, play a far larger role in determining voter choices, political communication researchers Shannon McGregor and Daniel Kreiss added.24

Outside the United States, the claims made by British political consultancy Cambridge Analytica that its use of false information on social media had influenced voter choices in Kenya and Nigeria are not borne out by firm evidence. In 2013, Cambridge Analytica’s parent company – Strategic Communication Laboratories – boasted about its effectiveness in ‘election management’, but evidence to support the claim was weak.25 Research suggesting that false information influenced voter preferences in an election in Nigeria in 201526 and in Zimbabwe in 201827 were based more on perceptions than hard evidence. A consensus developed among a majority of communications scholars, in the United States at least, that – while not ruling out possible consequential effects in narrow elections where candidates or issues are new to voters – short-term exposure to blatantly false information spread on niche sites and social media has limited potential for direct effects on enough voters’ preferences to affect the election outcome. Some researchers in other disciplines went much further. ‘Most popular misconceptions … have few practical consequences,’ cognitive scientist Hugo Mercier argued in 2020.28

Reviewing these arguments today, I suggest that the studies showing, correctly, the ‘limited effects’ that the sort of blatantly false information spread on niche fake news and hyper-partisan sites have on voter preference in certain political contexts, fail to address the consequences of this and other false or misleading that circulates online over time and that spreads to broader audiences via mainstream print and broadcast media. Nor do such studies address the consequences of false or misleading information set out in other forms, on other topics and contexts, affecting the factual understanding and decision-making of policymakers and members of the public.

At the same time, many of those works identifying exposure to any form of false information on social media as having direct effects on beliefs and behaviour reflect neither the different ways in which individuals and groups communicate – to transfer information and to represent shared beliefs – nor differences in the consequences that occur as a result. Instead, the studies set out below suggest the need for a more nuanced understanding of the challenge faced from false information, Page 89 →about how people use communication and the mechanisms or processes by which consequences, if any, may occur.



Consequences of Public and Elite Exposure to False Information in Ten Different Fields and Contexts

Research conducted in a broad range of fields over many years provides a useful means to identify different types of false information to which different audiences are exposed, in different contexts, the different understandings formed and the means by which different sorts of consequences may or may not take place. What this shows, I argue below and in Chapter 5, is that false or misleading information can indeed be used both to form and represent shared beliefs, and to transmit or impart particular false factual and functional understandings. The evidence I set out shows that audience responses differ not only at the individual level, but also are subject to a complex variety of factors including the nature of the message, source, audience and context. The mechanisms or processes by which any consequences do or do not occur vary, I argue, depending primarily on the topic of information, the effects the information has or does not have on audience factual understanding or attitude, and the capacity and motivation of the audience to act on the false understanding, if caused. To explain this theory, I first set out below evidence from a range of existing research across ten fields, from politics to health to the economy, identifying consequences caused or contributed to by exposure of, first, the public and, then, elites to different types of false and misleading information. And in Chapter 6, I set out evidence of such consequences or potential consequences in real cases from the database examined for this study.



Consequences for Election Participation and Results: Public Exposure to False Claims About Election Threats, Rigging and Process – Effects of Repetition on Attitudes

If, as suggested by political scientist Andrew Guess and others, blatantly false information that spreads on ‘fake news’ sites during a typical brief Page 90 →election campaign rarely persuades sufficient voters to switch party preference to change an election’s outcome;29 their research still suggests that an election result may be affected if the vote is close, many voters’ attitudes are not firmly set beforehand, and the false messages are targeted and repeated.30

A more probable way for false political information – spread online or via print and broadcast media – to affect an election outcome is to influence whether or not sufficient voters participate in the poll in the first place. On election day in the United States in 1980, television networks called the election for Republican California Governor Ronald Reagan as polling stations closed on the East Coast, declaring the expected result a landslide. While Reagan would indeed go on to win, the reports from sources seen by millions that the race was effectively already over dampened turnout by Democrats in the western states, where voting was still taking place, a study by University of Michigan political scientist John Jackson concluded.31 Studies show people participate in elections when the reasons for doing so outweigh the perceived costs.32 And given the election was considered effectively over, the consequence of the broadcasts was to reduce participation in the general election and to affect the outcome of several state-level elections, Jackson found.

Among other sorts of information that may affect voter turnout are false factual claims boosting turnout by raising the fears or interests of particular voter groups, or dampening turnout by exaggerating the perceived risks of electoral violence and threats to election integrity. During election in Spain in July 2023, for example, unidentified actors set up a counterfeit version of the Madrid regional government’s website to falsely warn terrorists planned an attack on named polling stations, dampening participation among those who saw the false claim.33 In 2015, a study of election violence across Africa found that fears of pre-election violence are likely to influence both turnout in the upcoming poll – motivating some and demotivating others – and stated willingness to vote in future elections.34 Meanwhile, the perception that the elections are likely to be rigged has been found to reduce both current and intended future participation. Expectation of electoral integrity ‘fosters participation in elections, whereas (expectation of) electoral malpractice reduces it’, one study found.35Page 91 →

Evidence from media and election monitors, meanwhile, suggests that exposure of the public to false information about practical elements of the voting process – misdirecting voters about matters the date or timing of the polls, the location of polling stations, or the participation or exclusion of their preferred candidates – may also influence election participation. In Britain, false information about the voting hours for the leadership of a key committee governing one of the main political parties effectively disenfranchised a number of senior MPs from voting, contributing to them failing to turn up in time to take part, party officials reported.36

Beyond the potential of false information about immediate, practical matters – threats of violence, or the hours of voting – to affect voter participation on the day, numerous studies from 1945 to today have found that the more a claim, true or false, is repeated, the more likely it is to affect its audience’s factual understanding and even attitude. While longitudinal studies of the effects of media on political and social thinking are notoriously difficult to run, behavioural political scientists Florian Foos and Daniel Bischof published one such study in 2021 that suggested long-term exposure to a particular news source can indeed, influence social and political attitudes over time, for at least part of its audience. In the study, the two researchers examined changes over a thirty-year period in political and social attitudes in Liverpool, England, and surrounding districts, and found statistically significant differences between those areas exposed to the source and those not.

In 1989, residents of Liverpool, a city of almost 500,000 people, began a more than three-decade boycott of a popular newspaper, The Sun, over its coverage of a local event. In the study, Foos and Bischof compared attitudes to British membership of the European Union between residents of Liverpool and people living in a number of socio-economically and politically comparable surrounding areas, which were not part of the boycott and continued to receive the newspaper. Changes in attitude to Europe were significantly weaker among residents of the city, who had not been exposed to three decades of anti-European messaging from The Sun, than among people in the surrounding areas who had received the paper, the study found.37 Repeated exposure, or lack of exposure, to a strong narrative, true or false, may have potential to affect Page 92 →long-term political and social attitudes in ways that have potential to contribute to behaviour change, the researchers concluded.



Consequences for International Relations and Conflicts: Public Exposure to False Information About the Actions, History or Capabilities of Other Countries

International relations and conflicts are not, in general, decided by a public vote. There are exceptions, such as the referenda held in a number of European Union countries on international treaties, or elections in which foreign affairs play a major role, such as the 2015 and 2019 votes in the United Kingdom. In such cases, studies such as that of Foos and Bischof, cited above, and reports of persuasive effects of false claims targeting millions of ‘persuadable’ voters in the final days of the Brexit referendum,38 suggest false information spread over time or in particularly close votes have potential to influence outcomes.

While evidence of such influence of false information on foreign relations is relatively limited, the same is not true of effects on military events. ‘The history of the War shows that modern war must be fought on three fronts: the military front, the economic front and the propaganda front,’ the American political scientist Harold Lasswell wrote in 1927, looking back at the events of the First World War. Even when governments fail to consult the public or national assembly on the decision to launch a conflict, propaganda can have practical effects in fields such as recruiting volunteers and support for a war effort from business, Lasswell argued.39 In the years since his book was published, subsequent research since has identified a greater potential for information campaigns to affect public understanding of foreign and military affairs than to influence understanding and attitudes to domestic issues.

Lacking the more detailed knowledge they have of events at home, the public in the United States are often more dependent on and susceptible to media and political narratives on international and military affairs than on domestic issues, communications scholars Matthew Baum, of Harvard, and Tim Groeling, of University of California, argued in 2010. On foreign and military policy, ‘citizens are highly responsive to what Page 93 →they see and hear from political elites – more so than in most areas of domestic policy,’ their study of the influence of media and political narratives on US attitudes to the 2003 war on Iraq found.40

All conflicts take place, of course, in what is a home theatre for some of those involved, and even here, public exposure to false information may influence the occurrence and outcome of certain types of conflicts.

The Democratic Republic of the Congo has long been a scene of conflict, for example, and became host in 1999 to the world’s largest UN peacekeeping mission (MONUSCO). While many valid criticisms were made to be of the operation, MONUSCO was also the subject of false claims that may have contributed to some of the domestic opposition to the operation, UN reports found. In July 2022, for example, false rumours spread in the community that MONUSCO troops, already resented over valid criticisms, had colluded with a brutal rebel group, the Allied Democratic Forces (ADF) in a massacre that left many dead in Nord-Kivu Province. Acting on this false understanding, residents attacked the UN base in the town of Butembo, killing three peacekeepers and wounding a fourth. Diplomats reported that these and similar attacks on the UN force contributed to the UN Security Council’s decision in December 2023 to reduce and ultimately withdraw the operation.41



Consequences for Individual and Public Health: Public Exposure to False Information About Causes and Effects of Health Conditions and Treatments, Actions of Health Workers

The potential for false or misleading health claims to influence individual health decisions and behaviours in ways that harm their’ and others’ health has been well studied in recent years. False information spread, both online and offline, was identified as a major public health risk by the World Health Organization in 202042 and, in 2022, a systematic review of studies of public health effects of false health information found evidence of effects, from ‘distorting the interpretation of scientific evidence’ to ‘misallocation of resources’ for health services and treatments.43Page 94 →

To start with, numerous studies and reports provide evidence that, subject to factors including health awareness and access to regular health services, false information may affect public health by persuading individuals to use treatments and products that cause them direct medical harm. Over three months in 2020, for example, more than seven hundred Iranians died, and more than a thousand were hospitalised, after false claims circulated online that drinking neat alcohol would prevent infection with Covid-19. The thousands of alcohol poisonings and seven hundred deaths registered by Iranian authorities over three months represented an eleven-fold increase over the same period in previous years.44 And, in West Africa, records from optometrists show that hundreds of citizens have in recent years suffered either short-term or permanent damage to their eyesight as a result of acting on a false claim, spread in community networks for years, that breast milk, urine or, in the most extreme cases, diluted battery acid can be used to treat conjunctivitis, known in Nigeria as ‘pink eye’.45 Many of those who take up the harmful treatment in the hope that it will be effective, are on a low income and less able to afford medical consultation and treatment fees, medical records show.

Studies have also proven that, if individuals are convinced by a false claim to use alternative treatments that are ineffective but cheaper than regular medication, the use of more effective treatments may be reduced. In 2014, for example, a study found that the use of anti-retroviral (ARV) treatments by people living with HIV in northern Tanzania, dropped precipitously after the group accepted the false claims of a faith healer that he was able to provide a ‘cure’ for HIV at a fraction of the cost of ARVs.46 In 2021, one Kenyan patient, Doreen Moraa Moracha, gave journalists an example, recalling that, born with HIV, she had been taken in 2005 by her mother for treatment by a faith healer operating in Tanzania. The mother and daughter drank the herbal medicine, and returned home, and, believing that they were now HIV-negative, stopped taking the anti-retroviral medicine. This sent their viral load soaring and would have killed them had they not returned to treatment, Moracha said.47

Exposure to false information may also, subject to factors including sometimes legitimate reasons to distrust public services in general, be Page 95 →found to harm public health by persuading individuals that safe and effective treatments are dangerous and the health workers who provide them are not to be trusted. While almost all medical interventions carry some risk, false information about vaccines, for instance, has long exaggerated the risks of side-effects, reducing the take-up of an intervention crucial to public health.48 False claims about the combined vaccine for measles, mumps and rubella by a now-disbarred British medical practitioner have been shown, for example, to have contributed to a rise in cases in several countries for over twenty years.49 And false understandings caused by inaccurate claims about the so-called MMR vaccine contributed to reducing the take-up of vaccine treatments during the Covid-19 pandemic, studies have shown.

At the same time, false claims about health and medical staff may also, in certain contexts, cause or contribute both to attacks on health personnel and a reduced take-up of medication and adherence with medical guidelines. During the West African Ebola crisis in 2014, for example, false claims that health workers were the ones causing the outbreak contributed to crowds attacking, and in some cases killing, public health workers, not only affecting them and their families directly but also weakening efforts to curb the spread of the disease.50 During the Covid-19 pandemic, health workers in countries from the United States and Mexico to India and Australia, suffered attacks for the same reason.51



Consequences for Individuals’ Mental Health: Publication of False Information About the Character and Actions of Particular Individuals

It has been widely recognised that, subject to the characteristics and circumstances of those involved, putting individuals into the public spotlight, unwanted, or falsely accusing them of wrongdoing may cause them serious negative mental health effects as a result. In a case discussed in more detail in Chapter 6, the appearance online of false information misidentifying a Zambian man who had been subject to an earlier, traumatic assault, severely retraumatised the man by resurfacing the memory of the earlier incident.Page 96 →

False accusations of wrongdoing have also been shown to cause serious mental health effects,52 and, in rare cases, may even contribute to acts of self-harm, up to and including suicide. In 2019, false accusations spread in the media and online were found to have contributed to the suicide of the co-founder of a disaster response organisation, operating in Syria; the man concerned was found to have taken his own life due to severe distress to which the false accusations contributed.53



Consequences of Discrimination and Abuse, Vigilantism and Unrest: Public Exposure to False Information About the Character, Actions, or Threat Posed by Individuals and Groups

Numerous academic studies and media reports show that, where false or misleading information concerns the character, actions, or threat posed by particular individuals, groups or communities, this may cause or contribute to acts of discrimination, abuse, vigilantism and unrest, subject to a range of factors, including pre-existing political and social attitudes and trust in authorities to respond effectively to the perceived threat or wrongdoing.

At one end of the scale, false allegations that particular mid- and low-ranking election officials were involved in tampering with election results in the US presidential election of 2020 led to officials and their families being targeted with vicious online and in-person abuse and death threats.54 In other contexts, the effects are not limited to verbal abuse and intimidation. In India, more than a hundred lynchings and other acts of communal violence were caused between 2015 and 2019, in part at least, by false messages spread on social media, provoking fear and anger toward particular individuals or types of individuals.

In April 2018, for example, hundreds of messages spread on WhatsApp in India claiming that gangs from particular, marginalised communities were infiltrating named rural areas and kidnapping children to harvest their organs or exploit them in other ways. The messages primed a sense of threat that was triggered when people saw unfamiliar individuals or groups in the district, and, over a few weeks, more than two dozen people were killed in attacks on marginalised individuals and Page 97 →groups. The oldest killed was 65; the youngest were children. One study that examined the messages found the false claims exhorted those who saw them to take action to ‘keep our children safe’, and played on a lack of public trust in the police to protect the community. The social context of distrust in the authorities played a major role in the consequences that followed.55

In some circumstances, false information has been used to stoke violence on a larger, more organised scale, as seen in events from Rwanda in 1994 to Myanmar less than a decade ago. In 2003, the International Criminal Tribunal for Rwanda (ICTR) found directors of the notorious Radio-Télévision Libre des Milles Collines radio station guilty of using a combination of disinformation and hate speech to build public support for the genocide that occurred in 1994.56 The international court found false claims were used over time to both foster hostility toward the minority Tutsi population, and to trigger particular acts of violence. In Myanmar, the military, known as the Tatmadaw, worked with militant anti-Muslim groups to spread false reports of attacks on Burmese Buddhists by Burmese Rohingya Muslims. While many factors play their part in any such violence, United Nations researchers concluded the combination of long-term false narratives and specific false claims that triggered violence played a critical role in the killings.57



Consequences for the Justice System: Public Exposure to False Information About Particular Court Cases, Court Authorities and the Workings of the Justice System

Research by forensic psychologists, carried out over many years, has identified four important ways in which false and misleading information has the potential to influence public engagement with and outcomes in the justice system.

First, when cases come to court, false information spread online, in print, or broadcast media can cause eyewitnesses to change their evidence and report witnessing events they never saw or experienced. One UK study, for example, found that when asked whether they had seen the video footage of a bus exploding during terrorist attacks in London Page 98 →in 2005, 40 per cent of respondents confirmed they had done so despite the fact that no such video exists.58 Known in the justice system as ‘the misinformation effect’ , the phenomenon ‘refers to the impairment in memory for the past that arises after exposure to misleading information’ and may influence the course and outcome of particular cases, forensic psychologist Elizabeth F. Loftus wrote in 2005.59

Second, false information about the outcome of particular cases or types of cases has been found to affect public engagement with the system, such as dissuading women from reporting sexual assaults, or persuading individuals to pursue vigilante responses to alleged crimes or threat of crimes.

Third, public exposure to false information about the perpetrators and victims of crime can, subject to a variety of factors, contribute to discrimination in the justice system for or against those seen as responsible for or victims of crimes, based on false stereotypes.

Fourth, false information spread about particular judges or the judiciary has been found to undermine public faith in the judiciary and the perceived credibility of rulings they make.60



Consequences for Business And The Wider Economy: Public Exposure to False Information About the Actions, Effects of Business or State of the Economy and Market

Since the earliest days of human commerce, the public has been regularly exposed to false information about the performance of businesses, business products and the state of particular markets or the wider economy. Inflated claims about the prospects of a British joint-stock firm, the South Sea Company, led thousands of investors to financial ruin when its stock price burst in 1720. The exaggerated claims of wealth available from gold mining ruined thousands more during the California Gold Rush in the United States in the 1850s. Companies, before and since, have been both purveyors and victims of false information, from tobacco firms denying the harms to health caused by cigarettes,61 to companies whose reputations have been falsely tarnished, suffering a drop in sales, in some cases, and a ruinous collapse in investor confidence in others.62Page 99 →

False information has been used to manipulate markets and, with the advent of online disinformation, the already considerable potential for false information to affect companies and markets is growing. At the macro-economic level, false information about the underpinnings of the economy has potential to distort whole economies, as seen in studies of the 2008 global financial crash.63 The uncertainty caused to both the public and business by false information and lack of access to accurate information about basic issues, from demographic to spending data, hinders economic growth in many markets.



Consequences for Climate Change and the Environment: Public Exposure to False Information About Causes, Consequences of Climate Change, Environmental Effects

Millions of people around the world today believe that the effects of climate change identified by scientists are either overstated, or a sham and, if climate change is real, human activity is not responsible. Numerous studies show this false understanding can be attributed, at least in part, to public exposure to false and misleading information spread over decades by political and business elites connected with or supportive of the energy sector.64 This false public understanding has, in turn, been shown to have contributed to private behaviour and public policy that undermines efforts to reduce carbon emissions and mitigate the worst effects of changes in the climate.65

Research also shows false information on wider environmental topics – from river pollution to the state of wildlife – has potential, subject to a variety of factors, to influence behaviour that affects the natural environment. False claims, widespread in East and South East Asia about the supposed medicinal properties of rhino horn, for example, drive demand for the product and thus, in turn, the sharp reduction in the world’s rhino populations seen in recent decades.66Page 100 →



Consequences of Financial and ID Loss, Digital and Other Practical Harms: Public Exposure to Scams, Clickbait Including Viruses and False Safety Information

If public exposure to false information about conflict or the climate has potential for consequences at a global scale, the consequences of exposure to scams, clickbait and false safety information has the potential to take effect, primarily, at an individual level – in ways that can be devastating for those concerned. Hoaxes such as fake job advertisements are used in many low-employment economies to persuade job-seeking individuals to make payments they may ill afford and/or provide personal data to be used later, to defraud them out of their savings. And clickbait reports that use false information to attract readers can also be used to spread links to harmful malware or computer viruses, with effects felt at an individual or business level.

Negative consequences for individuals also follow when the public is exposed to flawed instructions or guidance during security incidents and natural disasters. One study of the consequences of false information during security incidents and disasters in Europe in 2009–18 found this sort of false information caused or contributed to harms for individuals and groups ranging from unnecessary home evacuations during earthquakes in Italy, to avoidable deaths for those sheltering in place during a terrorist attack in Norway and told, prematurely, that they were safe to come out from their hiding places.67

*



The Social Consequences of Direct Exposure of Political and Governing Elites to False and Misleading Information

In 2003, Robert Entman, an eminent professor of media and public affairs at George Washington University, described the process by which he suggested political ideas spread and have effect in society; a concept he termed ‘cascading activation’. Political ideas, he argued, generally flow ‘downhill’, like a cascade, from the highest level of politics to other Page 101 →elites, through the media and finally to the public. Political ideas cascade due to the powerful framing mechanisms at the elite’s disposal. Ideas, he suggested, may flow uphill if notions from the public, picked up by the media, are adopted by elites. However, ideas, like water, flow less easily uphill due to the great power of elites. ‘The ability to promote the spread of frames is highly stratified, both across and within each level,’ Entman argued.68

Observing the consequences that occur when the factual understanding of policymakers is influenced by factually false information – a false claim about the link between HIV and AIDS in South Africa in 2000,69 the risks of polio vaccination in Nigeria in 2002,70 or the powers of a herbal tonic to prevent infection with the SARS-CoV2 virus in Madagascar in 202071 – it is clear that in such cases the consequences of this false understanding also cascade ‘downhill’, and, if or when they do so, occur on a greater scale than those of false understandings held by hundreds or thousands of members of the public due to the greater powers of the policymaking elite to mandate outcomes to the public.

The power, or capacity, of elites and members of the public to act in a way that affects others varies with the topic and context. Individual members of the public, for example, may have capacity to act on a false factual understanding about a matter of private behaviour or conscience. But if the false understanding concerns public resources that should be allocated to particular health treatments, public officials have the power to act, consequentially, in a way members of the public do not.

The same is true in other fields too. In the fifth century BCE, the Chinese military strategist Sun Tzu argued that military and political leaders should use a tactic of ‘leaking information which is actually false’ to secret agents who, when captured by the enemy commanders, ‘report this false information … [so that] … the enemy will believe it and make preparations accordingly’.72 The consequences occur when enemy commanders whose understanding is affected act on that false understanding, he suggested. And when British and American forces sought to turn the course of the Second World War in 1944, they applied this lesson, spreading false information to deceive the opposing commanders, not foot soldiers, about plans for Allied D-Day landings in Europe.73 Looking back twenty years after the end of the US war on Page 102 →Vietnam in 1975, the then US Defense Secretary Robert McNamara blamed Washington’s exposure to ‘very inaccurate information’ received behind closed doors – not decisions taken by the American public – for the ‘very poor decisions’ that shaped the outcome of the war.74 In a similar way, when Russian forces invaded Ukraine in 2022, the foot soldiers were unprepared for the scale of resistance they encountered due to a failure in understanding not on the part of the soldiers but of their political and military commanders, misinformed in the weeks and months before the invasion by false information about the scale of opposition to be expected.75

Around the world, political, social and business elites make decisions every day that affect individuals and society in a wide range of fields from public health and education to the functioning of the justice system and urban planning. Where those decisions are made based on a false factual understanding, or framed by an attitude shaped over time by false factual information, they can cause or contribute to substantive, real-world consequences for individuals and society. In Kenya in 2019, health officials may – in a case from this study, discussed in more detail in Chapter 2 – misassigned, or may have misassigned, resources for HIV/AIDS treatments based on false information about the communities affected.76 In Nigeria, the central government in Abuja misassigned resources due to the city of Lagos, based on the use of a false figure for the size of the city’s population.77

These effects reflect not the persuasive, attitudinal effects of false information but the functional consequences of false information taken, wrongly, as the basis for practical decisions. In 2012, the Erasmus Medical School in the Netherlands found, in a shocking investigation, that one of its most eminent researchers, Don Poldermans, had used ‘fictitious data’ and ‘knowingly unreliable data’ in formulating European guidelines for the use of beta blockers to protect the heart in treatment of patients prior to surgery. The inquiry found that the use of beta blockers prior to surgery made it 27 per cent more likely that a patient would die within thirty days of their surgery. Some researchers believe the guidelines may have resulted in hundreds of thousands of excess deaths before the guidelines were withdrawn.78Page 103 →

Reviewing both the studies mentioned above, and the cases of false information examined for this study, it is clear that the potential for false or misleading information to cause or contribute to substantive negative consequences for individuals or society depends on a broad range of factors including among them, the type of message, source, audience and context. Of these, I argue that the capacity and motivation of those whose factual understanding or attitude is affected to then take action based on that false understanding or belief is a key element. I consider in the next chapter what is known of how different forms of information make these changes to factual understanding and attitude and shape the potential for effects.







Page 104 →Chapter 5

 How Changes in Factual Understanding May Cause or Contribute to These Consequences

For much of the twentieth century, funding from government and the corporate sector oriented media research toward the effects of mass media exposure on public attitudes and opinions. As discussed in Chapter 5, many of the resulting studies focused on the effects of one-off or brief exposure to mass media campaigns, what the 1960s communications theorist Joseph Klapper termed ‘short-term opinion and attitude effects’.1 Less attention was paid to long-term effects on attitude or to short-term or long-term effects on factual understanding.

Writing Communication as Culture in 1989, the communications theorist James W. Carey argued that this effect on attitude and opinion was critical: ‘Under the sway of realism, we ordinarily assume there is an order to existence that the human mind through some faculty may discover and describe. I am suggesting that reality is not there to discover in any significant detail.’2 Certainly, much communication – in mass media, on social media, and in political debate today – is still less concerned with the ‘brute facts’ of reality than it is with the sharing of opinions, attitudes and beliefs.

Nevertheless, many claims examined for this study do relate to matters of substantive, provable fact: a false claim of gunfire at an event where none occurred,3 a false claim promoting a potentially deadly medication as a health treatment,4 a false claim that a president died, when he had not.5 And when individuals understand such false claims as ‘true’ – causing or reinforcing a specific false factual belief – the factual understanding formed or reinforced may, subject to a variety of factors, cause or contribute to Page 105 →actions that cause or contribute to specific substantive consequences for those involved or others. For while individuals exposed to new information are typically slow to change existing attitudes and opinions, they are both quicker and more likely to adopt new specific factual understandings.

This difference in the likelihood and nature of the consequences that follow, is explained, in part, by the difference between factual information that, on its own or by repetition, forms or reinforces what the philosopher Sperber calls ‘factual beliefs’ and what he identifies as ‘representational’ or ‘symbolic’ beliefs, or attitudes. The former helps to explain many of the proven consequences observed in cases examined for this study, discussed in the next chapter, and the latter, the potential for contribution to future effects.

*

It is, of course, possible for false information to have consequences for individuals or society without needing to affect the factual understanding of those who see the claim. As discussed in more detail in the next chapter, cases examined for this study prove that certain types of information such as false accusations, may, affect the mental health of those concerned, whether or not they believe the claim to be true. And clickbait reports that use false information to attract readers may cause practical harms of another sort, exposing readers to a malware or computer virus, whether or not they affect understanding.

A broader consequence occurs when the prevalence of false claims in society undermines public trust in media and other sources of information in general, without necessarily creating a false understanding about a specific subject. This effect is not new. In 1971, the administration of US President Richard Nixon planned a disinformation campaign to ‘destroy the credibility of the press’ before the 1972 presidential election, using false claims and innuendo to undermine faith in the media in general.6 In 2016, Rodrigo Duterte, candidate for president in the Philippines, waged a similar campaign for similar reasons.7 The same year and throughout his first term in office, then US presidential candidate Donald Trump repeatedly labelled journalists whose reports he did not like as producing ‘fake news’, for the same reason.8Page 106 →

Beyond these ad hominem attacks on the media, another tactic elites use to undermine trust without needing to cause a specific false understanding, is to flood a space or network with both true and false information and thus sow uncertainty about information in general. ‘Propagandists often don’t care whether everyone, or even most people, really believe the specific things they are selling … They just have to get you confused enough so that you don’t know what is true,’ the American philosopher Michael P. Lynch argued in 2016.9 Multiple studies show that the tactic is effective.10

Certainly, evidence discussed in more detail in the next chapter shows that certain types of false information may still contribute to specific consequences without needing to create specific false understandings. However, the evidence in the study also shows that most false information has potential to cause or contribute to specific substantive consequences only when it causes, changes or reinforces a specific false understanding that individuals or organisations then act on.

To identify changes in audience members’ factual understanding or attitudes, for this study, I first determined whether the information related to a topic that is sufficiently new that any specific understanding, true or false, is automatically a new one. Where the topic was not new, I looked for evidence of audience members’ original understanding or attitudes from evidence in the fact-checks. In some cases, written online statements and comments provided evidence of audience understanding. In other cases, audience attitudes to the information could be deduced from other online reactions. A much-cited paper published in 2013 by Stanford organisational behaviourist Michal Kosinski and colleagues found written statements and online reactions such as likes and emojis to be an accurate indicator of attitudes and understanding.11 In other cases, it was also possible to identify evidence of effects from information in the fact-checks of specific audience behaviours caused or contributed to by a false new understanding. Examples I studied included individuals taking up a particular false health treatment,12 or assaulting people falsely accused of wrongdoing.13

In the vast majority of cases studied, audience responses varied, often considerably, with at least some in the audience showing they believed the claim even when most did not. Many factors contributed to this including differences in individuals’ prior knowledge or understanding – giving Page 107 →some and not others reason to dismiss a false claim – their prior attitude to the topic, and the contexts in which they were exposed to the claim – from a heated argument in a community setting to a sober policy debate in Parliament. There were, in summary, many reasons for individuals to show different responses to the claims examined in the database. However, I argue that if a substantive consequence can follow if just one individual acts on a false understanding, the fact that most people dismiss it will not be enough to prevent the consequence from happening.

Reviewing the cases examined for this study, I applied the same scale of changes established by communications theorist Joseph Klapper for changes in attitude to change in factual understanding, from reinforcement to minor change, major change, and the creation of an entirely new factual understanding.

Studying the claim and evidence from the fact-check of prior and new understandings, I identified slightly under one-fifth of all entries in the database as having created no meaningful change in or reinforcement of a factual understanding among a substantive number of readers or viewers, compared with what would have been created by entirely accurate information. In just under half the cases, I identified entries as having reinforced an existing factual understanding on a false basis. In around one-fifth of cases, I identified the claim as having caused or contributed to a minor change of degree in either an existing understanding or in the intensity of an existing attitude or opinion. And in almost two-thirds of cases in the database, I identified the claim as having caused at least a substantive number of those exposed to the claim to have a new specific false factual understanding.

Claims examined in the study that caused no meaningful change in, or reinforcement of, a false understanding among the audience, did so for a number of reasons. This was due, in some cases, to the claim’s failure to convince a meaningful number of readers that the claim made was true. When a man in Kenya made a false claim about a foreign-owned supermarket, and called for a boycott of its stores, for example, the claim was promptly dismissed as false by a clear majority of those who responded, many of them providing photos and links as evidence that the claim was false. Even if a modest number believed and acted on the claim, the number would be insufficient for the putative boycott to have a meaningful effect on the company’s bottom line (Case 5.1).


False Claims That Created No Meaningful Change or Reinforcement of a Factual Understanding



Case 5.1 – Reader responses show the message was inconsistent with the existing audience knowledge

Grace Gichuhi, ‘No, Carrefour not selling half-price maize after toxin ban’, Africa Check, 19 November 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/no-carrefour-kenya-not- selling-half-price-maize-after-toxin.



Case 5.2 – The message was only narrowly inaccurate & did not create a substantively false understanding

Monique Ngo Mayag and Ange Kasongo, ‘Non, cette vidéo ne montre pas des ministres gabonais arrêtés pour détournement de fonds publics’, AFPFactuel, 13 December 2019, https://factuel.afp.com/non-cette-video-ne-montre-pas-des-ministres-gabonais-arretes-pour-detournement-de-fonds-publics.


Page 108 →In other cases, the claim was only narrowly inaccurate and the understanding created was thus not substantively different to the understanding that would have been created by wholly accurate information. When a video of former lawmakers in Democratic Republic of Congo staging a sit-down protest spread online, for example, it was wrongly captioned in Gabon as showing ministers and officials recently arrested there for corruption. The caption on the video was wrong but – given that senior ministers and officials in Gabon had just been arrested on corruption charges, and detained in similar circumstances – the substantive understanding created or reinforced that top officials had been detained in Gabon over corruption was correct. Any action taken based on the understanding caused by the video would have been broadly similar to action taken, had the video properly explained it showed scenes from Democratic Republic of Congo, similar to those that had recently occurred in Gabon (Case 5.2).


False Claims That Reinforced an Existing Factual Understanding on a False Basis



Case 5.3 – Reader responses show the claim confirmed an existing false specific understanding

Temilade Onilede, ‘Picture on Buhari’s Death Is False!’ Dubawa, 26 August 2019, https://dubawa.org/picture-on-buharis-death-is-false/.



Case 5.4 – Reader responses show the claim confirmed an existing related false understanding

Monique Ngo Mayag, ‘Le corossol n’est pas un remède miracle contre le diabète’, AFPFactuel, 12 November 2019, https://factuel.afp.com/le- corossol-nest-pas-un-remede-miracle-contre-le-diabete.


Page 109 →By contrast, evidence in the fact-checks showed that just under half the entries were substantively false and reinforced an existing false factual understanding among a substantive number of readers. Many of the readers who responded to a false claim, circulating in Nigeria in 2019, that President Muhammadu Buhari had died two years previously, for example, made clear that the post reaffirmed an existing understanding (Case 5.3). When an article was published online in Cameroon claiming, falsely, that seeds of the soursop fruit are an effective cure for diabetes, hundreds made written online comments that the false claim reinforced their prior belief that the fruit was a health cure, and natural treatments are always the most effective (Case 5.4).

Examining the claims in the database, evidence in the fact-checks showed that another substantial body of entries caused or contributed to a minor change of degree or intensity in an existing understanding or an existing attitude or opinion. In these cases, the evidence in the fact-check showed the false claim did not change the substance of the existing understanding but changed it on a minor aspect or to a minor degree. For example, a claim examined in the database, which was widely Page 110 →believed in Chad, suggested the cost of accessing the Internet there was the highest, when it was only among the highest, in the world. Reader responses showed that this caused only a minor change in degree of understanding compared to the understanding that would be caused by wholly accurate information; a change so minor as to have no substantive potential for consequences (Case 5.5). Meanwhile, responses showed that a false claim that foreign nationals had been responsible for a fire in a historic building in Johannesburg in 2019 did not cause most of those who believed it to be true a wholly new opinion of foreign nationals. Rather, the false understanding caused a minor intensification in an existing attitude (Case 5.6).


False Claims That Caused a Minor Change of Degree in Understanding or Intensity of Attitude



Case 5.5 – Reader responses show the claim caused a minor change of degree in factual understanding

Monique Ngo Mayag, ‘Non, le Tchad n’a pas les tarifs Internet les plus élevés au monde’, AFPFactuel, 25 July 2019, https://factuel.afp.com/non-le-tchad-na-pas-les-tarifs-internet-les-plus-eleves-au-monde.



Case 5.6 – Reader responses show the claim caused a minor intensification of an existing negative attitude

Tendai Dube, ‘Johannesburg emergency services say this week’s fire had “nothing to do with foreign nationals”’, AFPFactCheck, 8 August 2019, https://factcheck.afp.com/johannesburg-emergency-services-say-weeks-fire-had-nothing-do-foreign-nationals.


Unlike Joseph Klapper’s findings on the effects of mass media on public attitudes, the largest single effect I identified from the sample of factually false information was the creation of a new specific false factual understanding among a substantive number of those exposed to the claim. I refer to a specific false factual understanding in the narrow, Page 111 →but important, sense of a specific piece of knowledge about a particular event or circumstance – not a broad belief, conviction, or persuasion.

There was, for example, no evidence of a change in overall attitude among those exposed to a video, circulated online in Nigeria in 2019, that was said to show a Nigerian man being stoned to death amid violence in South Africa. Audiences expressed a range of emotional responses but no change in attitude to the violent events. The audience reactions did show, however, that the video caused a false factual understanding about one specific killing: the incident shown in the video (Case 5.7). In a similar way, when a false claim spread in South Africa in 2019 that groups of foreign nationals were kidnapping children from a specific group of schools near Johannesburg, the rumour caused a new, specific false understanding among hundreds of parents, who rushed to the schools to collect their children. There is no evidence the claim caused a substantive change in overall attitude to foreign nationals in South Africa – amid a much larger series of violent events ongoing at the time – but it did cause a specific false understanding (Case 5.8).


False Claims That Caused a New Specific False Factual Understanding



Case 5.7 – A claim caused a false understanding about when the man died and why he was killed

Tendai Dube, ‘South Africa unrest: video of a man being pelted with stones is a month old’, AFPFactCheck, 5 September 2019, https://factcheck.afp.com/south-africa-unrest-video-man-being-pelted- stones-month-old.



Case 5.8 – A claim caused a false understanding foreigners were kidnapping children from schools

Tendai Dube, ‘False kidnapping rumours spread during South Africa violence’, AFPFactCheck, 9 September 2019, https://factcheck.afp.com/false-kidnapping-rumours-spread-during-south-africa-violence.


Page 112 →While, in many cases, there is no evidence that these specific false factual understandings caused or contributed to any specific, substantive consequences, that is not evidence that they did not do so. In other cases examined in the database, such changes to factual understanding can be shown to have caused an individual or group to take consequential action. What matters for both protecting individuals and society from harm and protecting freedom of speech is identifying the distinction – as I seek to do in the next chapter – between a claim that has a substantive potential to cause substantive consequences, and one that does not.

*

In Mass Communication Theory, which first appeared in 1983, British communications theorist Denis McQuail acknowledged the ‘great difficulty’ of predicting the consequences of exposure to mass media for public attitudes, opinions, or behaviour. At the same time, he recognised the influence that basic factual information has, or may have, on a wide range of quotidian activity. He acknowledged:


‘Everyday experience provides countless, if minor, examples of influence. We dress for the weather as forecast, buy something because of an advertisement … Good or bad economic news clearly affects business and consumer confidence … significant changes in behaviour, sometimes with large economic impact.14


The challenge for those seeking to predict such effects is that – as recognised more than sixty years ago by Joseph Klapper and others – the way such information affects behaviour ‘obviously depends on numerous extra-communication factors’,15 from differences in individual psychological characteristics and existing knowledge and attitude to differences in context and in the capacity and motivation of those whose understanding is affected to act on the understanding formed.

Hundreds or thousands of people might see and believe the same information, but not all will react in the same way, to the same effect.16 Some motorists who receive a report, true or false, of a traffic jam ahead will decide to change route. Others will doubt the claim. Others may Page 113 →have no choice but to stay on the original road. When individuals do act on the basis of a false understanding, the capacity they have to act in a manner that affects not only themselves but others also varies. When a member of the public refuses an effective medical treatment, the consequences will be felt by them and their family. When a politician or official believes the same false claim about the treatment and changes public health policy, the decision may affect tens or hundreds of thousands of people, or more, as shown in the cases discussed earlier, from Nigeria17 to South Africa18 to the United States,19 Madagascar,20 and across Europe.21

In all such scenarios, the false understanding caused is – in most cases – a necessary but not the determining factor in what follows. The question I seek to answer in the coming chapters is what factors influence the potential of a false factual information to cause or contribute not to a specific false understanding, or change in attitude, but to specific substantive consequences.







Page 114 →Chapter 6

 The Specific Substantive Consequences of False Information Examined for This Study

Since interest in false information surged in 2016, the vast majority of research has focused on its effects on beliefs and attitudes, and not its ‘real world’ consequences. After analysing more than 550 research articles published between 2016 and 2022 on misinformation and disinformation, psychologist Gillian Murphy and colleagues at University College Cork and University College Dublin made a striking point: ‘While many researchers identified behavioural consequences of misinformation exposure as a pressing concern, we observed a lack of research directly investigating behaviour change,’ they reported.1

In this chapter, I identify a dozen cases drawn from the database that clear evidence shows caused or contributed to specific substantive consequences for individuals or society – from influencing public policy in Nigeria, to causing, or contributing to, a vigilante killing in Ethiopia. I set out evidence – drawn from both the 250 cases in the database and a broad range of research literature – of a set of factors that govern the potential of individual false claims to affect not only elite and public factual understandings but also their behaviour in ways that have potential to cause or contribute to specific substantive consequences. Reviewing evidence about the nature and source of these claims, the context in which they emerged, proof of their reach and repetition, the characteristics the audience and their capacity to act on the understanding caused, I identify factors common to the cases that lead to specific consequences. And I compare these with the factors common to similar claims that caused no such substantive effects.Page 115 →

As discussed in the Introduction, I suggest that the different forms of cases examined in the database, while not exhaustive, provide a range of different types of false information to examine, from claims spread by the public online, on messaging apps or in offline community settings, to statements spread by political, social and business elites to other such elites in print media, academic journals, business reports and political settings.

The criteria I used to assess the evidence for my findings in each of the thirty categories set out in the database on each claim are outlined in the database guidelines to be found in the Appendices. The findings explain why some were and others were not found to have caused or contributed to any specific consequences.



A Dozen False Claims That Caused, Contributed to Substantive Consequences

From a database of just 250 examples of false information, I identified a dozen false or misleading claims that caused or contributed to specific false factual understandings, that in turn caused or contributed to specific, substantive consequences for individuals, groups or society as a whole. The consequences identified ranged from acts of abuse and violence to harming the mental health of individuals, as well as financial and practical costs for individuals and the distortion of public policy.

Making these assessments, I identified a specific substantive consequence as an outcome with a meaningful material effect on the condition or well-being of the subject. This measure includes, for example, notable effects on an individual’s physical or mental health, substantive effects on the operation of a business or market, and meaningful effects on the integrity and outcome of political processes. It does not include minor or fleeting effects such as brief changes in emotion or a minor dent made in a firm’s business operations from which it promptly recovers.

Making any such judgements, it is necessary to recognise that almost all individual or group behaviour occurs as a result not of one but of a combination of factors. For the purposes of this study, I identify false information as provably causing a consequence when credible evidence shows, beyond reasonable doubt, that the claim caused or contributed to Page 116 →a false factual understanding and this false understanding was an essential, if not the sole, factor in causing the outcome that followed. I identify false information as contributing to a consequence where, by force of repetition, it causes or reinforces an attitude or false understanding which, in time, is essential to behaviour with a consequential effect.

The principle of proving ‘beyond reasonable doubt’ is, as recognised in many legal systems, that after due investigation no other reasonable explanation exists that could plausibly explain the behaviour. The standard of judgement used to identify a substantive potential for a consequence to occur or have occurred is different and will be discussed later.



Three False Claims From ‘Reputable’ Sources That Influenced Policy Decisions

As noted above, false factual information from sources considered ‘authoritative’ can, and sometimes do, influence the decisions not only of members of the public but also of members of the political and governing elites. As described in Chapter 2, South African President Thabo Mbeki, in 2000 changed pubic policy on treatment for people living with AIDS based on a false factual understanding that the HIV virus does not cause the condition. The change made by Mbeki, and a small group of colleagues, had disastrous public health consequences, contributing to an estimated 330,000 excess deaths over five years.2 In 2002, governors of half-a-dozen northern Nigerian states banned a World Health Organization polio vaccination campaign from operating in the region at the time, based on a false factual understanding that the vaccine contained carcinogenic and anti-fertility agents aimed at reducing the region’s mainly Muslim population.3 Meanwhile, research in Europe suggests that official medical guidelines recommending – based on ‘fictitious data’ – the use of beta blockers for patients prior to certain types of surgery may have led to hundreds of thousands of excess deaths in Europe in the early 2000s.4

Other leaders, at other times, acted, or are thought to have acted, at least partly, on the basis of false and misleading information in launching and running conflicts, from the United States’ war in Vietnam from 1955–75,5 to the full-scale Russian invasion of Ukraine fifty years later.6Page 117 →

Among the 250 cases examined for this study, I identified three examples of false information that, as shown by evidence in the fact-checks and corroboration provided to the author, were essential to policymakers in three countries applying or adopting policies, based on a false factual understanding the information caused, in ways that had substantive consequences for society in the countries concerned.



False Figures Distort Allocation of Public Funds and Services to the City of Lagos

Since military rule ended in Nigeria in 1999, government funds and services for cities such as the former capital Lagos have been misallocated, and services inefficiently planned, due, in part, to the use by officials of false or inaccurate figures for the population. In 2019, officials in Lagos, which is recognised as Nigeria’s most populous city, declared that the state population had risen to 21 million. The number was an estimate that used as a starting figure the number of people recorded living there during the most recent census, whether or not they had been seen physically by enumerators. The figure was used as a basis on which to plan state-level services such as transport and sanitation.

While Lagos officials put the city population at 21 million, officials of the federal government, based in the capital, Abuja, declared Lagos’ population to be 12.6 million, or only just over half the Lagos State figure. This was also an estimate, but one produced by the National Bureau of Statistics, using as a basis the number of people seen in person by enumerators during the census. This figure was used by central government to allocate federal funds under a funding formula set down in the constitution to plan federal services and determine how many members the state has in the lower chamber of the Nigerian Parliament.

Whichever figure was closer to the truth, at least one of the figures and quite possibly both – each of them used as the legal and political basis to determine public policy decisions – was substantively wrong. One and quite possibly both of the figures, appearing year after year, in official statements and policy documents were inaccurate and used to determine the planning and funding of services, as a functional effect of their publication (Case 6.1).Page 118 →



False Claim Contributes to Approval of Fake ‘AIDS Vaccine’ in Democratic Republic of Congo

In 2011, health authorities across Africa were alerted by the World Health Organization to false claims that a chemistry professor in Gabon had created a cheap and effective AIDS vaccine. A carefully controlled trial of a compound commonly known as DHEA, the main active element in the fake vaccine, had found the element had ‘no beneficial antiviral … effects’ for those living with HIV or AIDS, the global health body declared.7

When those promoting the treatment continued to declare it a scientifically proven AIDS vaccine, authorities in Gabon banned it from sale, but its promoters took their claims online, quoting findings from a French medical institute to suggest, falsely, that the drug was in advanced clinical trials in France and had been found to be safe and effective. The articles were widely shared online in Gabon and across neighbouring countries and, in 2016, health officials in Democratic Republic of Congo approved the treatment for sale.

Though the ban on sales in pharmacies was subsequently restored after news websites disproved the false claims, the treatment remained available online. In conversation with the author, public health officials from the Democratic Republic of Congo acknowledged that the false claims made in the articles shared online had played an essential role in convincing them to approve the medication for sale – causing or contributing to the policy change (Case 6.2).



False Claim on Food Security Used to Justify Change in Food Import Policy in Nigeria

A third case from the study of false information that caused or contributed to a change in public policy emerged in Nigeria, in August 2019, when Nigeria’s President Muhammadu Buhari brought together ruling party state governors and announced a major change in his administration’s economic policy. The country had ‘achieved food security’, the president told the meeting, and the attendant media. For this reason, Buhari said, he was ordering the Central Bank to halt support for food imports.Page 119 →

In reality, Nigeria was still a long way off achieving food security – defined by the United Nations as when all people have access at all times to the food needed to maintain an active, healthy life – ranking 96th out of 113 countries on the Global Food Security Index. The false claim was used to provide political justification for the policy, which Buhari wanted to bring in, of ending support for food imports. While the claim was not seen by officials as essential to causing the policy change, it was identified as contributing to it – enabling politically the controversial change to occur (Case 6.3).


False Claims From ‘Reputable’ Sources That Directly Affected Public Policy Decisions



Case 6.1 – False figures about Lagos population contribute to misallocation of funds for city

Motunrayo Joel and David Ajikobi, ‘What a waste: fact-checking four claims about Nigeria’s garbage problem’, Africa Check, 26 July 2019, https://africacheck.org/fact-checks/reports/what-waste-fact-checking-four-claims-about-nigerias-garbage-problem.



Case 6.2 – False claims about a fake AIDS vaccine convinced officials to approve sale in DR Congo

Charlotte Durand and Monique Ngo Mayag, ‘Un médicament pour guérir du sida ? Un faux, depuis interdit dans plusieurs pays’, AFPFactuel, 6 July 2019, https://factuel.afp.com/un-medicament-pour-guerir-du-sida-un- faux-depuis-interdit-dans-plusieurs-pays.



Case 6.3 – False claims about food security in Nigeria used to justify change in food important policy

Olugbenga Adanikin, ‘Has Nigeria really achieved food security?’ ICIR/FactHub, 19 August 2019, https://www.icirnigeria.org/fact-check-has-nigeria-really-achieved-food-security/.


Reviewing these three cases, and the others from outside the study period which I describe above, it is clear that where false information comes from seemingly reputable sources – be it outwardly authoritative Page 120 →scientists8 or government agencies9 or others – it has or may have potential to influence the decisions made by public policymakers that affect large parts of society, without any need to influence public understanding at all, in order to do so.



Three False Claims in Community That Caused, Contributed to Abuse, Violence

Three cases examined in the study also show evidence that certain false claims that spread peer-to-peer in the community have, or may have, potential to cause or contribute to consequences for individuals and groups ranging from abuse to vigilante violence and killings.



False Claims About Identity Led Group to Assault Subject of the Claims

In January 2011, a rumour spread among a group of political activists outside the Ivory Coast embassy in Paris that a passerby was a supporter of the country’s ousted former president, Laurent Gbagbo. The idea enraged the partisan crowd who assaulted the man, beating and injuring him seriously. Eight years later, footage of the incident spread on social media along with a false claim that the man attacked was Laurent Gbagbo himself. Reviewing these two false claims, I identified no evidence that the online video caused or contributed to any fresh violence but participants and police who attended the 2011 incident confirmed it was triggered by the unfortunate false claim(Case 6.4).



False Claims Two Ailing Women Were Threat to Togolese Crowd Used to Justify Assault

In March 2017, the families of two elderly women from Lomé, the capital of Togo, brought them for assistance at a community event. The women suffered from diabetic encephalopathy, a medical condition which impairs cognitive and motor functions. During the session, the women went missing and, when found by police the next day, they had Page 121 →been stripped naked and beaten, and left sitting on the ground. Those who assaulted them justified their actions by falsely claiming that the women had taken part in occult rituals and, as such, were a threat to the community. Who genuinely believed the claims of occult behaviour, and who used the claims to escape punishment for a physical assault, is unclear. Either way, the claims played an essential role in the verbal and physical abuse. As in the case from Paris, mentioned above, I found no evidence in the fact-check or other online sources that the images, shared online two years after the assault, had caused or contributed to fresh abuse and violence (Case 6.5).



False Claims of Harm to Children That Led to Assault on a Church and Health Researchers

Two other cases examined in the database showed evidence that false claims – both of which related to supposed harm or threat of harm to children – caused or contributed to even more serious violence. One incident began when a young boy went missing as his mother attended church in south-west Nigeria in November 2019. Days later, a rumour spread that the boy’s body had been found under the altar and the pastor had confessed to abducting the child. No child’s body had been found and the pastor, though suspected by police, had not been arrested. Hearing the rumour, however, a crowd gathered, set the church on fire, and assaulted members of its staff (Case 6.6).

In another incident, the outcome of a false claim was fatal. In July 2018, two health researchers travelled to a remote town in Ethiopia’s northern Amhara State to research the effects of its poor water quality on children’s health. As they collected samples at a school, a false rumour spread that several children had become ill and died. Both angry and fearful of the threat that more children might be affected, a crowd went to the school, dragged the researchers into the street and beat them to death. A lab technician working with the men was maimed. While all such behaviours have many contributory factors, testimony from both police and participants gave the false rumour as the trigger for the assault (Case 6.7).


False Claims Spread Offline in Crowds That Caused or Contributed to Violence



Case 6.4 – False rumour spread in crowd caused violent assault; no similar evidence after claims online

Mayowa Tijani, ‘No, this video does not show Ivory Coast’s ex-president Laurent Gbagbo being beaten by a mob’, AFPFactCheck, 13 November 2019, https://factcheck.afp.com/no-video-does-not-show-ivory-coasts-ex- president-laurent-gbagbo-being-beaten-mob.



Case 6.5 – False claims two ailing women were a threat to crowd used to justify abuse, assault

Anne-Sophie Faivre Le Cadre, ‘Deux “oiseaux-sorcières” tombés du ciel au Congo? Non, des femmes atteintes d’encéphalopathie au Togo’, AFPFactuel, 7 August 2019, https://factuel.afp.com/deux-oiseaux- sorcieres-tombes-du-ciel-au-congo-non-des-femmes-atteintes- dencephalopathie-au-togo.



Case 6.6 – False claims missing baby discovered caused crowd attack on accused church

Segun Olakoyenikan, ‘Remains of a missing baby discovered under a church altar in Nigeria? No evidence yet’, AFPFactCheck, 6 December 2021, https://factcheck.afp.com/remains-missing-baby-discovered-under- church-altar-nigeria-no-evidence-yet.



Case 6.7 – False claims health research made children ill, die, caused deadly assault in Ethiopia

Dawit Endeshaw, ‘Mob action costs two researchers’ lives’, The Reporter Ethiopia, 27 October 2018, https://www.thereporterethiopia.com/6682/.Page 122 →


Page 123 →In each of the cases examined, from the assault in Paris to the beating and killings in Ethiopia, evidence in the fact-check, and corroborated in other reports, showed the false claims either caused or contributed to a false factual understanding that – coming in a particular social and cultural context – was essential to provoking anger and fear, or justification, and thus contributed to what took place. In each of the cases where consequences occurred, those whose understanding was affected were in close proximity to the subjects of the claims, thus had capacity to act on the emotions and false understanding caused. Where they were not in proximity, when images of these incidents circulated later online, I found no evidence this caused or contributed to similar violence at that later stage. For the consequence to occur, the combination of false understanding, capacity and motivation was critical.



Four False Claims That Caused or Contributed to Harms to Mental Health



Two Recurrent False Claims That Contributed to Measurable Distress, Depression

Mental and physical health experts have long recognised that repeated or chronic exposure to stress or fear, whether caused by circumstances or by information, have or may have the potential to harm individuals’ long-term mental and physical health in ways going far beyond the effects of fleeting negative emotions. ‘Both acute and chronic distress have measurable physiologic effects,’ on top of ‘particular effects for long-term mental health’, a recent guide by medical practitioners found.10 The effects that chronic fear and stress can have include depression and post-traumatic stress disorder, effects on cognition and the immune system, and susceptibility to gastrointestinal diseases and heart conditions.

Soon after Cameroon national football coach Rigobert Song suffered a stroke and was hospitalised in 2016, for example, a false rumour emerged online that the former sportsman was either seriously ill or had Page 124 →died. At first, Song and family brushed off the false reports, but when the claims were repeated, over time, they found recurrent exposure to the false claims more deeply unsettling. ‘It is very distressing to have to repeatedly respond to this sort of rumour,’ the former footballer noted in 2019. The repeated use of private photos and videos from a traumatic event in which he nearly died compounded the negative effects of the false claims, affecting his mental health (Case 6.8).

In 2014, South Africa’s national team goalkeeper Senzo Meyiwa was murdered by robbers who broke into his home during a party. In subsequent media and online reports, Longwe Twala, the son of a well-known South African musician, who had been present at the event was falsely accused of involvement in the killing. Though he was not considered by police as a suspect, the false accusation was repeated frequently online and in traditional media for years, contributing to his well-documented problems with depression and drug addiction, the family doctors reported (Case 6.9).



Two False Claims Linked to Past Traumas That Contributed to Severe Distress

In another case examined in the database, a celebrity photographer in Nigeria, traumatised by an alleged rape by a prominent Nigerian pastor, was falsely accused online of having apologised for, and withdrawn, her report of rape. The woman was so distressed by the false claims that she required medical treatment and support. The effects of the false accusation compounded the trauma of the original incident, evidence in the fact-check showed (Case 6.10).

In Zambia, a farmer who was badly beaten by political activists during an incident in 2017, was retraumatised after being misidentified in a photo shared widely online two years later as a victim of a bout of violence in South Africa in 2019. The man, still recovering, physically and mentally, from the original attack, was severely affected, evidence in the fact-check found, by being made to ‘relive the events of the day’, negatively affecting his mental health (Case 6.11).


False Claims That Affected the Subjects’ Mental Health



Case 6.8 – Recurrent false claim famous sportsman had died caused chronic distress

Monique Ngo Mayag, ‘Non, le footballeur Rigobert Song n’est pas décédé’, AFPFactuel, 17 July 2019, https://factuel.afp.com/non-le-footballeur- rigobert-song-nest-pas-decede.



Case 6.9 – Repeated false accusation of involvement in murder contributed to depression, addition

Tendai Dube, ‘South African police deny claims that Longwe Twala was arrested for the murder of Senzo Meyiwa’, AFPFactCheck, 22 November 2019, https://factcheck.afp.com/south-african-police-deny-claims-longwe- twala-was-arrested-murder-senzo-meyiwa.



Case 6.10 – False claims of wrongdoing contributed to chronic distress linked to rape trauma

Mayowa Tijani, ‘No, Busola Dakolo did not apologise to the pastor she accuses of raping her’, AFPFactCheck, 23 July 2019, https://factcheck. afp.com/no-busola-dakolo-did-not-apologise-pastor-she-accuses- raping-her.



Case 6.11 – False claim focusing attention on traumatic event re-traumatised a victim of violence

Mary Kulundu, ‘Zambian farmer “greatly distressed” by posts falsely identifying him as victim of South African violence’, AFPFactCheck, 13 September 2019, https://factcheck.afp.com/zambian-farmer-greatly-distressed-posts-falsely-identifying-him-victim-south-african-violence.


Page 125 →In all four cases studied, those affected knew the claims were untrue but were traumatised, to a lesser or greater degree, either by the unwelcome resurfacing of an earlier trauma, or by the perception that the public believed the claim to be true. In all four cases, the false claims made about them had negative consequences for their mental health.Page 126 →



Four False Claims That Caused Material Losses to Individuals and Organisations

While some false information causes material consequences at a global scale, many false claims have, or may have, potential to cause material losses for individuals and organisations – from loss of property to harm to their career.

To consider a case discussed earlier, when a crowd was incensed by false rumours that a church pastor in Nigeria was responsible for the death of a child, it not only caused violence against individuals, but also caused a direct material loss to the organisation: the building was burned down. A range of complex social factors, of course, play an important role in incidents such as the attack on the church, including strong sense of community among those who carried out the attack and a lack of trust in the police and courts to bring the alleged perpetrator to justice. But, according to police reports, the false factual understanding that spread that the pastor had been found to have abducted and killed the child was an essential factor in triggering what happened and causing both the violence against church workers and the burning down of the building (Case 6.12).

The same was true in another case in Kenya in 2019. An American woman working in the country with a religious group opposed to female genital mutilation was falsely accused by media of having undergone the process during her own wedding ceremony. Roundly criticised online and in the media, she was so affected that she left her role, the false accusations having a negative, material effect on her career. Again, other complex factors played a role in the effects of the false claim. Latent suspicion of outsiders, and the fact that the woman depended for her work on public acceptance of her credibility when arguing against the practice made her particularly vulnerable to the effects of the false accusation, but the false claim was the trigger (Case 6.13).

Alongside false accusations, false online claims promoting non-existent job or financial opportunities also have, or may have, potential to affect individuals or groups in practical ways. One of several such hoaxes examined in the database, for example, used false information to convince hundreds of job-seekers in Kenya to pay a fee of Ksh300 Page 127 →($2) to apply for work which did not exist. Often those who respond to such hoaxes are required to provide detailed personal and financial information too, which is then used impersonate them, or defraud them financially on a larger scale in future. Those targeted by such cases are typically in need of work and financially vulnerable (Case 6.14).

Clickbait reports that use false information to attract readers may also, in certain circumstances, expose them, and in some cases, their friends or colleagues, to a computer virus or malware, with the potential to sow practical harms, from identify theft to blackmail and operational difficulties. Those affected do not need to believe the claim to be true to suffer harm, but merely to find the claim sufficiently interesting, or entertaining, to click on the link they read. The clickbait headline of a report examined in the database, for example, suggested falsely that a popular Kenyan singer had died and been found ‘in a wheelie bin’. Many of those who clicked on the report claimed they did not believe it to be true, but, nevertheless, their action exposed them to a computer virus (Case 6.15).


False Claims That Caused Material Losses for Individuals or Groups



Case 6.12 – False claims that caused crowd attack on church caused major damage to property

Segun Olakoyenikan, ‘Remains of a missing baby discovered under a church altar in Nigeria? No evidence yet’, AFPFactCheck, 6 December 2021, https://factcheck.afp.com/remains-missing-baby-discovered- under-church-altar-nigeria-no-evidence-yet.



Case 6.13 – False claims of wrongdoing caused harm to individual’s career

Mary Kulundu, ‘False reports claim US missionary underwent FGM in Kenya’, AFPFactCheck, 30 July 2019, https://factcheck.afp.com/false- reports-claim-us-missionary-underwent-fgm-kenya.



Case 6.14 – False claims of hoax convinced unemployed to pay to apply for non-existent jobs

Grace Gichuhi, ‘Job Scam! Kenya’s Fresha Dairy doesn’t charge for recruitment’, Africa Check, 14 November 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/job-scam-kenyas-fresha-dairy-doesnt-charge-recruitment.



Case 6.15 – False claim that attracted readers to click on report exposing them to computer virus

Grace Gichuhi, ‘Kenyan gospel music star Ringtone Apoke is alive and well’, Africa Check, 12 July 2019, https://africacheck.org/fact- checks/meta-programme-fact-checks/kenyan-gospel-music-star- ringtone-apoko-alive-and-well.Page 128 →




Factors That Distinguish Claims That Cause No or Limited Effects

In contrast to the dozen cases described above that evidence shows, caused or contributed to the outcomes discussed, many outwardly similar claims examined in the study caused or contributed to no particular direct consequences beyond a false understanding, a fleeting impact on the emotions of those who saw the claim or a negative effect on public trust with no specific, substantive outcome for individuals or society. And many claims had even less effect than that – with evidence showing they had no substantive effect on understanding at all. Reviewing the different types of claim, audiences, sources and contexts in which claims appeared, I identified a variety of factors common to those that caused no or limited effects.Page 129 →



False Accusations and Fleeting Threats With No Substantive Mental Health Effects

To start with claims that made false accusations about the behaviour or character of named individuals, numerous cases studied in the database caused fleeting negative emotions for those falsely accused or misidentified online, but had no identifiable substantive effects on their subjects’ mental health. In some cases, the subjects – such as a politician in Nigeria (Case 6.16), or another in South Africa (Case 6.17) – were reportedly inured to such criticisms, and not subject to prior trauma, and the false claims had no reported consequences on the subjects’ mental health.

In other cases, claims provoked fleeting fear or anger – such as the fear that children at particular schools in South Africa were being kidnapped by foreign nationals (Case 6.18) – the emotional effects were real but fleeting and dissipated quickly when the claims turned out to be untrue. Fleeting emotions such as anger or fear may give rise to consequential behaviours but are not identified by mental health professionals as a substantive mental health effect in themselves.11


False Accusations and Fleeting Threats With No Substantive Mental Health Effects



Case 6.16 – A politician in Nigeria falsely accused of violent behaviour inured to criticism

Mayowa Tijani, ‘This is not a video of Remi Tinubu fighting in the Nigerian national assembly’, AFPFactCheck, 11 July 2019, https://factcheck.afp.com/not-video-remi-tinubu-fighting-nigerian-national-assembly.



Case 6.17 – A politician in South Africa, not subject to known prior trauma, unaffected by criticism

Tendai Dube, ‘South African minister Pravin Gordhan has been facing questions over his pharmacy degree. Two institutions confirm that he graduated’, AFPFactCheck, 10 July 2019, https://factcheck.afp.com/south-african-minister-pravin-gordhan-has-been-facing-questions-over-his-pharmacy-degree-two.



Case 6.18 – A claim that caused fleeing fear, no known long-term consequences

Tendai Dube, ‘False kidnapping rumours spread during South Africa violence’, AFPFactCheck, 9 September 2019, https://factcheck.afp.com/false-kidnapping-rumours-spread-during-south-africa-violence.


Page 130 →Reviewing the effects of these and other claims, I argue that, among many factors affecting individuals’ vulnerability to false accusations about their behaviour or character are whether the claims are repeated, over time or by many sources, and whether the subjects have been through prior trauma. Claims that cause emotions such as fleeting stress, fear or anger may trigger severe consequences but only affect mental health where the stress, fear or anger are lasting. These effects on mental health may occur whether or not the claim is seen as true by the subject or the audience.



Substantively False Claims May Cause Substantive Effects; the Effects of Inaccurate Claims That Are ‘Broadly True’ Are Not Due to Misinformation

By contrast, the false claims studied in the database that caused or contributed to the abuse of two women in Togo (Case 6.19) and the killing of two health researchers in Ethiopia (Case 6.20) did all require audiences to believe claims that were substantively false. They created, or reinforced, an understanding of events that completely contradicted the known facts – that the women were engaged in an occult practice and that the health researchers had harmed children. The action taken based on the false understanding was substantively different from action taken that would be taken based on an accurate understanding. By contrast, Page 131 →while all entries in the database were in some way inaccurate, many were only narrowly inaccurate and, as shown by evidence in the fact-check, caused no substantive consequence. The key distinction, in such cases, was that the factual understanding caused was broadly true.


False Claims That Cause Misinformation Effects, Inaccurate Claims That Do Not



Case 6.19 – A substantively false claim that contributed to a substantive consequence; an assault

Anne-Sophie Faivre Le Cadre, ‘Deux “oiseaux-sorcières” tombés du ciel au Congo? Non, des femmes atteintes d’encéphalopathie au Togo’, AFPFactuel, 7 August 2019, https://factuel.afp.com/deux-oiseaux- sorcieres-tombes-du-ciel-au-congo-non-des-femmes-atteintes- dencephalopathie-au-togo.



Case 6.20 – A substantively false claim that contributed to a substantive consequence; a killing

Dawit Endeshaw, ‘Mob action costs two researchers’ lives’, The Reporter Ethiopia, 27 October 2018, https://www.thereporterethiopia.com/6682/.



Case 6.21 – A narrowly inaccurate claim – no substantive effect on understanding, behaviour

Monique Ngo Mayag, ‘Non, cette photo n’a pas été prise dans une maternité au Cameroun’, AFPFactuel, 20 August 2019, https://factuel.afp.com/non-cette-photo-na-pas-ete-prise-dans-une-maternite-au-cameroun.



Case 6.22 – A narrowly inaccurate claim – no substantive effect on understanding, behaviour

Mayowa Tijani, ‘This is an old picture that does not show a reprisal for recent xenophobic violence in South Africa’, AFPFactCheck, 4 September 2019, https://factcheck.afp.com/old-picture-does-not-show-reprisal-recent- xenophobic-violence-south-africa.


Page 132 →Take, for example, a photo circulated online of shocking conditions in a maternity ward in Uganda. The image was falsely captioned as showing a maternity ward in Cameroon, leading people to a false factual understanding about the location. However, while the label was wrong, evidence in the fact-check showed the conditions shown were typical of conditions in maternity hospitals in Cameroon.12 The calls for action the photo provoked were based on an understanding that was inaccurate in terms of the location of the image, but broadly true of conditions in hospitals in Cameroon. Any behaviour that followed, based on the claim, would be essentially similar to behaviour caused by entirely accurate information (Case 6.21).

In a similar way, when protests against South African-owned firms broke out in Nigeria in 2019 – following reports of attacks on Nigerians living there – a Lagos-based journalist circulated a photo of an earlier incident and mislabelled it as showing an attack on a South African business in Lagos that day. The photo was, in fact, from an unrelated event four years earlier, but the scene shown was broadly similar to what had, in fact, taken place in Lagos that day. Again, any action taken on the basis of the understanding the photo formed would have been essentially similar to action taken on the basis of entirely accurate information on events that day (Case 6.22).

Reviewing the effects of these and other claims examined in the database, I argue that, in most cases, for false claims to cause or contribute to substantive consequences, the key premise of the claim must be substantively false, and contradicted by the facts. And where the understanding caused is only narrowly inaccurate, any actions taken are not a misinformation effect.



False Claims That Convinced or Failed to Convince Sufficient People to Cause a Consequence

Examining entries in the database, I identified a series of claims which were superficially similar to the false claims – discussed earlier in the book – which came from seemingly authoritative sources and persuaded authorities to change public health policy in South Africa,13 Madagascar,14 Page 133 →or Brazil.15 Like those cases, these entries presented a semblance of scientific evidence for the claim. Unlike those examples, however, these entries persuaded some members of the public but were insufficient to convince authorities to approve or promote the products for sale.

False claims examined in the database, for example, that apricot seeds ‘kill cancer cells’ (Case 6.23), or that a tisane made from the plant artemisia could cure malaria (Case 6.24), had an apparent basis in science to support them. Apricot seeds contain a substance called amygdalin which breaks down in the body to produce hydrogen cyanide. Hydrogen cyanide was used to treat different forms of cancer in Russia in the nineteenth century and in the United States up to the 1920s. Meanwhile the compound artemisinin, found in the artemisia plant native to the Chinese-Vietnam border region, is used in anti-malarial treatments worldwide and earned its discoverer, the scientist Tu Youyou, the Nobel Prize for medicine in 2015.16

In both cases, this seeming scientific evidence was sufficient to persuade many members of the public, who responded positively to the false claims, indicating intention to take the ineffective products as a treatment. The evidence was, however, insufficient to convince authorities to change policy and approve the products for sale. In fact, clinical trials show amygdalin has no beneficial effect against cancer and, taken in quantity, can lead to cyanide poisoning and death. And medical research has shown that artemisinin, while effective in tablet form, has no anti-malarial effect when diluted in a tisane.


False Claims That Convinced or Failed to Convince Sufficient, Necessary People



Case 6.23 – A false claim that convinced members of the public to take a health treatment

Taryn Khourie, ‘Apricot seeds don’t kill cancer cells, can have deadly side effects’, Africa Check, 25 October 2019, https://africacheck.org/fact- checks/meta-programme-fact-checks/apricot-seeds-dont-kill-cancer-cells-can-have-deadly-side.



Case 6.24 – A false claim that failed to convince health authorities to approve a health treatment

Anne-Sophie Faivre Le Cadre, ‘Non, la tisane à l’artémisia et la noix de cola ne guérissent pas le paludisme’, AFPFactCheck, 8 July 2019, https://factuel. afp.com/non-la-tisane-lartemisia-et-la-noix-de-cola-ne-guerissent- pas-le-paludisme.



Case 6.25 – A false claim that convinced health authorities and was then proven false

Olivier Hertel, ‘Suite à notre enquête, le faux médicament Immunorex a été suspendu en Afrique’, Sciences et Avenir, 20 January 2017, https://www.sciencesetavenir.fr/sante/exclusif-suite-a-notre-enquete-le-faux-medicament-immunorex-a-ete-suspendu-en-afrique_109932.



Case 6.26 – A false claim that did not convince sufficient people to launch an effective boycott

Grace Gichuhi, ‘No, Carrefour not selling half-price maize after toxin ban’, Africa Check, 19 November 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/no-carrefour-kenya-not- selling-half-price-maize-after-toxin.


Page 134 →In another case examined in the database, health officials in Democratic Republic of Congo were convinced by false information from a seemingly reputable source – the France-based Institut International pour le Soutien à la Recherche Scientifique Innovante – and false claims of support from world leading AIDS scientists to approve the sale of a fake AIDS vaccine; a change in health policy liable to reduce the take-up of effective treatments. The false claims were sufficient to persuade the health officials to endorse the product for sale (Case 6.25).

Reviewing these and other entries to the database, a second key difference between essentially similar claims that did and did not cause or contribute to a consequence is whether or not the claim was seen as true, or sufficiently likely to be true to act on, to cause the consequence concerned.Page 135 →

In the case of easily available supposed health treatments for a common condition – such as apricot seeds as a treatment for cancer, or an artemisia tisane as a cure for malaria – it may require only one member of the public to take up the ineffective treatment, to cause or contribute to the consequence. If the decision-making process is more rigorous – as it sometimes is the case for public policy decisions – more people may need to be convinced and the evidence produced to back up the claim may need to be more rigorous too.

By contrast, for some effects to occur, it is not enough for just one or two people to believe a false claim. For a call by a man in Kenya in 2019 for a boycott of a foreign supermarket chain to have had a substantive effect on the firm’s operations, it would have had to have been heeded not by a handful of fellow shoppers, but by thousands (Case 6.26). Some consequences would require action based on a false understanding to be taken by thousands or hundreds of thousands of people to have effect.



False Claims That Cause False Factual Understanding With No Effect; the Capacity and Motivation of the Audience to Take Effective Action

Examining cases in the database, many similar claims were substantively false and seen as true by sufficient people to cause a specific consequence, but not all did so. The key difference in such cases was the capacity and motivation of those whose understanding was affected to take consequential action.

When a crowd in Togo stripped two women and assaulted them, justifying their actions on a false rumour of occult practices, they had capacity and motivation to do so. The women were right there, in front of them, and vulnerable. When images of that incident appeared on social media two years later, many readers made statements calling for action against any occult behaviour, but there is no evidence any violent incidents followed. The difference was in the capacity and motivation of the offline and online audiences to take consequential action (Case 6.27).

Two years later, South African lawmakers listening to a debate in Parliament about police numbers, heard a minister falsely claim South Africa had fewer police than prescribed by the United Nations for its size of population. No such UN target figure exists, and security experts argue it would make no sense if it did – the ideal police-to-population ratio varies depending on context – but lawmakers believed the claim. While members of the public listening to the debate had no meaningful power to act on the false understanding the false claim caused, however, politicians attending the event did, and voted through the budget the minister demanded. The capacity of the politicians to act was key (Case 6.28).


False Claims – The Capacity and Motivation of the Audience to Act



Case 6.27 – False claim in the community on which an offline crowd had capacity and motivation to act

Anne-Sophie Faivre Le Cadre, ‘Deux “oiseaux-sorcières” tombés du ciel au Congo? Non, des femmes atteintes d’encéphalopathie au Togo’, AFPFactuel, 7 August 2019, https://factuel.afp.com/deux-oiseaux- sorcieres-tombes-du-ciel-au-congo-non-des-femmes-atteintes- dencephalopathie-au-togo.



Case 6.28 – False claim in parliament on which politicians had capacity and motivation to act

Cayley Clifford, ‘South Africa’s police recruitment drive based on dubious UN standard’, Africa Check, 17 July 2019, https://africacheck.org/fact-checks/spotchecks/south-africas-police-recruitment-drive-based-dubious-un-standard.Page 136 →




Determining the Potential of False Information to Cause or Contribute to Specific, Substantive Effects

If false information has no meaningful potential to cause or contribute to substantive consequences, there is little reason, beyond an abstract, theoretical interest in ‘the truth’, to support the many initiatives launched Page 137 →since 2016 to counter its spread. Fact-checking and media literacy have grown, and, in Europe, major online platforms are now required by law to have clear processes in place to counter ‘harmful misinformation’. However, these and most other legal frameworks set up to counter false information fail to set out how fact-checkers, policymakers, or platforms should decide what is harmful or potentially harmful information and what is inaccurate but harmless speech.

In the first part of the book, I proposed what I believe are clear and coherent definitions of the different aspects of information disorder and argued that, to counter the effects of information disorder, we need to take account of all these elements – and promote information integrity. I showed that, to have effect, we need to understand that false information spreads not only online, but also in print and broadcast media, in official communications, business meetings and communications, and in offline community and political settings too.

In this second part, after briefly reviewing both the history of media effects theory and the post-2016 debate over the consequences of false information,17 I have argued that these disagreements arise, at least in part, from differences in the forms, topics and contexts of information studied, different understandings of the nature of beliefs formed, different understandings of the nature of communication – as the transmission of information, or as a sharing of symbolic beliefs – and different understandings of the mechanisms by which consequences may or may not then occur.

And, while much communication is today, as it always has been, less concerned with provable factual reality than it is with the sharing of views and opinions, many of the claims examined for this study do relate to specific provable facts, to audiences, and in contexts, that mean they have or may have the potential to cause or contribute to specific substantive consequences for individuals and groups.

Comparing entries from the database which evidence in the fact-checks shows caused or contributed to consequences with similar false claims which caused no such outcomes, I have identified in this section three broad factors as shaping the potential of claims to have such effects. I identify these three broad factors as: (i) whether the claim is substantively, or only narrowly, inaccurate, and thus, if believed, causes Page 138 →or reinforces a substantively false factual understanding; (ii) whether the claim, if substantively false, is seen to be true or sufficiently likely to be true by sufficient people for action they might take based on that understanding to cause or contribute to a specific substantive consequence, and (iii) whether those who believe the false claim to be true have the capacity and potential motivation to act in ways that might cause a meaningful consequence, then or later, based on the false understanding caused.

Clearly, the vast amounts of false information circulating online and offline today have or may have other broader effects than those specific to a particular false understanding. But, I argue that understanding the mechanism by which these three factors shape the impact of specific false claims matters. This includes not only analysis of the content but of the nature of audience responses to the information, the context in which the information spread, and the means by which consequential decisions are or may be made.

It is also true that, if we are both to protect society from the harms that false information may cause or contribute to, and to preserve wider freedom of speech while doing so, it is essential to differentiate between false information that does and does not have a real potential to cause harm. And in Part 3 of the book and the Conclusion, I propose a model to do so and the theory that lies behind it. I also discuss the nature and outcome of a trial of the model conducted by three leading fact-checking organisations, and reviewed by independent researchers, in 2024.





 Page 139 →Part 3 –  Predicting the Weather. Predicting Harm?

‘All models are wrong, but some are useful,’ the eminent British statistician George Box wrote in the mid-1970s. It would be remarkable if any system ‘existing in the real world could be exactly represented by any simple model,’ Box acknowledged. However, he added, well-chosen and ‘parsimonious’ models often do provide ‘remarkably useful approximations’. The question is not whether the model is perfect but is the model ‘illuminating and useful?’1

In a field as complex as misinformation, it would indeed be wise to take a cautious approach and be clear about the limits on what we can and cannot usefully predict about the potential consequences of false information. It is necessary to take account of many elements required for the outcome to occur. It is important, nevertheless, to recognise that, if it is possible to predict the potential of false information to cause, or not to cause, or contribute to substantive consequences, to some useful degree, then this is of great potential significance for the work of fact-checkers, researchers, policymakers and platforms interested in both countering the consequences of false information and defending freedom of speech.

Every day, at the timing of writing, some or all of the more than four hundred fact-checking organisations operating around the world2 Page 140 →decide what claims to check based on a range of factors, from whether it amounts to a claim of fact or opinion, to the feasibility of finding evidence, the perceived interest of their audience and a more-or-less educated guess of the potential of the claim, if false, to cause or contribute to consequences. To make their selection, these generally small organisations can use a growing array of AI tools to identify potential claims to check, and a mixture of professional expertise and opinion to determine which are most suitable.3 At the same time, online platforms used by billions of people for daily communication and as a source of information about the world, make increasing use of AI systems to identify content their systems have been trained to detect for potentially contravening their policies on ‘offence’ and ‘harm’. Where they find such content, firms then either leave the content untouched, provide additional information in the form of fact-checks or warning labels, reduce the content’s circulation, or remove it from their platform entirely; either way, important decisions are made about the information the world sees, and all done with a limited theoretical framework for how to judge potential to cause harm.

Regulatory systems, in general, are worse. In total, between 2016 and 2022, at least ninety-one laws were introduced or amended around the world, in ways intended, according to their proponents to reduce the harm caused by false information.4 But while the new laws in the United Kingdom and European Union were aimed, ostensibly at least, at making online platforms more accountable for information they carry or publish, many around the world simply enable authorities to penalise publication of specific pieces of content they deem false, regardless of whether or not the content could be shown to have caused or be likely to cause harm.5

Supporters of freedom of speech, such as Danish human rights lawyer Jacob Mchangama, recognise that freedom of speech can be abused to ‘amplify division, sow distrust, and inflict serious harm’.6 However, he and many others view the often arbitrary ways that judgements are made by regulators and others today, about the potential of information to cause harm as a greater cause of concern for society.Page 141 →

*

In Part 3 of the book, I argue that having a carefully developed, widely accepted model that enables fact-checkers, researchers and platforms to identify information that does, and does not, have a substantive potential to cause substantive consequences for society, would meet the standard of being ‘useful’. It would better enable fact-checkers, researchers and platforms to focus their attention on information considered to be potentially significant and enable platforms to resist pressure from authoritarian governments to remove content those authorities find disagreeable. It would also enable defenders of freedom of speech to hold platforms to account where they do not resist pressure from authorities, and provide researchers with examples of false information to research in more depth to assess the consequences that do and do not follow.

To assess the practicality of this model for fact-checkers, it was trialled over several months in 2024 by researchers at three leading fact-checking organisations – Africa Check, AFPFactCheck and Full Fact. For the trial, I developed two simple online tools: one to help fact-checkers decide which claims to check, and a second tool to use once a fact-check has been completed, to assess the potential of the claim to cause or contribute to specific substantive consequences. The tools consist of a prescribed set of questions, answers and criteria to be used to come to evidence-based conclusions.

The process and outcomes of the trial were studied by two doctoral researchers supervised by Professor Lucas Graves of the University of Wisconsin-Madison. In a report in October 2024, the researchers identified the need for training for the fact-checkers and iteration of the tools, in order for the model to be effective, but that, if integrated successfully into their workflows, the tools would assist in focusing the fact-checkers’ efforts on the most potentially impactful claims, and enable them to generate both case studies and aggregate data on misinformation with the potential to cause effects. These findings could then be assessed for ‘real world’ validity by independent researchers.

The model the fact-checkers used in the trial used, set out in outline in Chapters 7 and 8 of this book, draws on lessons from both the 250 Page 142 →cases of false or misleading information examined in detail in the database, shown in the Appendices, and the evidence from earlier studies of information effects in different fields and contexts, discussed throughout the book. While the model has limitations, which I discuss below, if it achieves what it promises, it might indeed be ‘illuminating and useful’ for all who are concerned by both the harm that misinformation and disinformation may cause or contribute to, and the need to protect free speech.Page 143 →







Chapter 7

 A Model for Identifying the Potential of False Information to Cause or Contribute to Specific Consequences

British media theorist Denis McQuail noted four decades ago the ‘widespread belief’ in society that mass media influences public attitudes and behaviour and yet ‘great difficulty’ in predicting these effects and in attributing events to them later.1 Had he chosen to do so, McQuail might have drawn on lessons from meteorology to explain the conundrum.

In a dynamic system, such as meteorology, many small events contribute over time to major outcomes in ways that are almost impossible to predict, the mathematician Edward N. Lorenz reasoned in 1972.2 The analogy that the father of chaos theory used in a talk that year was that, in a chain of many small events, the flap of a butterfly’s wings in Brazil might cause a tornado in Texas – a notion soon known as ‘the butterfly effect’.3 Fearing that the proposition could seem ‘frivolous’, Lorenz noted he was not suggesting this was inevitable. ‘If the flap of a butterfly’s wings can be instrumental in generating a tornado, it can equally well be instrumental in preventing a tornado,’ he went on. His argument was the potential in a dynamic system for ‘perturbations of small amplitude’ to affect the predictability of subsequent events.4

Assessing the potential for one small event – the flap of a butterfly’s wing or spread of a specific false claim – to cause or contribute to a larger one, such as a Texan tornado or a distorted election outcome, requires both evidence and understanding. And even in a field such as relatively well understood as meteorology, we lack the data needed to Page 144 →forecast storms far into the future. ‘We do not know how many butterflies there are, nor where they are all located, let alone which ones are flapping their wings at any instant,’ Lorenz pointed out.5 Nevertheless, while our ability to forecast future storms remains limited, what meteorologists call our ‘useful forecast skill’ has improved by around one day for each decade of meteorological research over the past five decades.6 And, while misinformation effects are less well understood and are affected by a wider range of variables, I argue that with the right model and evidence, it may be possible – knowing what we do know – to judge the potential of specific examples of false information, shared to a given audience, in a given context, to cause or contribute to specific consequences – not the exact timing and location of future storms, but whether such a potential exists.


Figure 7.1: How three broad factors shape potential for substantive consequences

[image: Figure 7.1 is a diagram that illustrates how evidence related to three broad factors – (i) the degree of falsity of a claim, (ii) the number who see the claim as true or potentially, and (iii) audience capacity and motivation to act – may establish the potential of a specific claim to cause or contribute to specific substantive consequences. The process is described in detail in the part of the chapter that follows.]



How the Three Broad Factors Shape the Potential for Consequences

As noted earlier, most misinformation research since 2016 has focused on the influence of false information on individuals’ factual understandings or beliefs. Less attention has been paid to whether and how such changes affect those individuals’ behaviour.7 The debate about influence on beliefs and behaviour, such as it is, has been muddied, as discussed in Chapter 5, by different understandings of the nature of the communication, the type of understandings people hold and the mechanisms by which specific and broader consequences may or may not occur.

False information that causes or contributes to specific and broader consequences can come in the form of the false official population figures which, as a function of the law in Nigeria, influence financial resources and political representation for the population concerned.8 It can come in the form of a false claim made in an academic paper that helps distort a South African president’s understanding about the role of HIV in causing AIDS – with disastrous consequences for society.9 It can appear as a rumour spread in a crowd in a small town in Ethiopia that triggers a killing.10 It can take the form of false accusations of wrongdoing that harm the mental health of the subject of the claims.11Page 145 →

These different forms of information – cognitive, procedural, and legal and affective – are part of the different forms of communication – the transmission of information of sharing of opinion or belief – identified by theorists such as James Carey. They play a role in shaping different forms of perception from factual understandings to symbolic beliefs. Understanding of these distinctions helps explain some of the major areas of disagreement in the field.

At the same time, I believe it is necessary to understand the mechanism or process by which substantive consequences do and do not occur as a result of these effects on understanding. First, I argue, for a claim to cause or contribute to consequences that can be attributed to misinformation, the message must be substantively, not narrowly, inaccurate, and cause or support a factual understanding that is substantively false. Second, sufficient individuals to cause or contribute to the consequence that action based on this false understanding might cause must believe the claim to be ‘true’, or ‘sufficiently likely to be true’ to act on the basis of the false understanding formed. Third, those whose understanding is affected must have both capacity and motivation to act on the false understanding in a way that causes or contributes to a substantive consequence.



How a Claim’s Degree of Falsity Shapes the Potential for Specific Consequences



The Consequences of Accurate or Only Narrowly Inaccurate Claims

The model, set out below in Figure 7.1, starts with the possibly unremarkable premise that information that is accurate, and presented in proper context, cannot be reasonably identified as causing a misinformation effect. It suggests that the same is true of information that is factually inaccurate but so narrowly that, even if believed, it does not cause or contribute to a substantively false factual understanding or change in attitude on a false factual basis.

Reviewing the cases in the database by this standard, all of which were in some way flawed, more than one in ten were only narrowly inaccurate – such as a mislabelled image or a statistic that was either only Page 146 →marginally wrong or was wrong in a way immaterial to the understanding formed. Evidence, available in the fact-checks, of audience responses to these claims shows that for most, if not all, this information caused or reinforced an understanding that was only narrowly inaccurate, on a detail, but reflected the broad reality concerned.Page 147 →

When prominent Senegalese opposition leader Ousmane Sonko used a photo of a prison in Malawi to illustrate a blog post about crowded prison conditions in his own country, for example, the unlabelled image created a false understanding about where the photo had been taken. Most readers assumed the photo was from a prison in Senegal. However, evidence in the fact-check from prison visitors showed the image and text broadly reflected the reality of prison conditions in Senegal, and audience responses showed that understanding. Any action that an individual – whether policymaker or private citizen – would take, based on the understanding caused, was no different to that which might have been taken had Sonko labelled his photo entirely correctly as ‘scenes similar to those to be found in prisons in Senegal’ (Case 7.1).

The same was true of images of scenes in a Ugandan maternity hospital,12 or unrest in Nigeria, discussed earlier,13 which were inaccurately labelled but nevertheless reflected the situation they described. This was also the case with textual claims, examined in the study, that were narrowly wrong, such as an error in the name of a company involved in a rail infrastructure deal in Democratic Republic of Congo,14 or a claim that marginally overstated the cost of Internet access in Chad compared to the cost elsewhere in the world (Case 7.2). Here, too, action that policymakers or others might take based on the claim was no different to action they might take on an entirely accurate claim.


Degrees of Falsity – the Limited Effects of a Narrowly Inaccurate Claim



Case 7.1 – Audiences misled on photo, but the broad understanding caused reflected prisons reality

Anne-Sophie Faivre Le-Cadre, ‘Ces photos ne montrent pas des détenus au Sénégal mais les conditions de détention y demeurent “extrêmement préoccupantes”’, AFPFactuel, 6 September 2019, https://factuel.afp. com/ces-photos-ne-montrent-pas-des-detenus-au-senegal-mais- les-conditions-de-detention-y-demeurent.



Case 7.2 – Claim is inaccurate but broad understanding caused reflected reality of high prices

Monique Ngo Mayag, ‘Non, le Tchad n’a pas les tarifs Internet les plus élevés au monde’, AFPFactuel, 25 July 2019, https://factuel.afp.com/non-le-tchad-na-pas-les-tarifs-internet-les-plus-eleves-au-monde.


Page 148 →It is necessary to recognise, of course, that even if a claim that is so narrowly inaccurate that it has no potential to cause a substantive misinformation effect, attention to accuracy by private individuals and policymakers has clear social benefits. A culture that enables a lack of attention to the way claims and decisions are made has pernicious effects for society. This is a good reason to fact-check claims and one not related to countering the specific substantive consequences of a false claim; a fact recognised in point (i) of Figure 7.1, above.



The Consequences of Claims That Are Substantively False or Misidentify Accurate Information as ‘Fake News’

By contrast with the claims described above, almost four-fifths of the cases in the databases created or contributed to a specific understanding that was either mostly or completely false or misleading. In a few further cases, the claim was unproven but evidence suggested it was likely to be false. In both scenarios, where action was taken based on a substantively false understanding, it was meaningfully different from the behaviour that would have followed based on an accurate or only narrowly inaccurate understanding.

When parents in townships east of Johannesburg, South Africa, heard false claims that foreign nationals were coming to named schools to kidnap the students, for example, dozens rushed to collect and bring their children to safety. While those who did not believe the false rumour stayed home until the normal hour, those who believed the claim acted in a way that was meaningfully different (Case 7.3). The same was true for action taken based on wholly false information promoting a dangerous Page 149 →health treatment in South Africa,15 or misleading people about the time that polling closed in an internal party election in the United Kingdom.16 Substantively false information had a substantive effect on behaviour.

While the consequences of such false claims emerge from the specific false understanding they caused, overexposure to false claims in general, and to false claims that accurate news is ‘fake news’ in particular, has potential to cause or contribute to consequences through an incremental level to distrust in public information. This effect occurs when a sphere is flooded with information of variable quality, spreading doubt about what information may and may not be trusted.17 It also occurs when accurate information, or an accurate source, are dismissed as ‘fake’. A four-country study published in 2020, for example, showed that the perception of ‘being disinformed’ was enough to increase individuals’ distrust of public information.18 In a case studied in the database, for example, reader responses showed that many followers of a separatist movement in Nigeria, accepted as true false claims that media reporting the activities of the president, Muhammadu Buhari, were ‘fake news’. Evidence in the database shows the false understanding reinforced their distrust of the media (Case 7.4).


Consequences of Claims That Are Substantively False; Mislabel Information as “Fake News”



Case 7.3 – Audiences acted on a substantively false understanding about supposed threat

Tendai Dube, “False kidnapping rumours spread during South Africa violence,” AFPFactCheck, September 9, 2019, https://factcheck.afp.com/false-kidnapping-rumours-spread-during-south-africa-violence.



Case 7.4 – False claim accurate reports are “fake news” undermines trust in credible media

Mayowa Tijani, “A separatist group said images of Buhari arriving in Japan were fake. But AFP photos show he did attend Yokohama summit,” AFPFactCheck, September 2, 2019.


For this reason, the model set out above in Figure 7.1 identifies – in point (ii) – all cases of false or misleading information as reinforcing, at Page 150 →a very minor incremental level, individuals’ reason to distrust information, and false claims that accurate information is ‘fake’ as having potential to reinforce at a very minor incremental level individuals’ undue distrust in accurate information.

To summarise these points, I argue that the degree to which inaccurate information is false or misleading varies greatly, from information that is narrowly inaccurate – wrong on a point, or to a degree, that is not material to the understanding caused – to information that is either mostly or completely false, or is accurate but taken out of context, and, either way, creates or reinforces a factually false understanding. Information that is substantively false has potential to cause or contribute to a false factual understanding, and, at the same time, reinforces, at a minor incremental level, individuals’ reason to distrust information. And false claims that accurate information is false or ‘fake news’ have potential to reinforce, at a minor incremental level, their undue distrust in accurate information.

A key element of the model set out in Figure 7.1 is, thus, that information that is inaccurate but, only narrowly so, may have no substantive potential, if seen in context, to cause or contribute to specific, substantive consequences that would not have been caused by entirely accurate information. By contrast, substantively false information has or may have a potential to cause or contribute to substantive consequences, as shown in the cases discussed. This has important implications for understanding and responding to false information in ways that both address the risks that misinformation and disinformation pose to society and protect freedom of speech.



Whether Sufficient People’s Factual Understanding or Attitude Is Affected to Cause or Contribute to Specific Consequences



False Information Can Contribute to Particular Consequences Even If It Does Not Affect Understanding

In some cases, it is possible for false information to cause or contribute to specific consequences – whether or not it is seen as ‘true’. This occurs, at a broad level, through the disinformation effect described above – a barrage of claims not necessarily intended to be believed, but to cause Page 151 →or contribute to confusion. At the same time, certain types of specific false claims may have potential to cause or contribute to specific consequences whether or not seen as true.

One way this can happen is via audiences responding to clickbait containing links to computer viruses or malware, regardless of whether they believe the claims to be true, as a case from the database, discussed above, demonstrates. So where online reports that use false claims to engage attention contain a link to a computer virus or malware, they put readers at risk of exposure to digital harms without having to be believed to be true (Case 7.5).

I also argue that false claims about specific individuals may, subject to repetition and the individual’s exposure to prior trauma, have consequences for the mental health of the subject of the claim, regardless of whether the claim is perceived to be true. In one case examined in the database, for example, mislabelling of a photo of a Zambian man who had suffered a traumatic physical attack two years earlier, caused severe distress for the man shown. The widespread sharing online of an old photograph of him online covered in blood from the earlier incident forced him to ‘relive the events of the day’, he explained (Case 7.6).


False Claims That Cause or Contribute to Consequences – Whether or Not Seen As ‘True’



Case 7.5 – Clickbait false claim that attracted readers to article which included link to a virus

Grace Gichuhi, ‘Kenyan gospel music star Ringtone Apoke is alive and well’, Africa Check, 12 July 2019, https://africacheck.org/fact- checks/meta-programme-fact-checks/kenyan-gospel-music-star- ringtone-apoko-alive-and-well.



Case 7.6 – A false claim that – whether or not believed – retraumatised the subject of the claim

Mary Kulundu, ‘Zambian farmer “greatly distressed” by posts falsely identifying him as victim of South African violence’, AFPFactCheck, 13 September 2019, https://factcheck.afp.com/zambian-farmer-greatly- distressed-posts-falsely-identifying-him-victim-south-african-violence.



Case 7.7 – A false claim that had consequences for procedural, legal reasons

Motunrayo Joel and David Ajikobi, ‘What a waste: fact-checking four claims about Nigeria’s garbage problem’, Africa Check, 26 July 2019, https://africacheck.org/fact-checks/reports/what-waste-fact-checking-four-claims-about-nigerias-garbage-problem.


Page 152 →Other types of false information can also have consequences for society for entirely bureaucratic, or legal reasons – regardless of whether the claim is seen as true. This is the case with the false data discussed earlier, used by officials in Nigeria to determine resource allocation and planning decisions for cities such as Lagos. In this and other such cases, the consequences of the false information are mandated by law and practice, once it is made public, not whether officials judge the figures to be true (Case 7.7).

Taking these examples into account, it is clear that, as set out in point (iii) of Figure 7.1, several specific types of false information may cause or contribute to specific substantive consequences – from harming individuals’ mental health or exposing them to digital viruses or malware, to being taken into account in a decision for entirely bureaucratic or procedural reasons – regardless of whether the claim is considered to be true.



Most False Information Needs to Affect Factual Understanding or Attitude to Cause or Contribute to a Consequence

Nevertheless, as evidence from the database shows, in most cases, false information needs to cause or reinforce a false factual understanding or an attitude or belief among sufficient people to cause or contribute to a specific substantive consequence. For example, when individuals in South Africa saw a false claim that apricot seeds are a cure for cancer, they decided to take up the treatment, not as a side-effect, but as a result of the false factual understanding the claim caused. While some were rightly sceptical, many asked only where to buy dangerously large amounts of apricot seeds (Case 7.8).


A False Factual Understanding Caused or Contributed to Particular Behaviour



Case 7.8 – Readers who responded by ingesting apricot seeds acted on a false understanding

Taryn Khourie, ‘Apricot seeds don’t kill cancer cells, can have deadly side effects’, Africa Check, 25 October 2019, https://africacheck.org/fact- checks/meta-programme-fact-checks/apricot-seeds-dont-kill-cancer-cells-can-have-deadly-side.



Case 7.9 – Readers who bought new insurance product acted on a false factual understanding

Allwell Okpi, ‘No, malaria doesn’t kill 300,000 people in Nigeria a year, as insurance seller claimed’, Africa Check, 19 September 2019, https:// africacheck.org/fact-checks/reports/no-malaria-doesnt-kill-300000-people-nigeria-year-insurance-seller-claimed.



Case 7.10 – Readers who believed false claim of a Muslim threat in Nigeria urged a violent response

Allwell Okpi, ‘No, daggers seized by police in Nigeria’s Kano state not for “killing Christians”’, Africa Check, 19 August 2019, https://africacheck. org/fact-checks/spotchecks/no-daggers-seized-police-nigerias- kano-state-not-killing-christians.


Page 153 →In the same way, when readers in Nigeria responded to an insurance firm’s claim exaggerating the number of deaths caused by malaria, they asked how to buy its health insurance product due to a false factual understanding of the risk the disease posed. The false understanding was a necessary causal element in the behaviour (Case 7.9).

In other cases, false claims about topics closely linked to audiences’ identity and community – such as relations between religious groups in Nigeria or racial disparities in South Africa – were often taken as both a reaffirmation of existing beliefs and a factual basis for action. In one case examined in the database, for example, the response of readers to a false claim that Muslims in northern Nigeria were acquiring large stocks of knives to prepare attacks on Christians was to recommit to the separatist Page 154 →cause – ‘God give us Biafra’ – and make a call for a practical response to an immediate threat: ‘Every Christian should get prepared spiritually and physically,’ one man responded. ‘Wake up Christian soldiers, we must not be defeated’, wrote another. ‘All I need is a machine gun’, wrote a third (Case 7.10). How many of the people whose attitudes were reaffirmed by such false claims were among those who took part in subsequent violence is not clear from evidence in the fact-check.

Like these cases from the database, the examples discussed earlier in the book of governments in South Africa and Nigeria setting health policies based on false information, show that policymakers also do not, in general, take such decisions based on information that they consider to be factually false. As his own subsequent account makes clear, for example, when the then-President Thabo Mbeki of South Africa changed policy on treatment for AIDS patients in 2000, he did so neither on a whim, nor for political advantage, but on the basis of a false factual understanding.19 ‘Today I would stand by everything,’ the former president wrote more than a decade later.20 And interviews show the same was true of the small group of Nigerian politicians who banned the WHO polio vaccination campaign in half a dozen northern Nigerian states in 2002. The disastrous decision was, University of Ibadan medical anthropologist Ayodele Jegede wrote, ‘a genuine, albeit misplaced and ineffective, attempt by the local leadership to protect its people’.21 In both these cases, and those from the database discussed above, the factual misunderstanding the false information caused was both genuine and an essential factor in the outcome that followed.

In all the cases discussed so far, it took just an individual, or small group of individuals, to believe and act on the false understanding caused, for a consequence to occur – for individuals to take a dangerous medication,22 or take part in inter-religious violence.23 In the cases cited from the database, this concerned the actions of private individuals. In the earlier cases from South Africa and Nigeria, it concerned the actions of leading politicians – a state president and state governors. However, for other types of consequences to occur – to affect the outcome of an election,24 or cause a boycott powerful enough to substantively affect a major company’s operations25 – hundreds, thousands or tens of thousands of people need to take action for the consequence to occur. Without sufficient people acting on the false premise, this type of substantive consequence does not occur. And this also has important implications, for how we Page 155 →understand and respond to concern about false information and address the risks it poses.

*



How Differences In Audience Capacity and Motivation to Act On False Understandings Shape Potential to Cause, Contribute to Specific Consequences

For substantively false information to cause a specific consequence, a false understanding alone is not enough. Rather, those whose belief or factual understanding is affected – policymakers or members of the public – must, have both the capacity and motivation to act, then or in future, on the false understanding caused.

Predicting human behaviour is, of course, a notoriously hazardous exercise, and this is often taken as reason for scepticism about attempts to predict the potential for information to cause or contribute to particular consequences. As the anthropologist Manvir Singh noted in 2024, US researchers concerned by the risks posed by misinformation often cite the case of North Carolina man Edgar Maddison Welch as an example. Acting on a false rumour that a particular pizza restaurant in Washington, DC was at the centre of a paedophile sex trafficking operation, Welch drove to the city, armed with an assault rifle, entered, and shot up the building in December 2016.26 But those who use the so-called ‘Pizzagate’ incident as evidence of misinformation effects are missing the point, Singh argued. Millions saw and believed the false claims about the restaurant, but only one man picked up a rifle and attacked the venue. ‘What’s really striking is how anomalous that act was,’ Singh wrote.27

Certainly, the variability of the way people respond to information makes individual reactions difficult to predict. But if one person’s actions can have major consequences – shooting up a building, in this case, or affecting the lives of thousands by changing health policies, in another – the fact that the more common responses are anodyne does not diminish the concern, as Singh suggests. And while determining a claim’s potential to cause secondary or tertiary effects is beyond the predictive capacity of the evidence normally available, I suggest that it is often possible to reasonably judge an audience’s capacity and potential motivation to take action, then or in future, in response to a false understanding. And I argue, below, that five factors shape this potential.Page 156 →



Five Factors That Shape Capacity and Motivation to Act, From Topic to Context to Audience Characteristics

As audience behaviour detailed in the database shows, the topic of a claim plays an important role shaping the field or type of consequence that misinformation may cause – whether it relates to public health in DR Congo,28 the operations of a bank in London,29 the threat to life posed by health researchers in Ethiopia,30 or the outcome of an election in Nigeria.31 For this reason, claims which cause or contribute to a false understanding about an entirely abstract or impracticable topic will – in most cases – provide no course of action that would directly cause or contribute to a substantive consequence, affecting the well-being of individuals or society.

Take, for example, the direct effects of the false understanding that a group of underwater sculptures sunk into the seabed in the Caribbean had been intended by the artist as a tribute to the lives lost in the transatlantic slave trade. While the claims provoked an interesting debate, that could in theory give rise in time to hard-to-predict secondary or tertiary effects, the false understanding gave the audience who believed it no cause, there and then, for direct action that would cause or contribute to specific substantive consequences. The only direct consequence was the discussion itself (Case 7.11). The same was true, to consider another example, of a false claim that a large rock – an artwork resting on a short pedestal in Saudi Arabia – was not on a pedestal but floating in mid-air in Jerusalem: proof of God’s work. The only substantive outcome was the false understanding caused (Case 7.12). The topic of the claim was a Page 157 →key factor in shaping the capacity and motivation of the audience to act on the false understanding caused.


How Audience Capacity and Motivation to Act Shapes the Potential for Consequences



Case 7.11 – No course of consequential action for those mistaken about a sculptor’s artistic intentions

Amanuel Neguede, ‘These statues were not intended as a tribute to drowned slaves — but the artist is glad they are “stimulating debate”’, AFPFactCheck, 19 December 2019, https://factcheck.afp.com/these- statues-were-not-intended-tribute-drowned-slaves-artist-glad-they-are-stimulating-debate.



Case 7.12 – No course of consequential action for those misled a rock had been found floating mid-air

Mayowa Tijani, ‘A giant rock in Saudi Arabia is being falsely hailed as the site of a miracle in Jerusalem’, AFPFactCheck, 26 July 2019, https:// factcheck.afp.com/giant-rock-saudi-arabia-being-falsely-hailed-site-miracle-jerusalem.


The second factor is the motivational effect of the false understanding on behaviour. As seen in the ‘Pizzagate’ case discussed above, many factors will shape whether individuals are motivated to act on any given false understanding, from the nature of the claim’s cognitive, affective, or behavioural effect, to its alignment with the readers’ or viewers’ pre-existing views or attitudes, to the perceived costs of taking action and/or inaction. For most of those who saw and believed the false claim that a paedophile ring was operating from a DC restaurant, the cost of the action that one man took – shooting up the restaurant and going to jail32 – was too high to contemplate. By contrast, for dozens of parents who rushed to collect their children from school in South Africa when they heard a false rumour that students were being kidnapped, the cost of taking action was an unnecessarily early pickup. If the rumour had been true and they failed to act, the cost could have been the loss of their children (Case 7.13).


How Audience Capacity and Motivation to Act Shapes the Potential for Consequences



Case 7.13 – Individuals compare the cost of action and inaction before deciding on a false claim

Tendai Dube, ‘False kidnapping rumours spread during South Africa violence’, AFPFactCheck, 9 September 2019, https://factcheck.afp.com/false-kidnapping-rumours-spread-during-south-africa-violence.


A third factor that shapes audience capacity and motivation to act is the practical, political, or social context in which the false understanding occurs. At times, the issue is practical logistics. When false accusations spread against a specified individual, those who believe them can engage in online abuse at a distance, but other actions require the audience to be in close proximity. In the cases, discussed earlier, of the physical abuse of two women in Togo33 and killing of two men in Ethiopia,34 the consequence required that the crowd was close by. When similar claims spread online, no evidence of any such outcome emerged.


How Audience Capacity and Motivation to Act Shapes the Potential for Consequences



Case 7.14 – Individuals convinced of a false claim from another country may have no capacity to act

Africa Check, ‘Unravelling claim that Hillary Clinton sold 20% of US uranium to Russia’, 18 July 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/unravelling-claim-hillary-clinton-sold-20-us-uranium-russia.



Case 7.15 – Politicians may have more capacity to act than members of the public

Cayley Clifford, ‘South Africa’s police recruitment drive based on dubious UN standard’, Africa Check, 17 July 2019, https://africacheck.org/fact-checks/spotchecks/south-africas-police-recruitment-drive-based-dubious-un-standard.


Page 158 →With other types of claim, the key factors can be the political or social context. When a false claim, examined in the database, spread in the United States that the 2016 US presidential candidate Hillary Clinton had sold 20 per cent of US uranium to Russia in 2010, those who believed the claim had the capacity, if they wished, to vote for or against her, and the claim may have influenced the decision of a few to a minor degree. When the same claim spread online in South Africa in 2019, those who Page 159 →believed it had no direct means to act on the false understanding it caused. Clinton was no longer running for office, and, even if she had been, most who saw the claim in South Africa would have had no vote (Case 7.14). In another case, most South Africans who saw and believed a false claim, spread in Parliament, that the country was missing a UN target for the size of its police force, had no direct way to act on the claim. By contrast, politicians taking part in the police budget debate had the opportunity and could have been motivated by the false claim in their vote (Case 7.15). The practical, political context was key to the outcome.

A fourth factor is the duration of the false understanding caused – shaped by the topic, the inherent durability of the claim, and repetition or lack of repetition of the information and the audience’s willingness to reconsider a false understanding. While some false understandings are likely to be long-lived because they relate to a topic on which the audience has a long-fixed conviction,35 false understandings on other topics are likely to be short-lived – such as false understandings caused by fake death notices of famous people who are easily and quickly shown to be alive.36


How Audience Capacity and Motivation to Act Shapes the Potential for Consequences



Case 7.16 – Claims may need to create a long-lasting false understanding to affect policy decisions

Motunrayo Joel and David Ajikobi, ‘What a waste: fact-checking four claims about Nigeria’s garbage problem’, Africa Check, 26 July 2019, https://africacheck.org/fact-checks/reports/what-waste-fact-checking-four-claims-about-nigerias-garbage-problem.



Case 7.17 – Short-lived claims may not have time to cause or contribute to a substantive consequence

Tendai Dube, ‘Botswana’s president wasn’t in a helicopter crash, but the pilots did perform a precautionary landing’, AFPFactCheck, 25 July 2019, https://factcheck.afp.com/botswanas-president-wasnt-helicopter-crash-pilots-did-perform-precautionary-landing.


Page 160 →The duration of the false understanding often plays a role in shaping the potential for consequences to occur. Officials in Nigeria have acted for many years on the basis of false figures, published repeatedly, about the population of Nigeria’s largest city, for example (Case 7.16). By contrast, when a false report circulated briefly in Botswana, that the president’s helicopter had crash landed, members of the public or policymakers who might have responded to the false news had little time to do so before the president appeared before the media to refute the claim. It being a Saturday, even the stock markets had no time for a reaction. The market was closed – and with it, the opportunity for market consequences to occur. (Case 7.17).

When the topic is one on which individuals could act consequentially, sufficient people must still be motivated to take action for the consequence to occur. If the consequence requires that just one individual – policymaker or member of the public – take action, the bar for consequences is low. It was enough for just one individual to be sufficiently motivated to shoot up a DC restaurant, due to false information, for that consequence to occur. (Case 7.18).


How Audience Capacity and Motivation to Act Shapes the Potential for Consequences



Case 7.18 – Only one individual had to respond violently to a false claim to cause a consequence

Matthew Haag and Maya Salam, ‘Gunman in “Pizzagate” Shooting Is Sentenced to 4 Years in Prison’, The New York Times, 22 June 2017, https://www.nytimes.com/2017/06/22/us/pizzagate-attack-sentence.html.



Case 7.19 – Dozens needed to take action to cause the death of two health researchers killed by mob

Dawit Endeshaw, ‘Mob action costs two researchers’ lives’, The Reporter Ethiopia, 27 October 2018, https://www.thereporterethiopia.com/6682/.



Case 7.20 – Thousands needed to boycott South African Airways to dent the company’s fortunes

Tendai Dube, ‘This is an airport worker in Hawaii, not a South African Airways baggage handler’, AFPFactCheck, 13 December 2019, https://factcheck.afp.com/airport-worker-hawaii-not-south-african-airways-baggage-handler.


Page 161 →Other types of consequence require action by a group. When the two health researchers were killed, and a laboratory technician maimed, in Ethiopia in 2018, dozens of people were required to take part in the assault to cause the injuries that followed (Case 7.19). And for a boycott of a South African airline, caused by false claims of wrongdoing by staff, to have had a substantive effect on the company’s fortunes, thousands would have been required to act. As it was, only a few dozen people agreed to stop using the airline and effect was negligible (Case 7.20).



How Differences In the Capacity and Motivations of Policymakers and the Public to Act On False Claims Shape Potential to Cause Specific Consequences

In 2003, Robert Entman of George Washington University argued that, with some exceptions, political ideas typically cascade down from the highest level of politics, through middle-ranking policymakers to the public, due to the framing powers of the elite.37 Observing the cases discussed earlier in this chapter from South Africa and Nigeria, I argue that the consequences for society when elites are misinformed can also cascade ‘downhill’ to the public, due to the elite’s power to make policy for individuals and society. However, the capacity and motivation of policymakers and the public to act on false information in a way that affects others also varies greatly with the topic and context concerned.


How Capacity and Motivation of Policymakers and the Public to Act On False Claims Varies



Case 7.21 – The public had capacity to decide whether to accept fake ‘army rules’ for their behaviour

Mayowa Tijani, ‘Nigeria’s army has been stepping up ID checks and troop deployments but says you should ignore this “fake” security alert’, AFPFactCheck, 30 October 2019, https://factcheck.afp.com/nigerias-army-has-been-stepping-id-checks-and-troop-deployments-says-you-should-ignore-fake-security.



Case 7.22 – The public had capacity to decide whether to vote after fake warnings of election violence

Kunle Adebayo, ‘Photos from 2015 polls, xenophobic attacks shared in connection to Kogi, Bayelsa elections’, ICIR/FactHub, 16 November 2019, https://www.icirnigeria.org/fact-check-photos-from-2015-polls- xenophobic-attacks-shared-in-connection-to-kogi-bayelsa-elections/.



Case 7.23 – Policymakers, business leaders had capacity to act on false figures on Nairobi economy

Alphonce Shiundu, ‘Nairobi produces a fifth of Kenya’s GDP – not 45%, as the Guardian claimed’, Africa Check, 20 August 2019, https://africacheck. org/fact-checks/reports/nairobi-produces-fifth-kenyas-gdp-not-45-guardian-claimed.



Case 7.24 – Politicians influenced by false claim on police numbers had capacity to vote police budget

Cayley Clifford, ‘South Africa’s police recruitment drive based on dubious UN standard’, Africa Check, 17 July 2019, https://africacheck.org/fact-checks/spotchecks/south-africas-police-recruitment-drive-based-dubious-un-standard.Page 162 →


Page 163 →Members of the public, for example, have capacity, and may have motivation, to act consequentially in numerous aspects of their private and civic life. This was true for South Africans choosing whether to take up an easily available supposed treatment for cancer, discussed earlier in this chapter,38 and for Nigerians choosing whether to follow rules for public behaviour, said falsely to have been issued by the army (Case 7.21). It was also the case for people choosing whether to vote in an election, despite false claims that violence was taking place around their polling stations (Case 7.22).

In other cases, where false claims related to particular organisational or public policy decisions, members of the public often have more limited capacity to take consequential action on the false understanding a false claim may cause. For example, official figures in Kenya have long overstated the share of the economy generated by the capital, Nairobi. While policymakers and businesses who believed the exaggerated figure had capacity to direct resources to or away from Nairobi on this basis, members of the public have had limited power for consequential action (Case 7.23). And members of the public who heard false claims on TV or social media about the number of police required in South Africa had limited direct capacity to act in ways that would affect the size of the police force, but lawmakers who heard the false claim in a parliamentary debate had an opportunity to vote on the police budget (Case 7.24).


How Capacity and Motivation of Policymakers and the Public to Act On False Claims Varies



Case 7.25 – Politicians had no capacity to act consequentially on false understanding on family matter

Mayowa Tijani, ‘Social media abuzz in Nigeria over supposed presidential wedding. Here is what we know’, AFPFactCheck, 15 October 2019, https://factcheck.afp.com/social-media-abuzz-nigeria-over-supposed-presidential-wedding-here-what-we-know.



Case 7.26 – No course of consequential action for those misled a rock had been found floating mid-air

Mayowa Tijani, ‘A giant rock in Saudi Arabia is being falsely hailed as the site of a miracle in Jerusalem’, AFPFactCheck, 26 July 2019, https://factcheck. afp.com/giant-rock-saudi-arabia-being-falsely-hailed-site-miracle-jerusalem.


Page 164 →By contrast, when false claims touch on matters outside the scope of public policy, elites may have similarly limited capacity to intervene. Nigerian officials, for example, criticised false claims spread in 2019 that the Nigerian president had secretly taken a second wife, but had no power or capacity, if they believed the claim to be true, to act on what would be essentially a family matter (Case 7.25). And, just like members of the public, if policymakers believed a false claim, discussed above, that a large rock had been found floating mid-air in Jerusalem, there was no course of consequential action for them to take based on the false belief (Case 7.26).

When judging whether any individual – policymaker or member of the public – has or may have the capacity and motivation to take consequential action, it is, of course, important to consider the context in which such consequences might occur. In November 2019, for example, supporters of one of the contenders in state elections falsely claimed that their candidate had won the vote. Election authorities had, in fact, declared the results inconclusive and ordered a new round of voting. Falling between the two rounds of voting, the false understanding the claim caused disillusioned many of the politician’s supporters who stayed away from the second round of polls.39 The decision to stage a new round of voting provided the context for the effect (Case 7.27).


Whether Context Exists, Then or In Future, For Consequences of False Understanding to Occur



Case 7.27 – False claim spread in Nigeria between rounds of voting – context for direct consequence

Jennifer Ojugbeli, ‘No, Nigerian politician Melaye hasn’t won Kogi West senator’s seat – election declared inconclusive’, 20 November 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/ no-nigerian-politician-melaye-hasnt-won-kogi-west-senators.



Case 7.28 – False claim in Kenya three years before polls – no direct consequence without repetition

Mary Kulundu, ‘Ignore these “polling figures” on the popularity of Kenya’s possible presidential contenders — they didn’t really come from IPSO,’ AFPFactCheck, 3 July 2019, https://factcheck.afp.com/ignore-these-polling-figures-popularity-kenyas-possible-presidential-contenders- they-didnt-really.


Page 165 →A few month earlier in Kenya, supporters of a group of leading politicians spread a false claim that exaggerated popular backing for politicians they supported to run in the next polls. The difference was that the Kenyan polls were not due until 2022. Any false understanding formed in 2019 would have had little impact on perceptions three years later, unless the claims were repeated and reinforced over time. The context in which the false claim first emerged did not create an opportunity for direct, substantive consequences at the time (Case 7.28).

Taking all these points into consideration, I argue that where information is substantively false and affects the factual understanding of sufficient people to cause a consequence, but those influenced have no capacity and motivation for consequential action, then or in future, the Page 166 →claim – as shown in Figure 7.1 – has no substantive potential to cause or contribute to a specific substantive consequence. Where the information affects the factual understanding of people with the capacity and potential motivation to act consequentially there and then, consequences have potential to occur in the near term. And where such action is only possible in the future, the claim likely has the potential to cause a consequence only if the false claim is repeated or feeds into a broad false narrative, and the context allows, as set out in point (iv) of Figure 7.1. Where this does not happen, the claim is identified, as seen in point (v) of Figure 7.1, as having no substantive potential for specific consequences.

*



Criteria For Whether Claims Have a Substantive Potential to Cause Effects

The advances that have come in weather forecasting over the more than five decades since Edward Lorenz’s talk on predicting storms have been the result, meteorologists say, of improvements in data gathering, understanding of the science involved and computational capacity.40 A greater quantity and quality of data has been gathered on the complex conditions that contribute to major weather events and meteorologists have developed a better understanding of, and ability to compute, the interaction of the different factors.

By comparison, society’s ability to predict the potential for particular false claims to cause or contribute to political, social, economic, or health consequences is still very limited due to both the lack of reliable, good quality data on the factors that shape effects and our poorer understanding of the processes involved.

While we cannot, today, predict the precise likelihood of particular consequences from the exposure of the public or policymakers to particular false information, I argue we can, however, make a reasonable judgement of whether a substantive potential for consequences to occur exists, based on careful judgements of the three broad factors set out in the model, above. We can, of course, only do this if clear and credible Page 167 →criteria are used for determining how these factors may be assessed in ways that are as objective and consistent as possible. As the misinformation researchers Ullrich Ecker and colleagues argued in Nature in 2024, ‘Standards exist for domains outside science in which knowledge can be accumulated.’ Why not this one, too.41



Criteria: Assessing Whether a Claim Is Accurate or Only Narrowly Inaccurate, or Is Substantively False or Misleading

Fact-checking organisations such as those whose work is used as a source of evidence for this study are assessed annually or bi-annually, by independent assessors drawn from academia and the media for adherence to agreed standards covering the non-partisanship, transparency and quality of their methodology and sources.42 In this study, I have used evidence provided in these fact-checks to assess the falsity of the claims and their effects on the audience’s factual understanding or attitudes.

Assessing the accuracy of claims, I first distinguish between claims that are wholly accurate or only narrowly inaccurate, on the one hand, and claims that are substantively false or misleading, on the other. For this model, claims are assessed as accurate, or only narrowly inaccurate, if credible evidence set out in the fact-check, shows that (i) all key elements of the claim are accurate and presented in context, or (ii) any elements that are inaccurate or out of context are either only marginally inaccurate or immaterial to the understanding created.


Claims that Are Wholly or Narrowly Inaccurate Vs Substantively False or Misleading



Case 7.29 – Error in the name of firm in a rail contract was immaterial to understanding caused

Ange Kasongo, ‘Non, la RDC n’a pas signé un accord avec la firme russe Russell’, AFPFactuel, 29 October 2019, https://factuel.afp.com/non-la-rdc-na-pas-signe-un-accord-avec-la-firme-russe-russell.



Case 7.30 – Obasanjo spoke to media but did not make claimed remarks – understanding was false

Jennifer Ojugbeli, ‘Obasanjo did not say there will be a second war in Nigeria’, Africa Check, 5 July 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/obasanjo-did-not-say-there-will-be- second-war-nigeria.



Case 7.31 – Video was real but not related to the violence – effect on understanding was misleading

Mayowa Tijani and Tendai Dube, ‘This video of a South African minister blasting immigration was filmed in 2017 and he’s since been replaced’, AFPFactCheck, 4 September 2019, https://factcheck.afp.com/video-south-african-minister-blasting-immigration-was-filmed-2017-and-hes-been-replaced.


Page 168 →By contrast, claims are assessed as substantively false or misleading when credible evidence, presented in the fact-check, shows that (i) material elements of the claim are inaccurate, or accurate but distorted, taken out of context, or conflated with others in a way that is misleading and (ii) any elements of the claim that are accurate are immaterial to the understanding caused. In such a case, I argue the broad factual understanding the claim causes or reinforces is substantively false, or misleading.

When an official in Democratic Republic of Congo made an error, misnaming a Russian company involved in a rail infrastructure contract in 2019, for example, the aspect that was wrong was immaterial to the understanding caused. The firm concerned was misidentified, but the broad understanding the report caused – that the government had signed an agreement with a Russian firm to build a major piece of transport infrastructure – was correct (Case 7.29). By contrast, when separatists in Nigeria claimed that former President Olusegun Obasanjo had warned in an interview that a new civil war in the country was looming, the understanding created was false. It was true that Obasanjo had spoken to the media, but this was immaterial to the understanding caused. Page 169 →He had made no statement about a coming civil war and was known to believe the opposite (Case 7.30).

When a video of a former South African minister making hostile remarks about foreign nationals circulated during a wave of xenophobic violence in the country, the claim made about it was misleading. The video was genuine, and the remarks made were material, but the recording dated from two years previously and the minister had since been dismissed. His views had been repudiated and did not represent the view of the authorities, as the video claimed. The effect of the claim on the audience’s understanding was misleading (Case 7.31).

Reviewing the examples in the database, it is clear that it is possible, through content analysis of the claim and evidence of both the situation described, and audience responses, to distinguish between claims that are accurate or broadly accurate, and cause a factual understanding that is essentially accurate on the one hand, and those that are substantively false or misleading, and cause or reinforce a factual understanding that is broadly false, on the other.



Criteria: Assessing Whether a Claim Is or May Be Seen as Sufficiently Credible by Sufficient People to Cause or Contribute to a Specific Consequence

Reviewing cases in the database, it is also clear it is possible, in many cases, to develop good understanding of a claim’s reach, based on evidence of (i) the type of channel or setting in which the claim was seen or heard and data on channel reach and audience responses, such as shares, and (ii) whether or not the claim has been or is likely to be repeated over time. It was already evident in 2019, for example, that the conditions existed for the false claim, discussed earlier, that spread in Kenya exaggerating support for particular politicians to continue to spread then and over the coming years, extending the reach to a large audience (Case 7.32). Having assessed the known and potential reach, it can then be possible to assess whether some or any of the audience believe the claim to be true by reviewing evidence in the fact-checks of (i) the actions and (ii) the statements and comments of the audience in response.


Assessing Whether a Claim Is Seen as Credible by Sufficient People to Cause a Consequence



Case 7.32 – Claims repeated or feeding into a narrative can have greater reach than single claims

Dancan Bwire, ‘Huge crowd greeting Kenya’s deputy president? No, fans at 1973 rock concert in US’, Africa Check, 17 July 2019, https://africacheck. org/fact-checks/meta-programme-fact-checks/huge-crowd- greeting-kenyas-deputy-president-no-fans-1973.



Case 7.33 – Offline behaviour can provide evidence an audience perceives a claim to be true

Tendai Dube, ‘False kidnapping rumours spread during South Africa violence’, AFPFactCheck, 9 September 2019, https://factcheck.afp.com/false-kidnapping-rumours-spread-during-south-africa-violence.



Case 7.34 – Online comments and responses can provide evidence of audience perceptions

Charlotte Mason, ‘This photograph shows Eritrean torture victims in Egypt, not slaves in Libya’, AFPFactcheck, 20 December 2019, https://factcheck.afp.com/photograph-shows-eritrean-torture-victims-egypt-not-slaves-libya.


Page 170 →Sometimes the effects of false claims on understanding can be assessed from evidence of behaviour for which the false understanding created is the only plausible explanation. When a false claim, discussed earlier in the chapter, spread in South Africa suggesting that foreign nationals were kidnapping children, parents rushed to collect their children early. The only reason they had to do so was fear that the claim was or could be true (Case 7.33). In other cases, audience members’ statements in person, in print or broadcast media, or via online reactions such as ‘likes’ and ‘emojis’,43 can provide useful indications of audience member perceptions of the claim (Case 7.34).Page 171 →

If evidence of audience responses is not available, the model uses content analysis and the five criteria discussed in Chapter 3 to assess whether the claim could be seen by sufficient numbers of people as potentially plausible,44 and is easy to understand and process,45 emotionally affecting,46 aligns with some of the audience’s views,47 comes from a source some of the audience would see as credible,48 and conditions exist for the claim or similar claims to be repeated.49

To judge a claim’s potential to cause or contribute to a particular consequence, it is, of course, necessary to assess not only the reach of the claim, and how many believe it to be true, but how many must do so in order for the claim to have a substantive potential to cause or contribute to any potential outcome or outcomes envisaged: an individual or larger group and the capacity they must have to act in ways that affect them or others.

Assessing whether or not a claim is or may be seen as sufficiently credible, by sufficient people, to have a substantive potential to cause or contribute to a consequence, the model thus first considers the number required to act to cause the consequence, then evidence in the fact-check of the online and offline spread of the claim, and whether the claim has been or may be repeated. If evidence is available in the fact-check of audience statements and actions, the model then assesses whether the number identified as finding the claim credible would exceed the minimum number required to cause, or contribute, to the consequence.

If no such evidence is available, the model works on the basis that, if a claim is or may be considered plausible by at least some of the audience, and meets a majority of the other above criteria, it is likely to be considered true by at least some of the audience, and assesses whether the number who would likely see the claim as true may exceed the minimum needed.

Of course, while the studies referenced above show that these five factors are, or may be, a useful means for understanding whether people are more or less likely to see claims as credible, the model recognises that audience responses vary depending on the topic, the audience and context, and that caution is required in coming to any findings on how different audiences may respond to information. If a claim circulates in a context such as a courtroom, or committee hearing where claims are likely to be debated and challenged, these factors of language and presentation may have less influence than if the claim is spread in a crowd or online setting Page 172 →that is more subject to groupthink than to debate. The model also takes account of what may be at stake for the audience in assessing the accuracy of a claim – and the jeopardy of getting it wrong.



Criteria: Assessing Audience Capacity, Motivation For Consequential Action

As noted at the beginning of this chapter, different forms of false information play a part in different processes of communication, some of which do and some of which do not depend on audience members acting on a false understanding caused.

Assessing potential consequences that don’t require action

To establish whether or not a message contained a computer virus or malware that could cause consequences for those who receive it, the model relies on either digital forensics, or audience reports, or a combination of both. Determining the potential for a false claim or claims to cause or contribute to substantive consequences for the mental health of its subjects is or can be more of a challenge, depending as it does on information about the individuals concerned that is typically less readily available. For this reason, the model identifies a claim or claims as having potential to have a substantive consequence on a subject’s mental health where the claims (i) are negative in nature and relate to the behaviour, character, or circumstances of an individual or group known to have been subject to prior trauma or poor mental health, and (ii) are repeated over time. Establishing the potential of false official figures to cause consequences by the way they are applied in decision-making, as happened in the case in Nigeria discussed earlier, the model relies on evidence of the country’s laws and official procedures.

Assessing capacity, motivation to act on a false understanding

In most cases, consequences occur from individuals’ decision-making and actions – a field of behaviour notoriously difficult to predict. Page 173 →Assessing the capacity and motivation of audiences to act on a false understanding, the model first divides audiences into policymakers and members of the public, recognising the differences, discussed at more length in Chapter 6, in the capacity and motivation they have to take consequential decisions on different topics.

The model then considers a combination of factors: (i) the topic of the claim; (ii) its observed or potential motivational effect; (iii) the practical, social or political context in which the claim has spread; (iv) the duration or likely duration of the false understanding caused, and (v) the number of those whose understanding was needed to cause the effect.

The model identifies the topic of the claim by a process of content analysis. Depending on the topic and context, members of the public, may have capacity to engage in attacks on vulnerable individuals or groups, in person or online, but have less capacity than elites to set public policies related to them. Members of the public may have capacity to take up or reject the use of an effective or ineffective medication, such as some of those discussed earlier in the book.50 And policymakers may have the capacity to authorise an ineffective medication or ban a safe and effective one, as happened in the catastrophic ban on polio vaccinations in northern Nigeria in 2002.51

To judge the motivational effect of the information, the model first assesses evidence of audience responses, such as of readers’ actions, statements, or online responses. Where evidence of reactions is not available, the model uses content analysis to judge whether the claim is affective and includes a call to or means of action – such as calls to apply for a job, protect the community against a given threat, or take up use of a supposed medication.

Most consequences can only occur in a particular practical, social, or political context. For election-related misinformation to affect the outcome of a poll directly, an election must be due, and the voting must be sufficiently close that a change in behaviour of those affected would make a substantive difference to the outcome. For a crowd to engage in physical violence, as happened in the cases discussed earlier in Togo,52 Ethiopia,53 and India,54 it is not enough that the audience see false claims about the individual or group named. They must also be close enough to the subject to carry out their assault. In all the cases mentioned above, Page 174 →distrust in authorities to protect the community was also an essential, contributory factor.

Timing is also part of context. Some claims that cause a fleeting false understanding may cause or contribute to a consequence if those exposed to it take consequential action immediately. They have less potential to do so if the false understanding dissipates before the consequences can occur. In July and August 2024, members of the public, far-right and anti-immigrant activists and others in the United Kingdom responded within hours to false reports that a young man arrested for the murder of three young girls that day, was an illegal immigrant and a Muslim. The false claims triggered a series of attacks on mosques and immigration centres before they could be disproved.55 Where the false understanding is fleeting but does not lead directly to immediate substantive consequences, it is less likely to have significant long-term effects, as seen in incidents in South Africa discussed earlier.56

The model assesses the potential duration of the false understanding based on evidence in the fact-check of (i) the audience’s initial perception of the claim’s credibility, (ii) the repetition of the claim by a source or sources seen by the audience as credible, (iii) the availability of credible disconfirmatory evidence, and (iv) audience members’ resistance or likely resistance to that disconfirmatory evidence.

*

As the statistician George Box said, ‘all models are wrong but some are useful.’ For each claim studied, the model outlined in this chapter has been used to produce a judgement of the potential of the claim to cause or contribute to a specific substantive consequence, and other wider effects, based on the evidence set out in the fact-check, using the criteria outlined above. 

Where the evidence suggests a substantive potential for substantive consequences exists or may exist, the model assesses not only the field of potential consequence but also whether those consequences might occur by a direct effect or by repetition over time. Where the evidence suggests that no substantive potential for consequences exists, the model suggests reasons for this.Page 175 →

The problem in predicting the weather, as the meteorologist and mathematician Edward Lorenz argued in 1972, is that doing so requires both a good model and good data, and this is, or was, lacking: ‘We do not know how many butterflies there are, nor where they are all located, let alone which ones are flapping their wings at any instant.’57 Misinformation consequences are less well understood than meteorological ones. There is often disagreement, among fact-checkers, researchers, policymakers, platforms and others about the nature of the information we are discussing. Its consequences are subject to even more variables than the atmosphere and we often have access to only limited and poor quality data. Recognising the limits of what can be proven, I argue, nevertheless, that the model can help fact-checkers, researchers, policymakers and platforms advance useful knowledge of the types of false information that do and do not have substantive potential to cause or contribute to substantive consequences for society; not predicting the precise date or timing of the storms but establishing whether a meaningful potential for such events exists. To assess this in practice, the model was tested in a trial in 2024 by three leading fact-checking organisations. And a group of doctoral researchers at University of Wisconsin-Madison conducted an independent study of the trial. I set out their key findings in the conclusion.







Page 176 →Chapter 8

 A Model for Identifying the Potential Field and Weight of False Information Consequences and Information Disorder

In 2020, a study of disinformation that spread on fake news sites ahead of the 2016 US presidential election, found the false claims had had ‘limited effects beyond increasing beliefs in false claims’. Public exposure to the claims had not changed the voting intentions of a sufficient number of voters enough to substantively affect the outcome of the election, the researchers found.1 Four years later, in 2024 and again in 2025, the World Economic Forum identified disinformation spread online as the ‘gravest threat’ to global stability facing the world over the next two years, exceeding the threat posed by climate change and the conflicts then taking place in countries from Ukraine to the Middle East.2

To respond effectively and proportionately to the challenges posed, it is necessary not only to assess, as the model outlined so far seeks to do, whether particular false claims and narratives have a substantive potential to cause or contribute to specific substantive consequences, but also who those consequences might affect, in what field, with what severity and duration: the overall weight of consequences that may be or may have been caused.



Topic Shapes the Field of Consequences

The model set out in Figure 7.1, in the previous chapter, shows the primary factor that shapes not just the potential for, but the type of, Page 177 →consequences false information may create, is the topic, and hence the field in which the false understanding is caused. Other things being equal, a claim that causes or contributes to a false factual understanding about the treatment for a medical condition such as cancer or diabetes, has potential to affect public health but limited potential to affect politics or international relations (Case 8.1). By contrast, a false claim about international relations has a potential to affect relations between various countries but limited potential, in most circumstances, to affect individual or public health (Case 8.2). When the Covid-19 virus emerged in 2020, some claims about the origins of and responses to the outbreak contributed, marginally, to strained relations between the United States and China. However, ostensibly related to the topic of health, the claims were primarily about the actions and responsibilities of governments, not medical science. The primary topic still shaped the primary consequences (Case 8.3).


The Field of False Understanding Is the Primary Factor Shaping the Field of Consequences



Case 8.1 – A false understanding about medication had potential consequences for public health

Monique Ngo Mayag, ‘Le corossol n’est pas un remède miracle contre le diabète’, AFPFactuel, 12 November 2019, https://factuel.afp.com/le- corossol-nest-pas-un-remede-miracle-contre-le-diabete.



Case 8.2 – A false understanding about countries’ actions had potential effects for foreign relations

Mayowa Tijani, ‘No, the presidents of Rwanda, DR Congo and Malawi did not boycott the World Economic Forum in South Africa over anti-foreigner attacks’, AFPFactCheck, 12 September 2019, https://factcheck. afp.com/no-presidents-rwanda-dr-congo-and-malawi-did-not- boycott-world-economic-forum-south-africa-over-anti.



Case 8.3 – False claims about origin of the SARS-CoV2 virus affected international relations

The Economist, ‘Relations between China and America are infected with coronavirus’, 26 March 2020, https://www.economist.com/united-states/2020/03/26/relations-between-china-and-america-are-infected-with-coronavirus.


Page 178 →Many claims relate, of course, to more than one topic, and even with simple claims, may have a potential for effects beyond the field of understanding caused. The claim spread by tobacco companies in the 1960s, for example, that smoking was safe related specifically to health effects but had significant public health and economic and social effects The false claim contributed to the continued spread of smoking-related disease and sustaining the operations of the tobacco industry for years longer than would have happened otherwise.3 Nevertheless, after reviewing both the cases set out in the database and those described from before the study period, it is clear that the field of consequences does in general correlate closely with the topic or topics of the claim and the field or fields of false understanding caused.



Factors That Shape the Scale, Severity and Duration of Consequences Caused

For measures that counter the consequences of false and misleading information to be both ‘necessary and proportionate’, as required by international humanitarian laws,4 they must take account not only of the potential for consequences to occur but also of the number of those who may be affected, and the severity and duration of the effects that may be caused. However, to date, no reliable theoretical framework exists for determining the potential weight of such effects: the size, severity and duration of the storm.Page 179 →



What Shapes Scale of Consequences: Topic, Capacity to Act and Context

Based on a review of cases in the database, I identify one group of claims which caused consequences that were restricted to a specific individual, their friends and family. This happened in the case of the Zambian farmer distressed by the resurfacing of an earlier trauma5, and in the killing of two men, and maiming of a third, falsely accused of endangering children in Ethiopia (Case 8.4). Other claims saw effects limited to specific groups, such as sufferers of a particular group, or individuals not specific to a particular group. Other claims affected large parts of society such as by influencing the outcome of a state election (Case 8.5) – or by influencing responses to climate change (Case 8.6). In these and other cases, the model identifies the topic, or focus, of the claim and the false understanding caused, as helping to shape the focus or scale of the observed or potential consequences.

Other factors play a part in shaping the scale of effects. This includes both how many people have a capacity and motivation to act on the claim in a way that affects themselves or others. If a false claim relates to a topic over which anyone may have agency, such as choosing to take up a supposed cure for a common medical condition, for example, the greater the number reached, the greater the numbers likely to be affected (Case 8.7). By contrast, if the claim relates to a rare health condition or an issue on which only a limited number of people can act for themselves or others, the number reached has less influence on the number affected than who is reached. Few people in South Africa in 2000 ever saw the false claim that appeared in articles in obscure academic journals that HIV was not the cause of AIDS, for example. The fact that one of those who did so was the president, and in a position to change public health policy, was what shaped the scale of consequences, not of the number of those persuaded by the claim but more the power of the person influenced to shape policy in ways that affected others (Case 8.8).

A third key factor shaping the numbers affected is the context or setting in which a false factual understanding spreads. Other things being equal, if a false claim spreads of wrongdoing by a minoritised group – Haitian immigrants eating ‘cats and dogs’ for example – its consequences Page 180 →are likely to be more widespread if it does so at a time of high, rather than low, tension, such as at an election or during social unrest.6 Or if false information about the importance of handwashing spreads during the outbreak of a transmissible disease, more people are likely to be affected than if it spreads when there is no such disease in circulation (Case 8.9). Vulnerability to consequence is shaped in part by context or setting.


Factors Influencing Scale of Potential Consequences – Focus of Topic, Capacity to Act and Context



Case 8.4 – Scale of effects of false claim about two researchers’ actions: affects the two men

Dawit Endeshaw, ‘Mob action costs two researchers’ lives’, The Reporter Ethiopia, 27 October 2018, https://www.thereporterethiopia.com/6682/.



Case 8.5 – Scale of effects of claim about state election: state-wide effects – if claim affected poll

Tendai Dube, ‘This video shows a shooting at a funeral in South Africa, not “thugs” working for a Nigerian governor’, AFPFactCheck, 13 November 2019, https://factcheck.afp.com/video-shows-shooting- funeral-south-africa-not-thugs-working-nigerian-governor.



Case 8.6 – Scale of effects of false claims about climate change: worldwide – if claim affects global actions

Michael Tesler, ‘Elite Domination of Public Doubts About Climate Change (Not Evolution)’, Political Communication, 35(2). (2017), 306–26, https://doi.org/10.1080/10584609.2017.1380092.



Case 8.7 – Scale of effects when individuals can act on claim – shaped by the reach of claim

Anne-Sophie Faivre Le Cadre, ‘Non, la tisane à l’artémisia et la noix de cola ne guérissent pas le paludisme’, AFPFactCheck, 8 July 2019, https://factuel. afp.com/non-la-tisane-lartemisia-et-la-noix-de-cola-ne-guerissent- pas-le-paludisme.



Case 8.8 – Scale of effects when claim on policy topic – huge when affects president’s understanding

Pride Chigwedere, George Seage, Sofia Gruskin, Tun-Hou Lee and M. Essex, ‘Estimating the lost benefits of antiretroviral drug use in South Africa’, Journal of Acquired Immune Deficiency Syndrome, 1.49.4 (2008), 410–15, https://doi.org/10.1097/qai.0b013e31818a6cd5.



Case 8.9 – Scale of effects influenced by context – greater during outbreak of transmissible disease

Reuters, ‘False claim: Overuse of hand sanitizers and soaps leads to bacterial infections; overuse of face masks weakens the immune system’, 15 May 2020, https://www.reuters.com/article/uk-factcheck-hand-sanitizer- bacteria/false-claim-overuse-of-hand-sanitizers-and-soaps-leads-to-bacterial-infections-overuse-of-face-masks-weakens-the-immune- system-idUSKBN22R2MV/.Page 181 →




Assessing the Likely Scale of Potential Consequences – From Specific Individuals to the Whole of Society

To establish, as far as possible, the potential scale of consequences, the model identifies four different, sometimes overlapping, groups who may be affected. These groups do not, in most cases, necessarily determine the number of those affected by the consequences of false information, but do influence the numbers. The scale of consequences, the model suggests, runs from (i) a specific individual or individuals, to (ii) individuals not specific to a particular group; (iii) members of a specific group or organisation, and finally; (iv) large parts of society or society as a whole.



False Claims That Affect a Specific Individual – Limited Number Affected by Consequences

The model identifies the potential consequences of false claims that focus on the identity or activities of a specific private individual or individuals, Page 182 →who are not seen as representing others, as likely restricted to the specific individuals concerned. Friends and family may be affected, but – in most cases – not more widely than that. The example, mentioned earlier, of the Zambian farmer distressed by a false claim that resurfaced an old trauma, is a case in point. Where a specific private individual is affected, and no inference is extended to others of similar identity, the focus, not the spread, of the claim affects the scale of effects. Greater spread of the claim may cause greater distress but won’t change the number affected. (Case 8.10).



False Claims That Affect Individuals Not Specific to a Group – Numbers Vary With Claim Reach

The model identifies claims that relate to issues over which individuals – not specific to a particular group – have capacity to act, as having potential to cause consequences for individuals in general. As cases in the database demonstrate, this could mean a handful of people responding to scams or hoaxes,7 or hundreds deciding to take an ineffective or dangerous health treatment for a common medical condition (Case 8.11). In such cases, the higher the number whose understanding is affected by the false claim, the greater the likely scale of effects, not limited by needing to be members of a particular demographic or social group.



False Claims That Affect a Specific Group or Organisation – Numbers Vary With Size of Group

Unlike the above cases, the model identifies claims as having potential to cause or contribute to consequences for members of a specific group or organisation, where the information relates to the actions of, or factors affecting, a particular group or organisation. As cases from the database demonstrate, this could be a claim about people living with a particular medical condition, such as diabetes,8 the investors, customers, or staff of a particular business or organisation,9 or members of a specific demographic or socio-economic group, such as Nigerians living in South Africa (Case 8.12). In such cases, the model suggests the Page 183 →number affected by the consequences is shaped not only by how many see and act on the claim, but also by the size of the group concerned.



False Claims That Affect a Large Part or Whole of Society – Numbers Vary With Topic, Spread

In addition to the above, the model also identifies claims whose consequences, if they occur, have potential to affect a large part or the whole of society. This would include, for example, claims which could influence the outcome of elections, or might affect public policy on topics from policing, to gender rights. At the international level, false information might contribute to fostering, or affecting the course of, a conflict, or climate change, with effects felt regionally or worldwide. In a case examined in the database, for example, a false claim that three African countries had decided to boycott a meeting in South Africa to protest recent violence put pressure on Nigeria to follow suit, affecting two countries’ relations (Case 8.13). In cases such as these, the number affected is shaped primarily by the topic of the claim and capacity of those whose factual understanding is affected to act in ways that could affect society – be that influencing the outcome of an election, or the climate.



The Limits of ‘Useful Forecast Skill’ for the Scale of Consequences

As the meteorologist Edward Lorenz noted in 1972, differences of ‘small amplitude’ in factors contributing to outcomes in dynamic systems as complex as the weather, can make major differences not only in the likelihood but also in the scale of events. In applying any model to the potential outcomes of as complex a dynamic system as misinformation effects, it is important to be circumspect in assessing what meteorologists call our ‘useful forecast skill’. The best that can be hoped for, statistician George Box suggested a few years after Lorenz, is that a model’s findings are ‘illuminating and useful’.Page 184 →

While it is possible, by applying the criteria set out in the model to the cases in the database, to confidently identify some claims likely to cause consequences limited to particular individuals or groups, in many cases, it is not possible to determine the extent to which the claim had or might have spread, or the context in which effects might follow, and hence the scale of potential effects. If the false claim, already discussed several times in the book, that foreign nationals were kidnapping schoolchildren from schools near Johannesburg, South Africa, led to violence, for example, the violence might plausibly have affected random individuals, members of the specific national groups named, or other immigrant groups, depending on how events unfolded (Case 8.14).


Identifying the Size of Individual or Group Potential Consequences May Affect



Case 8.10 – Some claims affect a specific individual or individuals

Mary Kulundu, ‘Zambian farmer “greatly distressed2 by posts falsely identifying him as victim of South African violence’, AFPFactCheck, 13 September 2019, https://factcheck.afp.com/zambian-farmer-greatly- distressed-posts-falsely-identifying-him-victim-south-african-violence.



Case 8.11 – Some claims affect individuals – not specific to any group

Tanya Khourie, ‘Apricot seeds don’t kill cancer cells, can have deadly side effects’, Africa Check, 25 October 2019, https://africacheck.org/fact- checks/meta-programme-fact-checks/apricot-seeds-dont-kill-cancer-cells-can-have-deadly-side.



Case 8.12 – Some claims affect members of specific groups or organisations

Cayley Clifford, ‘Still no data showing 800,000 Nigerians live in South Africa’, Africa Check, 15 August 2019, https://africacheck.org/fact-checks/spotchecks/still-no-data-showing-800000-nigerians-live-south-africa.



Case 8.13 – Some claims affect a large part, or the whole, of society

Mayowa Tijani, ‘No, the presidents of Rwanda, DR Congo and Malawi did not boycott the World Economic Forum in South Africa over anti-foreigner attacks’, AFPFactCheck, 12 September 2019, https://factcheck. afp.com/no-presidents-rwanda-dr-congo-and-malawi-did-not- boycott-world-economic-forum-south-africa-over-anti.



Case 8.14 – The size of group likely affected by some claims is hard to determine

Tendai Dube, ‘False kidnapping rumours spread during South Africa violence’, AFPFactCheck, 9 September 2019, https://factcheck.afp.com/false-kidnapping-rumours-spread-during-south-africa-violence.


Page 185 →For this reason, where the means by which potential direct consequences may occur are clear, the model can be used to identify the potential scale of effects in terms of the four categories outlined. This has ‘useful’ value. Knowing, for example, that a claim might directly affect people living with a particular medical condition can tell us something of the numbers who may be affected. And knowing a claim might directly affect individuals in general – not specific to any particular group – may help us understand how many may be affected but only if we know how widely the claim has spread, and how many of those who have seen the claim might act on the false understanding, in what context.

For all these reasons, it is important when applying these criteria to be cautious in what can be confidently said. Where the means by which consequences may occur is unclear, it is important to recognise what we do and do not know. Our forecast ability can be useful but has limits.



Assessing the Likely Severity of Potential Consequences

To understand the weight of consequences or potential consequences of a claim, it is important not only to consider the number who may be affected, but also the severity of the effects or potential effects.Page 186 →

Other things being equal, most would accept that if an individual takes an ineffective medication for a mild medical condition, such as a blocked or stuffy nose, the consequences they suffer10 will be less severe than if the condition is a debilitating or life-limiting disease.11 Or if a claim provokes a single incident of verbal abuse of individuals, the consequences would normally be considered less severe than if it provokes physical violence. Assessing the relative severity of the same consequences in different contexts objectively is not straightforward, however. One consequence of false information is loss of ‘face’ or reputation – an outcome that may be seen, depending on the context, as almost a badge of honour by some but as profoundly harmful by others. What consequences weigh heavily on particular individuals may differ depending not only on their view of the effects but on their circumstances and stage of life.

Reviewing the range of consequences studied in the database, however, I argue that models for how to judge the severity of many types of outcomes do already exist, and it is on that basis that I assess the severity of effects in this model.



Lying for ‘the Good of the State’: Beneficial Consequences of False Information

While exposure to false information will often have negative consequences for some, its use has long been justified by proponents as a legitimate tool, if used in pursuit of a rightful cause. In ancient Greece, the philosopher Plato declared his approval of falsehoods that are ‘helpful’ to the state.12 Religious minorities in many countries have long had to hide their faith to survive religious persecution.13 Disinformation about Allied plans for D-Day helped shorten the Second World War in Europe, to the relief of most Europeans.14 And, every day, people around the world tell ‘prosocial’ lies to spare others from emotional harm or dampen the risk of personal conflict.15

If the notion that certain falsehoods may be justified is widely accepted, the question of which lies in which circumstances are justified Page 187 →is more contested. Those using false information in cases examined in the database to promote a political or social goal may have believed their goals will benefit society overall. Interviews of separatists in Nigeria, for example, show many do support the use of disinformation (Case 8.15), and other controversial tactics, as a means to support their cause, but others disagree.16

The model I use thus identifies false information as having beneficial consequences for individuals or society overall only where it causes or contributes to behaviour with what would be universally recognised as positive effects, or discourages behaviour with negative outcomes, and causes with no or negligible negative effects for others. In September 2012, for example, the British health charity St John’s Ambulance made a claim that overstated the number of lives that might be saved, each year, if more people knew First Aid skills. The most probable consequence of this, if any, would have been more people learning life-saving techniques than would have done so otherwise with no substantive negative consequences for themselves or others (Case 8.16).


Identifying False Claims As Beneficial Is Contested



Case 8.15 – Separatists often view their campaign as justified, making false claims beneficial

Jennifer Ojugbeli, ‘”Biafran Airlines” plane? No, photo of Lufthansa Airbus’, AfricaCheck, 23 October 2019, https://africacheck.org/fact- checks/meta-programme-fact-checks/biafran-airlines-plane-no-photo-lufthansa-airbus.



Case 8.16 – A false claim that exaggerated the numbers saved if more learned first aid

FullFact, ‘St John’s Ambulance: do the numbers add up?’, 20 September 2012, https://fullfact.org/health/st-john-ambulance-do-numbers-add/.


Page 188 →Reviewing cases in the database, using these criteria, I did not identify any false claim with the potential for beneficial consequences with either no or negligible negative effects for others, but I recognise the possibility that such claims may and do exist.



Rating Negative Consequences – From Mild to Severe

Rating the severity of different types of consequences objectively is difficult but in certain fields criteria have been developed – by the health, insurance and legal sectors among others – to triage cases and make assessments as objective as possible. Drawing on this principle, the model I propose in this study divides negative effects into three categories of severity: mild, moderate and severe.


Mild Consequences: Real but Modest and Easily Recovered



Case 8.17 – Treating cataracts with vegetable products has a real but recoverable negative effect

J. Ojugbeli, ‘No, don’t treat cataracts with vegetables!’ Africa Check, 19 December 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/no-dont-treat-cataracts-vegetables.



Case 8.18 – Telecoms companies suffered vandalism but recovered

T. Willows, ‘No, hazmat suits not needed to install 5G phone technology’, Africa Check., 13 August 2019, https://africacheck.org/fact-checks/meta-programme-fact-checks/no-hazmat-suits-not-needed-install-5g-phone-technology.


Page 189 →The model identifies consequences as ‘mild’ where they create a modest negative effect for the psychological, physical, or material well-being of an individual, group or society, or the integrity of a political process, and the negative effect is temporary or easily recoverable. Applying these criteria, a false claim that convinced individuals to use an ineffective, but not harmful, treatment for a medical condition such as cataracts is identified, for example, as causing a real but mild consequence, noting that the use of this treatment did not prevent later use of a more effective alternative (Case 8.17). The same finding was given when a large Telecoms company that suffered substantive but limited operational costs when vandals attacked some of its transmission towers, causing damage from which it could easily recover (Case 8.18).


Moderate Consequences: Severe but Short-Lived or Moderate But Longer-lasting Effects



Case 8.19 – This assault caused serious injuries from which the victim soon recovered

Mayowa Tijani, ‘No, this video does not show Ivory Coast’s ex-president Laurent Gbagbo being beaten by a mob’, AFPFactCheck, 13 November 2019, https://factcheck.afp.com/no-video-does-not-show-ivory-coasts-ex-president-laurent-gbagbo-being-beaten-mob.



Case 8.20 – This financial policy caused limited but longer-lasting effects on the economy

Olugbenga Adanikin, ‘Has Nigeria really achieved food security?’ ICIR/FactHub, 19 August 2019, https://www.icirnigeria.org/fact-check-has-nigeria-really-achieved-food-security/.


Page 190 →By contrast, the model identifies claims as causing ‘moderate’ effects where the consequences – psychological, physical, material, or political – are either modest but longer in duration, or severe but short-term. Using these criteria, for example, an assault on an individual on the street from which the victim promptly recovered (Case 8.19), and the limited negative effects on the economy of a financial policy which was ultimately reversed (Case 8.20) are identified as moderate consequences.

Finally, the model identifies claims as causing ‘severe’ consequences if the effects are either moderate or severe in nature and long-lasting or permanent. Using these criteria, the assault on two health researchers and an assistant in Ethiopia, which led to the death of two men and permanent injury for a third, is identified as causing a severe consequence (Case 8.21). Contributing to a change in public health policy, authorising the public sale of a false medication for a fatal condition such as HIV/AIDS, is also identified as causing or contributing to severe consequences (Case 8.22).


Severe Consequences: Moderate or Severe, and Long-Lasting or Permanent



Case 8.21 – A crowd assault that left two men dead and one permanently maimed

Dawit Endeshaw, ‘Mob action costs two researchers’ lives’, The Reporter Ethiopia, 27 October 2018, https://www.thereporterethiopia.com/6682/.



Case 8.22 – A change in public policy allowing the sale of a fake medication for a fatal disease

Black Feelings, ‘Le vaccin enfin trouvé. Le professeur gabonais Mavoungou présente le vaccin contre le SIDA’, November 2016, http://www.black-feelings.com/accueil/detail-actualite/article/le-professeur-gabonnais-mavoungou-presente-son-nouveau-vaccin-contre-le-sida.Page 191 →




The Duration of Consequences – Short-term and Long-term Effects


Duration of Consequences: Short-term or Reversible, Long-term and Permanent



Case 8.23 – A short-lived panic faded when parents realised fears were unfounded

Tendai Dube, ‘False kidnapping rumours spread during South Africa violence’, AFPFactCheck, 9 September 2019, https://factcheck.afp.com/false-kidnapping-rumours-spread-during-south-africa-violence.



Case 8.24 – The loss of wildlife killed by poachers on a false claim is likely permanent

Ruth Becker, ‘Medical claims for rhino horn: you’re better on an aspirin or biting your nails’, Africa Check, 22 September 2012, https://africacheck. org/fact-checks/reports/medical-claims-rhino-horn-youre-better- aspirin-or-biting-your-nails.


Consequence accrues. The duration of effects influences their weight or gravity. Other things being equal, a lasting benefit brings greater reward than a transitory one. And lasting pain is a more weighty consequence than transitory pain. To judge the effect of different potential consequences, the model distinguishes between those that are short-term or reversible, and those that are long-term or irreversible.

The model identifies consequences as short-term where the effect is either shown, or likely to be, naturally limited in time, or easily and likely to be reversed. Applying these criteria to cases in the database, the panic caused when parents briefly believed foreign nationals were kidnapping children from schools in South Africa, for example, was naturally short-lived, ending as soon as the parents collected their children and found out the threat was not real (Case 8.23). By contrast, the model identifies consequences as long-term or irreversible, where the effects Page 192 →are permanent or opportunities to reverse them are limited. The rejection of safe and effective vaccines by the vaccine-hesitant is likely to be long-lasting, for example, as false understandings of vaccine effects are resistant to change.17 And when false claims about rhino horn cause or contribute to the loss of a species, the effects are likely to be long-term or permanent in nature (Case 8.24).



Predicting Harm? The Limits of Our Forecasting Ability

Despite the massive amounts of data available on the factors that affect daily weather, our ability to predict tornadoes and tempests far into the future remains limited, as of today,18 and even the most optimistic see little prospect of extending our useful forecast skill to a month or more, before 2040 at the earliest.19 For all that we know about what shapes the weather, we still ‘do not know how many butterflies there are, nor where they are all located, let alone which ones are flapping their wings at any instant’, as Edward Lorenz noted in 1972.20

By contrast with the well-defined field of meteorology, misinformation effects occur across a great range of fields – from politics to public health, the economy and the environment – with effects subject to variables ranging from the topic and nature of the false claims that are spread, to the effect they do or do not have on factual understanding and attitude, the way they are received, as information or the sharing of a representative belief, the variables in the way that different individuals and groups respond to the same information, and differences in the capacity and motivation of those whose understanding is affected, to act on a false understanding caused.

With this many and more factors playing a role, and limits on the evidence of effects available, it is important to recognise – even with the often-hyped advances in the use of artificial intelligence to detect and assess false information – the limits to what we can know about the likelihood of particular false information to cause or contribute to specific consequences and the scale, severity and duration of the effects, if they do so.Page 193 →

Nevertheless, I argue that the model proposed above, based on a combination of evidence contained in the fact-checks in the database and the studies of misinformation effects discussed in Chapter 4, provides fact-checkers, researchers, policymakers and platforms with a useful means to identify false and misleading information that can be said, based on the balance of probabilities, to have, or not to have, a substantive potential to cause or contribute to specific substantive consequences for individuals and society. And, by the same process, it can be used to understand, in many cases, more than we otherwise do about the potential scale, severity and duration of these effects if they occur.

In the interests of freedom of speech – vital to the functioning of a good society – it is important for fact-checkers, researchers, platforms and policymakers to be cautious about attributing events and predicting effects of misinformation. At the same time. it is important also to recognise the evidence from history, the studies cited in Chapter 4 and elsewhere, and the consequences of false information examined in the database found to have caused or contributed to negative effects for individuals and society.

However, if carefully used, taking account of evidence on the many factors – of the type of communication, audience responses context, and political and social decision-making mechanisms – that shape the potential for false information to cause or contribute to meaningful consequences, I argue the model can enable those genuinely concerned by the effects of false information to better focus their efforts on identifying and countering the effects of false information that is or could be genuinely harmful for society. And it can also provide useful evidence and a powerful argument for all defenders of freedom of expression to better protect freedom of speech even when the information concerned is found to be in some way ‘wrong’.







Page 194 →Conclusion

While unfettered speech may at times be abused to ‘amplify division, sow distrust, and inflict serious harm’, society should take a ‘detached attitude’ to the ‘background noise of social media’, Danish human rights lawyer Jacob Mchangama argues in his epic 514-page Free Speech: A global history. Attempts to shield citizens from ‘hostile propaganda’ cannot happen ‘without compromising the egalitarian and liberal values of democracy’, he argues.1 To some critics, taking such an approach in the face of evidence that false information can and does lead to consequences for individuals and groups from physical abuse and violence to harms to public health would be a ‘morally troubling choice’.2

*

I developed an interest in the consequences of misinformation more than twenty years ago when, having recently left my position as a reporter for the AFP news agency in west Africa, I learned of a surge of cases of polio in the region. Thousands of lives were affected, and many were lost, after false factual claims about a WHO and UNESCO polio vaccination campaign in Nigeria caused authorities in five northern states to ban the vaccinations, with disastrous results.3 A decade later, I launched Africa Check to counter the sort of consequences caused or contributed to by this and other false claims, so often left unscrutinised in public debate and the media.Page 195 →



Four Ideas for Countering the Effects of Information Disorder

More than a decade on from starting out on that journey, I put forward four ideas that, I argue, can help fact-checkers, policymakers and platforms better understand the nature and consequences of the challenge faced today. Reviewing the cases of false or misleading information examined for this study, the factors that drove their emergence and effects, and evidence from earlier research, I argue, first, for the importance of taking a wider view of information disorder than the one commonly used by policymakers and platforms since 2017; not only exposure to various forms of false or misleading information, but also the lack of access to accurate information and the often partisan focus of information we all receive. Second, I argue that to counter this information disorder, it is necessary to act on the integrity of information not only online but also in offline settings, from print and broadcast media, to official halls of power, business meetings and community settings. Third, while this information disorder’s effects often occur by distorting public understanding, it is important to consider the effects of false information directly influencing the understanding of policymakers and other members of the elite, whose decisions can affect not just their own lives but the lives of tens or hundreds of thousands of their citizens or more. And, fourth, I propose the model outlined above in this book – a series of questions and criteria summarised again below – that can be used by fact-checkers, researchers, policymakers and platforms to go beyond tired debates about misinformation effects to better understand which false claims do and which do not have a substantive potential to cause or contribute to specific substantive consequences for individuals and society, directly or over time by cumulative effect.

*

Setting out these ideas, I recognise that I enter a complex and much contested field – a debate starting with the notion of communication itself. The question of how individuals, and society, should understand communication has long been debated. It can be seen, as the late communications theorist James W. Carey argued in 1989, from distinctly Page 196 →different starting points: the ‘transmission view of communication’ and the ‘ritual view’. The former sees communication primarily in terms of ‘imparting … sending … or giving information to others’. The latter sees communication as less concerned with imparting information and more of a social or cultural act: ‘the representation of shared beliefs’.4

Reviewing the different forms of communication in the database, it is clear that communication can be both of these things: both the straightforward, and somewhat mechanical ‘transmission of information’ and, in other circumstances, an act of association or sharing of beliefs and opinions serving social and cultural ends. To make sense of this, it is important to recognise the distinction between what the philosopher Dan Sperber identifies as ‘factual’ and ‘representational’ beliefs.5 And I propose that much of the current debate over the consequences of false information – between academics, policymakers, and advocates of free speech6 – arises, at least in part, from differences in the forms and contexts of information we have in mind, when we consider this debate.

Drawing my evidence from a sample of misinformation or disinformation identified by half-a-dozen fact-checking organisations, I set out cases that range from false claims spread in memes on social media or messaging platforms, used primarily to share common beliefs,7 to false information about health cures, passed on by trusted community sources,8 to false claims presented in Parliament,9 and in official records,10 and used to shape public policy decisions within the walls of government.

The actions people take, using this information, varies enormously. Human behaviour depends, of course, not on one but on many factors. Understanding the potential of false information to play a role in causing or contributing to events depends not only on analysing audience responses, but also understanding the context in which information spreads, the factual or symbolic understandings formed, and the means or mechanisms by which consequential decisions are or may be made.



Recognising the Wider Nature of Information Disorder

Understanding and responding appropriately to the challenge that information disorder poses starts with recognising that it is a broader, more Page 197 →complex problem than suggested by the most widely adopted definition. Information disorder, which I define as the disruption, or dysfunction of an information ecosystem that undermines factual understanding among the public and elite, is not restricted to exposure to false and misleading information. Rather, it includes exposure to false information, lack of easy public access to accurate information and the partisan focus of information to which the public is exposed.

As discussed in Chapter 3, lack of access to accurate information undermines public and elite factual understanding of events not only by denying the public, and often elites, accurate information, but also by making it harder to verify the accuracy of key claims. This is particularly a problem in countries with closed information economies – subject to Internet shutdowns and limited access to official information; however, even in open information societies, lack of timely access to information during security incidents and disasters has been shown to undermine understanding of critical events in ways that cause or contribute to harmful consequences for individuals and society.11 Even when accurate information is available, cases in the study show it is often not trusted in the community, undermining its useful effect.12

At the same time, in many countries, the narrow selection of information available to many audiences causes false understandings to develop even when the individual reports they receive are accurate.13 Presented with numerous images of trees, the audience sees a forest where one does not exist.14

And without countering all three challenges – false information, lack of access to accurate information, and the partisan focus of information available – society cannot effectively counter information disorder.



Recognising the Effects of False Information Offline and On Elite Understanding

Since 2016, the overwhelming majority of research into misinformation effects has focused on the effects of false information on public attitudes and opinions. Far less attention has been paid to the effects of false information, affecting the behaviour of what twentieth-century writer Page 198 →and philosopher Hannah Arendt termed ‘the internal world of government’15 – be it in politics, business, or other areas of policymaking.

The spread and consequences of online misinformation are clearly of great and growing importance. However, in this book, I also show with numerous examples that much consequential false or misleading emerges and has effects offline too – in print and broadcast media,16 academic journals or think-tank reports,17 political settings18 and community contexts. As Yochai Benkler and colleagues at the Berkman Klein Center for the Internet and Society at Harvard University noted in 2020, ‘contrary to the focus of most contemporary work on disinformation’, a ‘highly effective disinformation campaign’ about voter fraud in the US presidential elections was driven primarily by elements of mainstream broadcast media and the political elite. ‘Social media played only a secondary and supportive role,’ the researchers found.19

And observing the consequences of policymaker responses to false information, from the decision to approve a fake AIDS vaccine in Democratic Republic of Congo,20 to the misallocation of resources required for Lagos, Nigeria,21 it is clear that, where a false claim causes a false understanding among elites on a topic on which they have decision-making powers, the consequences may be greater than those of false understandings on the same topic among the public. The capacity and motivation of those whose understanding is affected to act in a way that affects others is critical to the potential for and scale of consequence. It is a weakness of the misinformation research and policy field that the effects of exposure to false information on policymakers’ decisions have been so little studied in recent years.



Considering the Effects of False Information On Factual Understanding and Attitude

If false information were to have no consequences beyond false understandings, the debate about the phenomenon might be of little more than theoretical interest. However, given the many consequences identified in this study alone, the questions posed here about what information disorder is, and what its effects are, clearly matter.Page 199 →

Since 2016, close to a hundred governments have introduced or amended laws and regulations to curb or penalise information they deem false, many of which laws have done little to resolve the problem and have made access to accurate information worse.22 A better response, I argue, would be – whether it is fact-checkers, print and broadcast media, online platforms, educators, or policymakers who take action to counter information disorder – to take take account of all its elements through promoting information integrity: identifying and not removing but countering harmful false and misleading information with information that is accurate, improving public access to information that is reliable, and educating the public to distinguish between fact and fiction. Lacking such an approach, current strategies will continue to fail.

The effects of information, true or false, on human understanding have, of course, been disputed for many years. And when concern about the effects of false information surged in 2016, the same debate played out again to the despair of many media scholars.23

To understand the different positions, it is perhaps helpful to recognise not only the distinctions discussed above between different forms of understanding or belief, but also the different forms and settings of information and communication examined. It should not be a surprise, after all, if studies of the use of disinformation to mislead military commanders24 come to different conclusions about the effects of false information than studies of false political information spread in the media or online to the general public.25

To further understand the differences in perspectives it is also, perhaps, useful to consider two distinct but ultimately compatible findings from research, both taken into account in the model I propose. One finds people commonly resistant to new information that runs contrary to their existing views or understanding; individuals hold on to false understandings despite strong disconfirmatory evidence, the research shows.26 The other finds audiences susceptible to the persuasive effects of information, true or false, repeated over time; individuals adopt or accept a new understanding when a claim is repeated sufficiently often, even when the proposition is ostensibly implausible, one such study found.27 Taken together, these findings may explain why single or limited exposure to information, true or false, may have limited effects on Page 200 →an individual’s long-held understanding and attitudes, but repeated exposure to the same information may have significant effects on factual understandings and attitudes over the longer term.



The Potential of False Understandings to Cause or Contribute to Specific, Substantive Consequences

Since communications scholar Bernard Berelson suggested, somewhat dryly, in 1948, that all that researchers knew of communication effects was that ‘some kinds of communication, on some kinds of issues, brought to the attention of some kinds of people … have some kinds of effects’,28 our understanding has advanced. In addition to a better understanding of the persistence of long-held beliefs and the effects of repetition on factual understanding, we have a wealth of evidence, discussed in Chapter 4, of the practical consequences that factual understandings have and have not caused in a wide range of fields, from factual information that did and did not affect the outcome of elections, to false information distorting international relations, affecting individual and public health, or contributing to violence and unrest.

What has remained unchanged by such research, to date, is what communications theorist Denis McQuail identified in 1983 as the ‘great difficulty in predicting’ these effects.29 And, given the many variables involved in these events, it is still not possible today to predict the consequences of exposure to particular false information with even the limited precision of a two-week weather forecast. However, I have, in this book identified a theory about the process by which such effects do or do not occur that, I argue, can be used to help us understand better than we have done, to date, the potential for substantive consequences to take place and the potential scale, severity and duration of those effects, if they occur.



Looking Ahead: A Trial of Evaluating the Evidence of Misinformation Effects

Over six months in 2024, I worked with senior researchers at three leading fact-checking organisations – Cayley Clifford of Africa Check, Page 201 →Estelle Peard of AFP and Joseph O’Leary of Full Fact – to test the utility, for fact-checking organisations, policymakers, and platforms, of the model set out in this book. Working with these colleagues, I developed two prototype tools – two sets of questions and criteria for fact-checkers and researchers to use to assess in a systematic way the potential of false information to cause or not to cause or contribute to specific substantive consequences.

The first tool, conceived to be used by fact-checkers when selecting claims to check, comprises a set of questions for fact-checkers to use, applying the criteria set out above, to determine – as best they can at the initial stage of selecting the claims to check – (i) whether or not the claim is or may be substantively false, (ii) if substantively false, whether the claim is believed to be true by sufficient people to cause or contribute to any particular consequence, and (iii) if it is, whether those who believe the claim to be true have both the capacity and motivation to cause the consequence concerned. At the end of that process, the fact-checkers or researchers have a better informed basis on which to decide which claims to check, taking the potential to cause or contribute to such consequences into account.

The second tool, to be used after a fact-check has been completed, comprises a longer list of questions and criteria – based on the factors identified in this study – to be used to answer those same core questions to assess, once all the information is in, whether the claim did, indeed, cause, or had a substantive potential to cause or have caused such an effect.

Using these tools, the fact-checkers examined the potential of a hundred claims identified by their colleagues as in some way false or misleading to cause or have caused or contributed to specific consequences, then or in future, if that or similar claims were repeated over time – finding some claims did and others did not.

Assessing the tools and the trial conducted with them, two doctoral researchers at University of Wisconsin-Madison – Elohim Monard-Rivas and Naomi Mine – supervised by Professor Lucas Graves, concluded in an independent report in October 2024, that using the claim selection tool prompted fact-checkers to better focus their efforts on claims with higher potential for consequences. Meanwhile, applying the tool after a fact-check had been completed, to assess whether there was a substantive potential for substantive consequences generated case Page 202 →studies and aggregate data that could be used in better identifying and countering what is potentially harmful misinformation.

The report noted a need for the very basic tools to be developed and iterate and for fact-checkers using them to receive special training, to increase the consistency with which the findings are reached. This could include changes to narrow users’ choices based on previous answers, and prompts to remind users of the criteria to consider in reaching their conclusions, they suggested. If such tools are used, how they are used matters. If well applied, these tools can help both to counter the negative consequences caused by false information, and defend free speech, identifying false claims which do and do not have a substantive potential to cause or contribute to specific consequences and the weight of the potential effects, if they occur.

Under Article 19 of the Universal Declaration of Human Rights, freedom of expression – the freedom to state, argue, dispute and disagree – may be curtailed only where the information expressed causes or risks causing harm to ‘the rights or reputation of individuals or institutions, public order or public health’.30 Falsity, alone, is not adequate cause to remove or censor. Yet, in dozens of countries around the world, laws introduced since 2016 allow authorities to penalise publication of information they deem false on these grounds alone.31 Having a means to identify information which does and does not have a substantive potential to cause or contribute to substantive consequences will not, in itself, change these laws and practices. It could, however, help those who wish to do so to focus on curbing real harm and help fight undue limitations on freedom of speech.
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Appendix 1 – Link to the Database and Guidelines Used for This Study

This study is based on examination of existing scholarly research and evidence from a database, which I created between 2021 and 2023, of 250 examples of information identified as false or misleading by one or more of half-a-dozen fact-checking organisations, operating in sub-Saharan Africa in the second half of 2019.

See, below, the link to an online version of (i) the database and (ii) a set of extensive written guidelines that explain the criteria and evidence used in coming to the conclusions presented.

The database provides findings, in thirty categories on all 250 entries – many of which are referenced in the book. Alongside the findings, I provide – where considered useful – written explanations of the evidence and reason used in coming to the findings.

All references cited in the Appendices can be found in the main text’s chapter endnotes.


	•Link – https://westminsterresearch.westminster.ac.uk/item/wy086/database- for-fake-news-what-s-the-harmPage 208 →




Appendix 2 –  Fields and Evidence of Specific Substantive Consequences



	
Fields and evidence of actual or potential specific consequences identified

In the database for this study, I identified false or misleading information as having caused, or had potential to cause or contribute to specific, substantive consequences in ten broad fields: (i) democracy and governance, (ii) international relations and cross border conflicts, (iii) physical health, (iv) mental health, (v) acts of abuse and discrimination, (vi) acts of violence in society from vigilante violence to civil unrest, and insurgencies, (vii) the justice system, (viii) business and the macro-economy, (ix) the environment and climate, and (x) individual financial loss, ID theft and digital harms.

The list of fields is, of course, open to interpretation. In many cases, the fields of consequence intersect with other factors such as individual characteristics of age, gender, or race, or broader factors of place and context. The selection is also not exhaustive, but based on fields of consequences, those identified represent findings based on the false claims examined in the database, which itself presents a snapshot of false information identified as circulating in that time and place. The evidence of proven consequences comes from findings in the fact-checks cited. The evidence of potential consequences comes from a combination of the fact-checks and existing academic research.


	
Broad field
	
Specific-field
	
Sub-field and audience
	
Evidence


	1. Effects on democracy, governance
	
Affects voting preferences during a limited election campaign
	
Exposure of the public to political misinformation, during a typically brief election campaign, has limited potential, which is subject to a broad range of factors, (i) to influence how voters vote.

Notes

 (i) In addition to factors common any claim (incl. audience pre-existing views, perceptions of source credibility, reach of source, etc.), particular factors include narrowness of race; whether the candidates, issues are new, or well-known to voters, or subject to pre-existing views.

 (iii) See Gunther et al. (2018) as listed in endnotes.

 (iv) See Kalla and Broockman, (2017); Guess et al. (2018 and 2020); McGregor and Kreiss (2020), as listed in endnotes.
	
Evidence from existing research is complex. Some found mis/disinformation in the US 2016 campaign may have affected how voters vote. (ii) Others argue effects are almost always limited, or nil, in the limited time available for persuasion in such campaigns (ii) save in rare cases including exceptionally close races, and little-known candidates, etc.

I judge consequences can occur but unlikely and only in these rare and specific contexts, and subject to frequent repetition.
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Affects voter participation in an election and/or acceptance of result
	
Exposure of the public to political misinformation, during a typically brief election campaign, may have potential, subject to a broad range of factors, (i) to affect voters’ political motivation and whether they vote.

Notes

 (i) Note that in many countries in Latin America and in Australia, voting is mandatory. This alters the role of motivation effects.
	
While most studies find effects of misinformation during an election campaign to be limited, others find some potential to motivate or demotivate existing voters by relating to political desires or fears.


	
Exposure of the public, during a limited election campaign, to misinformation re: the risks of participation in the election may have potential, subject to a wide variety of factors, (i) to affect voter participation – i.e., whether people vote.

Notes

 (i) Beyond the range of factors common to all claims, particular factors include audience experience of previous incidents, making threats plausible.

 (ii) See Burchard (2015) and Shenga and Pereira (2019) as listed in endnotes.
	
Studies find that, where the risk of election violence is real, information about this risk – true or not – can affect whether or not people vote (ii).


	
Exposure of the public, during a limited election campaign, to misinformation re: election rules/procedures may have potential, subject to a broad variety of factors, (i) to distort voter participation.

Notes

 (i) Beyond factors common to all claims, such as source credibility, etc., factors particular to this effect include narrowness of election, low awareness.

 (i) Reports from election monitors, media suggests this may have affected some elections, but the evidence is limited.
	
Anecdotal evidence indicates this may occur but I have not identified specific studies. Research of this potential effect is needed (ii).
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Exposure of the public, during a limited election campaign, to misinformation re: likely election outcome and/or fairness may have potential, subject to a wide variety of factors, (i) to affect voter participation, acceptance of the result.

Notes

 (i) Beyond factors common to all claims, particular factors include the closeness of the election, targeting of the information, and prior experience of rigged polls.

 (ii) See Jackson (1983) on the effect of US polling day predictions on turnout, and Shenga and Pereira (2019) on the effect of claims about election rigging in Africa, as listed in the endnotes.
	
Studies from the 1980s on have found that suggesting an election is effectively pre-set (e.g., a landslide or due to rigging) may have the effect of reducing voter participation, with potential to affect election outcomes depending on a variety of factors including closeness of the vote, and whether the effects are felt more by one side than another (ii).


	
Affects adherence to and/or application of public rules, laws and standards
	
Exposure of the public to misinformation re: public rules, laws and standards may have potential, subject to a broad range of factors, to affect adherence to the laws, standards.

Notes

 (i) For example, a 2020 study of the effect on public behaviour of reports of Covid rule-breaking in the United Kingdom indicated public behaviour was sensitive to information about adherence.
	
Some studies indicate this effect may occur (i), but more research of this potential effect is needed.


	
Exposure of authorities to misinformation re: public rules, laws and standards may have potential, subject to a wide variety of factors, to distort application of those rules, laws and standards.
	
Media reports indicate this effect may occur but I have not identified specific studies. Research of this potential effect is needed.
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Affects use of public information, media as a guide for behaviour
	
Repeated exposure of the public, authorities to misinformation re: the credibility of public information, media may have potential, subject to a broad variety of factors, (i) to affect the use of public information, media.

Notes

 (i) Beyond factors common to all claims, a low trust culture and repetition play a role in the effect

 (ii) For example, Lazer et al. (2018) and Egelhofer and Lecheler (2019).

 (iii) See Hameleers et al. (2020) about effects of ‘feeling disinformed’ on public health behaviours, and Jungherr and Rauchfleisch (2024) on effects of ‘alarmist disinformation discourse’ on trust in democracy
	
Longitudinal studies are hard for many reasons, but studies have found that false claims that accurate information is ‘fake’ may have potential to undermine trust and use of accurate sources of information (ii); with possible negative consequences for society (iii).


	
Affects participation in political movements, activity by creating false understanding of risks, likely outcomes
	
Exposure of the public to misinformation re: risks and/or outcome of participation in political movements, . protests, may have potential, subject to a wide variety of factors, (i) to affect participation in such movements and activity.

Notes

 (i) Beyond factors common to the influence of any claim, particular factors include prior audience experience of policing of people involved in political movements, protests, making such threats appear plausible.
	
Studies of effects on elections suggest a similar potential effect on public participation in protest political movements. However, I have not identified specific studies of this effect for political movements. Research of this potential effect is needed.
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Affects political, social attitudes over long-term, with potential for future political, social effects
	
Repeated exposure of the public, authorities to political, social misinformation over the long term may have potential, subject to a broad range of factors, (i) to affect political, social attitudes and behaviour over time.

Notes

 (i) Beyond the factors mentioned above, that play a part in any effects, a factor key to potential longitudinal effects is repetition.

 (ii) See, for example, Festinger et al. (1957), Nyhan and Reifler (2010), and others

 (iii) See for example, Allport and Lepkin (1945), Fazio et al. (2022), and Lacassagne et al. (2022)

 (iv) See, for example, Foos and Bischof (2021). All sources listed in the endnotes.
	
Longitudinal studies are hard to do for multiple reasons. And numerous studies show that individuals’ core political and social attitudes are often slow to change (ii). At the same time, studies show repetition increases information’s persuasive effect (iii) and may, over time, affect political and social attitudes (iv).


	
Affects public policy outside election process

Note I address how this effect relates to specific fields elsewhere in this table.
	
Where repeated exposure of the public to misinformation re: a policy issue affects public attitudes, it may have potential, subject to a wide variety of factors, (i) to affect public policy indirectly by creating or undermining public pressure on the issue

Notes

 (i) Beyond the factors common to the effects of any claim, the effects of public opinion on policymakers’ decisions depends on particularly the sensitivity of the political system and/or particular leaders to support.

 (ii) See, for example, this report from the World Economic Forum (2020), showing how public attitudes, affected by false information about climate change, influenced public policy. See the source listed in the endnotes.
	
Studies suggest that, where misinformation affects public views, this may affect public policy by creating, undermining real or perceived public pressure on the issue (ii). More research of the potential effect is needed.
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Exposure of authorities to misinformation re: a policy issue may have potential, subject to a broad range of factors, (i) to affect public policy directly by misleading authorities on a reality of the issue.

Notes

 (i) Beyond the other factors common to any claim, effects on policymakers’ decisions are influenced by the particular decision-making process adopted.

 (ii) For example, in South Africa, then President Thabo Mbeki changed public health policy on AIDS treatment due partly to false information. See Chigwedere et al. (2008). In Nigeria, politicians banned polio vaccinations due in part to false information. See Jegede (2007). And during Covid, leaders from the United States and Brazil to Madagascar pursued ineffective health policies based, partly, on false information. See Pazzanese (2020), Milhorance (2021) and Ioussouf (2020), respectively. All sources detailed in the endnotes.
	
Numerous studies and reports show that false information may have the potential to affect public policy by misleading authorities directly, with substantive effects for society (ii).
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Affects international relations
	
Exposure of the public to misinformation re: another country may have potential, subject to a wide range of factors, (i) to distort international relations, directly, through a voting process, or indirectly, by creating or undermining real or perceived public pressure on those relations

Notes

 (i) Beyond factors common to all claims, a particular factor is knowledge of foreign affairs which differs in different countries and communities

 (ii) For example, a study found the US public more susceptible to media narratives on foreign affairs in 2003 than on ‘most areas of domestic policy’. See Baum and Groeling (2010).

Where foreign affairs are put to the vote this may affect relations. See Foos and Bischof (2021).
	
Studies suggest false information may affect public attitudes to other countries, (ii) and thus have potential to affect foreign relations, directly, where the issues are put to the vote, or indirectly via public pressure.

More research of this potential effect is needed.


	
Exposure of authorities to misinformation re: another country may have potential, subject to a wide range of factors, (i) to distort international relations by directly by misleading the authorities about a reality.

Notes

 (i) Beyond factors common to all claims, the level of open knowledge about one or both countries is a factor in this potential effect.
	
Historians’ accounts of international relations suggest false information may have often influenced political leaders about other countries directly; however, I have not identified specific studies. Research of this potential effect is needed.


	
Exposure of business leaders, the public, to misinformation re: another country has potential, subject to a variety of factors, to affect relations at a business, individual level.

Notes

 (i) For example, false claims of attacks on Nigerians in South Africa in 2019 affected SA-owned business operations in Nigeria.
	
Examples in the database of this study indicates this effect may occur, (i) but I have not identified specific studies. Research of this effect is needed.
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Affects occurrence of and/or distorts course of cross-border conflicts
	
Exposure of the public to misinformation re: another country’s actions, capabilities may have potential, subject to a wide variety of factors, (i) to cause or contribute to the occurrence or outcome of cross-border conflicts by affecting public support.

Notes

 (i) Beyond factors common to all information effects, particular factors include the degree to which political/military authorities feel the need to take public opinion into account.

 (ii) See Lasswell (1927) for an early twentieth-century perspective on the effects of ‘propaganda’ influencing public support for US entry into the First World War. See Baum and Groeling (2010) and others on the susceptibility of public opinion to elite narratives.

See sources listed in the endnotes.
	
Studies suggest media may have a role in influencing the occurrence of and/or course of wars and conflicts by affecting support and/or participation (ii).


	
Exposure of political, military leaders to misinformation re: another country's actions or capabilities may have potential, subject to a broad range of factors, (i) to cause or contribute to the occurrence or outcome of cross-border conflicts by misleading them re: a reality.

Notes

 (i) Beyond the factors common to the effects of any claim, particular factors include the level of knowledge political, military elites have on the other country. The less they have, the more vulnerable they are to false information.

 (ii) For example, during the Second World War, German military commanders diverted troops from where they were needed in France after being misled by Allied disinformation efforts. See Levine (2012). And during the US war on Vietnam, false claims in internal reports influenced many key decisions. See McNamara (1995) and Arendt (1972).

See sources listed in the endnotes
	
Numerous histories have found that false information, in public or within government, may have potential to play a direct role in the occurrence and course of conflicts by misinforming leaders about a reality (ii).
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Affects individual physical health by affecting behaviour
	
Exposure of the public to health misinformation may have potential, subject to a wide range of factors, (i) to affect individuals’ health behaviour in a way that causes direct harm to health of self or others

Notes

 (i) Beyond factors common to all claims, particular factors include both levels of health literacy and the access to reliable, affordable healthcare. (Often, people unable to afford effective healthcare are more susceptible to cheap, unproven alternatives)

 (ii) See, for example, Aghababaeian et al. (2022) on the effects of false claims that alcohol was a reliable treatment for Covid-19, and Cunliffe-Jones (2020) on the effects of false claims about purported treatments for conjunctivitis, in Nigeria. See these sources listed in the endnotes.
	
Many studies have identified the effects on public health of false information that promotes directly harmful health behaviour (ii).


	
Exposure of the public to health misinformation may have potential, subject to a wide range of factors, (i) to affect health behaviour in a way that causes indirect harm to health.

Notes

 (i) Beyond factors common to all claims, particular factors include both those mentioned above (health literacy; access to reliable healthcare).

 (ii) See studies of effects of false health information that:

(1) misled audiences about causes, consequences, prevalence of particular health conditions. (2) misled audiences about the health effects of particular behaviours.

(3) discouraged use of effective medication by promoting ineffective alternatives. See Thielman et al. (2014).

(4) discouraged use of effective medication by promoting false fears of effective treatment. See Larson (2018) and Motta and Stecula (2021).

(5) discouraged use of effective medication by promoting false fear of health workers. See Allen et al. (2015).
	
Numerous studies have identified the effect of false information on individuals’ health where the behaviour promoted is indirectly harmful to health (ii).
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Affects sexual behaviour with negative health effects
	
Exposure of the public to misinformation re: natural disasters, physical risks may have potential, subject to a variety of factors, (i) to cause physical harm.

Notes

 (i) Beyond factors common to all claims, particular factors include access to accurate information on the incident and ‘urgency’ of the decision (reduces scrutiny).

 (ii) See, for example, a study by Torpan et al. (2021) on the effects of false information misdirecting the public on their safety during a natural disaster or security incident. The study is listed in the endnotes.
	
Studies have found misinformation unrelated to health issues can encourage physically dangerous behaviour in particular settings or contexts (ii).

More research of this potential effect is needed.


	
Exposure of the public to misinformation re: sexual health may have potential, subject to a variety of factors, (i) to cause, contribute to sexual behaviour with negative health effects. Notes

 (i) Beyond factors common to all claims, social and cultural factors may play a particular role in shaping the potential for such effects.

 (ii) See, for example, a 2003 study of the effects on sexual behaviour of a myth then widespread in parts of South Africa that sex with a virgin child could cure a man of AIDS.
	
Studies have found false information has potential to promote sexual behaviour with negative health effects, including claims underplaying risky behaviour, or that harmful activities have health benefits. More research of the potential for this effect is needed.
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Affects public health policy in ways with negative effects on public health
	
Repeated exposure of the public to health misinformation may have potential, subject to a wide range of factors, (i) to negatively affect public health by, over time, creating or undermining public support for health policy

Notes

 (i) Beyond factors common to all claims, particular factors include repetition and differences in levels of trust in health authorities in given audiences.

 (ii) See Jegede (2007) on public distrust in polio vaccinations in Nigeria in 2002–03 and Larson (2018) on distrust in vaccines more widely. See Allen et al. (2015) on distrust in public health workers in Sierra Leone. See details in the endnotes
	
Longitudinal studies are hard to do for many reasons, however multiple studies show false information about public health – from vaccine campaigns to interventions a public health crisis – can undermine support for public health policy (ii).


	
Exposure of politicians, health authorities to health misinformation may have potential, subject to a variety of factors, (i) to negatively affect public health by misleading them about a reality.

Notes

 (i) Beyond factors common to all claims, particular factors include low levels of trust in mainstream medical industry in particular countries and political settings. (For example, particular distrust in South Africa of messaging around AIDS and race; distrust in Nigeria in drugs companies given experience with Pfizer in 1996.)

 (ii) In South Africa, then president Thabo Mbeki changed public health policy on AIDS treatment due, partly, to exposure to false information. See Chigwedere et al. (2008).

Nigerian politicians banned polio vaccinations due in part to exposure to false information. See Jegede (2007).

During Covid, leaders from the United States and Brazil to Madagascar pursued ineffective health policies based, in part, on false information See Pazzanese (2020), Milhorance (2021) and Ioussouf, (2020), respectively.
	
Numerous studies and reports show that false health information may have potential to affect public health policy by misleading authorities directly, with substantive effects for society (ii).
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Causes or contributes directly to chronic fear or distress for individuals
	
Repeated exposure of individuals or groups to misinformation causing chronic fear or distress has potential, subject to a variety of factors, (i) to harm the mental health of the object/s of the misinformation by causing or contributing to chronic fear.

Notes

 (i) Beyond other factors, mental health effects can vary greatly depending on individual characteristics and prior trauma.

 (ii) See Karnatovskaia et al. (2020) and others on the effects of chronic fear, distress on individuals’ physical and mental health. Sources detailed in the endnotes.
	
Individuals exposed repeatedly to false information can experience chronic fear, identified as where it lasts for more than a month. Studies identify chronic fear as causing potential long-term harm to physical and mental health (ii).


	
Affects behaviour and/or public policy toward mental health
	
Exposure of politicians, employers, health authorities to misinformation re: mental health may have potential, subject to a variety of factors, (i) to distort mental health policies directly by misleading them about a reality.

Notes

 (i) Beyond factors common to all claims, particular factors include existing social understandings of mental health issues, shaping understanding among decision-makers.
	
Media reports indicate false information on the prevalence, nature and causes of poor mental health may have potential to affect public policy in this field, but I have not identified specific studies. More research of this potential effect is needed.


	
5. Effects on acts of abuse, discrimination
	
Used to enact and/or justify acts of abuse, discrimination
	
Exposure of the public to misinformation re: character of an individual or demographic group may have potential, subject to a variety of factors, (i) to be used to enact and/or justify acts of abuse or discrimination toward that individual or group.

Notes

 (i) Beyond factors common to all claims, particular factors include perceived acceptability of abuse, discrimination as a social norm.

 (ii) Numerous studies and reports, including entries in the database of this study, identify false information spread online, or in the offline community, as causing or contributing to abuse and discrimination of individuals and groups.
	
Numerous studies and reports detail occasions where misinformation is used to justify and/or enact abuse, discrimination, e.g. false claims chanted as abuse (ii).
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Repeated exposure of the public to misinformation re: character of an individual or demographic group has potential, subject to a variety of factors, (i) to cause or contribute, over time, to shaping attitudes that cause or contribute to abuse, discrimination of the group.

Notes

 (i) Beyond factors common to all claims, particular factors include repetition of the claims over time, and social acceptance of abuse, discrimination as a norm.

 (ii) See, for example, Festinger et al. (1957), Nyhan and Reifler (2010), and others.

 (iii) See, for example, Allport and Lepkin (1945), Fazio et al. (2022), and Lacassagne et al. (2022).

 (iv) For example, where individuals’ attitudes to a particular group or community are then triggered by false information. See Wilmot (2024). Sources are listed in the endnotes.
	
Longitudinal studies are hard to do and studies show that core political and social attitudes are often slow to change, (ii) but repetition increases information’s persuasive effect, (iii) and may have potential to contribute to this effect (iv). More research of this potential effect is needed.


	
Affects public policies related to abuse discrimination
	
Repeated exposure of the public to misinformation re: character of a demographic group has potential, subject to a variety of factors, (i) to affect policies that affect discrimination by, over time, affecting real or perceived public support for policy.

Notes

 (i) Beyond factors common to all claims, particular factors include repetition of the claims over time, social acceptance of discrimination as a norm and the susceptibility of decision-makers to perceived public opinion.

 (ii) Numerous media and other research reports in many countries show policymakers express false understandings about particular individuals or communities.

The extent to which they do this as a direct understanding or in response to perceived public attitudes requires research.
	
Longitudinal studies are hard to do but the studies noted above suggest repeated exposure to misinformation can affect social attitudes over time. Numerous media reports suggest this may apply to attitudes among policymakers as much as it does to attitudes among members of the public. (ii) More research of the potential of this effect to shape policy is needed.
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Causes or contributes to violence in civil society
	
Exposure of the public to misinformation re: the character or actions of an individual or individuals has potential, subject to a wide variety of factors, (i) to cause to cause or contribute to vigilante violence.

Notes

 (i) Beyond factors common to all claims, particular factors include both levels of public distrust in authorities to ensure justice and/or protect their community and the social/cultural acceptance of vigilante action. See Banaji et al. (2019), for discussion of this effect.

 (ii) See Banaji et al. (2019) on vigilante murders in India in 2018, and Endeshaw (2018), on vigilante murders in Ethiopia in 2018. See details in endnotes.
	
Numerous studies and reports show that the spread of false information re: the behaviour or character of an individual or individuals has caused or contributed to vigilante violence (ii).


	
Exposure of the public to political misinformation to misinformation re: character and actions of political, religious or ethnic groups has potential, subject to a broad range of factors, (i) to cause, contribute to broad political and civil violence.

Notes

 (i) Beyond factors common to all claims, particular factors include pre-existing socio-cultural and political tensions, level of security.

 (ii) See, for example, Ellis-Peterson (2018), on the role of false information about the Rohingya in Myanmar in contributing to violence in 2017. See Adegoke and BBC Africa Eye (2018) on the role of false claims that an ethnic minority presented a threat to another group in Nigeria in causing civil violence in 2018.

See details of source in the endnotes
	
Numerous studies find political misinformation and/or related to demographic groups may cause, contribute to broad political and civil violence (ii).
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Affects the occurrence and/or distorts course of insurgencies
	
Exposure of the public to misinformation re: actions, capabilities of parties to an insurgency may have potential, subject to a wide range of factors, (i) to influence the occurrence and/or course of an insurgency by affecting public support and/or participation

Notes

 (i) Beyond factors common to all claims, particular factors include the level of political/social opposition and the access to open information about the conflict.

 (ii) See, for example, evidence of how both the UK government and the supporters of the Irish Republican Army spread disinformation about their opponents to seek to undermine support for their opponent during their conflict.
	
Reports from many conflicts show both insurgents and authorities have sought to use false information to undermine public support for the other side. (ii) I have not identified specific studies of their effectiveness.


	
Exposure of authorities, insurgency leaders to misinformation re: the actions or capabilities of the other side may have has potential, subject to a broad range of factors, (i) to influence the occurrence or course of an insurgency by misleading them re: a reality.

Notes

 (i) Beyond factors common to all claims, particular factors include the level of knowledge the different parties have of their opponents – insurgents or authorities.

 (ii) See McNamara, (1995) and Arendt (1972) on the role of false information about the actions of insurgent in Vietnam. Details of sources in the endnotes.
	
Accounts by participants and observers of the US war on Vietnam suggest false information about the actions, capabilities of the Viet Cong insurgents, spread through official channels to US authorities, influenced US policy. (ii) I have not identified specific studies of this issue in other insurgencies.
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Affects the course or outcome of particular court cases
	
Exposure of authorities in the justice system to misinformation re: a particular court case may have potential, subject to a range of factors, (i) to affect the course or outcome of the case.

Notes

 (i) Beyond factors common to all claims, particular factors in the court context include the processes used by different courts to identify and counter effects of public misinformation.

 (ii) See, for example, Loftus (2005) and Frenda et al. (2011). Sources are in the endnotes.
	
Numerous studies, conducted over three decades, have found false information spread in online and offline media may have potential to affect witness statements and court decisions (ii).


	
Affects public policies related to the justice system
	
Repeated exposure of the public to misinformation re: the justice system may have potential, subject to a wide variety of factors, (i) to distort justice policies by undermining or firming public support for a policy.

 (i) Beyond factors common to all claims, particular factors include both repetition of the claims and the sensitivity of the authorities to public attitudes

 (ii) See, for example, Foos and Bischof (2021).
	
Studies listed above suggest repeated exposure to misinformation can affect the public’s social attitudes over time. (ii) I have not identified specific studies. More research of this potential effect is needed.


	
Exposure of authorities to misinformation re: the operation of the justice system may have potential, subject to a broad range of factors, (i) to distort justice policies directly by misleading them about a reality.

Notes

 (i) Beyond factors common to all claims, particular factors include the level of understanding of the justice system shown by those overseeing policies in the sector.
	
Media reports indicate false information about the operation of the justice system may have potential to affect public policies re: the justice system, but I have not identified specific studies. Research is needed.
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Affects the operations of business or the business sector
	
Exposure of the public to misinformation re: the actions, effects of a business or the business sector may have potential, subject to a wide variety of factors, (i) to affect the operations of that business or sector.

Notes

 (i) Beyond factors common to all claims, particular factors include the sensitivity of the particular business, sector, or market to the understanding of those (e.g., the public, market traders, other businesses) whose understanding is affected by the false claim.

 (ii) See reports of effects on businesses such as a run on a bank. See Katwala (2019). See Hilts (1996) on the effects of tobacco firm disinformation on the economic performance of that sector. See studies of wider financial effects: Baily et al. (2016) and Berton and Pitt (2018).
	
Numerous reports and studies suggest that false information related to business operations, effects, market conditions and other economic factors may have potential to affect the operations of the businesses targeted and wider society (ii).


	
Affects macro-economic activity, performance
	
Repeated exposure of the public to misinformation re: the status of the economy may have potential, subject to a wide range of factors, (i) to distort macro-economic activity by misleading the public about a reality.

Notes

 (i) Beyond factors common to all claims, particular factors include market mechanisms put in place to counter negative effects (e.g., trading ‘brakes’ on market falls).

 (ii) Economic history has many examples of economic booms and crashes due, in part, to false information from the ‘South Sea Bubble’ of the 1720s to the sub-prime collapse of 2008.
	
Evidence from economic history indicates false information about the status of the economy may have potential to affect macro-economic activity by affecting public understanding and activity. (ii) I have not identified specific studies of this as a broad effect. Research of this potential effect is needed.
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Exposure of business leaders and/or political and economic authorities to misinformation re: the status of the economy may have potential, subject to a wide variety of factors, (i) to distort economic policy by misleading them about a reality.

Notes

 (i) Beyond factors common to all claims, particular factors include the access to accurate information and level of economic understanding of business, political and economic leaders.
	
Evidence from economic history indicates this false information may have potential to affect the understanding of business, political and economic leaders about the status of the economy, with resulting effects on the economy. Research of this potential effect is needed.


	
9. Effects on environment climate
	
Affects public behaviour, public policy on climate change
	
Repeated exposure of the public to misinformation on climate change has potential, subject to a broad range of factors, (i) to affect public behaviour that affects climate change.

Notes

 (i) Beyond factors common to all claims, particular factors include both repetition of the false claims, over time, and levels of trust in authorities.

 (ii) See, for example, World Economic Forum (2020).
	
Many studies show false information re: climate change has undermined support for climate mitigation policies (ii). Research of effects on behaviour is needed.


	
Repeated exposure of the public to misinformation on climate change may have potential, subject to a variety of factors, (i) to affect climate policy firming or undermining public pressure.

Notes

 (i) Beyond factors common to all claims, particular factors include the repetition of the false claims and policymakers’ sensitivity to perceived public opinion.

 (ii) See Tesler (2018), World Economic Forum (2020).
	
Numerous studies have found misinformation about climate change have affected public policy by affecting public opinion (ii).
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Exposure of authorities to misinformation on climate change has potential, subject to a broad range of factors, (i) to distort climate policies by misleading authorities about a reality.

Notes

 (i) Beyond factors common to all claims, particular factors include the decision-making processes adopted and level of factual understanding of climate science among political and social elites.
	
Numerous studies have identified mistaken factual understandings of climate science among political and social elites. I have not identified studies demonstrating this to be genuine misunderstanding. More research of this issue is needed.


		
Affects public behaviour, public policy on protection of wildlife, biodiversity
	
Exposure of the public to misinformation about the nature and effects of environmental and wildlife products may have potential, subject to a wide variety of factors, (i) to affect demand for the products.

Notes

 (i) Beyond factors common to all claims, particular factors, in some such cases, include social and cultural understandings of particular wildlife products.

 (ii) See, for example, Becker (2012), listed in the endnotes, on the effects of the false claim that rhino horn powder has medicinal properties, underpinning demands for rhino horn products in South East Asia.
	
Media reports indicate false factual understandings of the nature and effects of particular products affects demand. (ii) I have not identified specific studies of this effect. More research of this potential effect is needed.


	
Repeated exposure of the public to misinformation on wildlife, biodiversity has potential, subject to a broad range of factors, (i) to affect public policy by creating or undermining public pressure.

Notes

 (i) Beyond factors common to all claims, particular factors include the affective nature of much misinformation related to wildlife, biodiversity issues.
	
Media reports suggest false information about wildlife and biodiversity may affect public policy on the issues. (ii) I have not identified specific studies. More research is needed.
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Exposure of authorities to misinformation on wildlife, biodiversity may have potential, subject to a range of factors, (i) to affect public policy by misleading authorities on a reality.

Notes

 (i) Beyond factors common to all claims, particular factors include the affective nature of much misinformation related to wildlife, biodiversity issues, and the decision-making processes of policymakers.
	
Media reports suggest false information about wildlife and biodiversity may affect public policy on the issues. (ii) I have not identified specific studies. More research is needed.


	
10. Effects of financial loss, career harm, ID theft, digital harms for individuals, organisations
	
Affects an individual’s work opportunities, professional standing and/or career
	
Exposure of the public to misinformation re: the character, actions, rights of an individual or individuals may have potential, subject to a variety of factors, (i) to affect their work opportunities, professional standing and/or career

Notes

 (i) Beyond factors common to all claims, particular factors include the sensitivity of the individual’s work opportunities or career to public opinion.

 (ii) See, for example, a report by Mary Kulundu (2019), listed in endnotes, on the effects of a false claim that a US missionary underwent FGM in Kenya had on the woman’s career.
	
Media reports, including examples identified in the database of this study, demonstrate that false information may have potential to have this effect. (ii) But I have not identified specific studies.
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Causes or contributes to financial loss, identity theft and/or digital harms to individuals, organisations
	
Exposure of the public to hoaxes and certain types of clickbait which use false information to engage audiences may have potential, subject to a range of factors, (i) to cause individuals or organisations financial loss, identity theft and/or various forms of digital harm such as exposure to malware, computer viruses to individuals, organisations.

Notes

 (i) Beyond factors common to all claims, particular factors include the need of particular audience members for the reward offered by the hoax or their vulnerability to malware or viruses. For example, people with well-paid full-time employment are unlikely to respond to hoax job advertisements. People with good online security are less likely to fall victim to a computer virus in a clickbait-style report.

 (ii) See, for example: Brett Horner (2019), listed in the endnotes.
	
Studies and reports have identified misinformation – from fake job ads to clickbait – causing financial loss, IF theft and/or digital harms. (ii) More research of this effect is needed.
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Appendix 3 –  Factors Affecting the Field and Weight of Consequences that Occur

When a false claim contributes to a specific effect, a range of factors shape the field, and weight of consequences caused. The table below sets out factors, evidence and examples.



 Factors that Influence the Field of the Consequences



	
Factors shaping field of effects
	
How these factors influence the field of effects
	
Example



	
The topic of the claim shapes the field of false understanding
	
The topic or topics of the claim affect the field or fields in which false understanding is created. The false understanding determines the consequences that follow.
	
For example, a false claim related to a particular health condition causes people to take a treatment for that particular health condition that is harmful.


	
The context in which the claim circulates
	
The context in which the claim circulates affects the field of consequences that follow.
	
For example, a false claim that relates to the behaviour of politicians reduces trust amid a health crisis and thus affects public health.





 Factors that Influence the Scale of Consequences



	
Factors shaping scale of effects
	
How these factors influence the scale of effects
	
Example



	
The focus of the topic shapes the focus of the consequences
	
The claim is focused on a specific private individual or individuals. Its consequences focus on that individual.
	
For example, a false claim about the behaviour of a specific individual causes distress to that individual and family.
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The claim is focused on an issue which relates to individuals in general – not specific to a particular individual or group – or over which they have agency to cause effects. It affects individuals in general.
	
For example, a false claim related to a medical treatment for a common health condition causes individuals in general – not specific to any particular group – to take an inappropriate treatment.


	
The claim is focused on an issue which relates to or affects a specific group or groups of individuals, businesses, or organisations. It affects that group.
	
For example, a false claim related to an issue that would only affect a particular social or demographic group, a business or organisation, affects only people in that group or organisation.


	
The topic of the claim relates to an issue which affects, or potential to affect, large parts of society, or society as a whole. It affects part of all of society as a whole.
	
For example, the claim relates to issues affecting areas of public policy, and affects society as a whole, or global issues such as conflict or climate change, and affects the world as a whole.







 Notes
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