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‘This is an excellent and timely book. It brings together a diverse range of
distinguished contributors, who draw on their varied experience in academia, the
military, industry, and government. The authors analyse the issues technologically
advanced states face as they seek to utilise contemporary military technologies
and techniques to maximise military effectiveness in a multi-dimensional battle-
field characterised by rapidly advancing technologies and an information-rich
environment.’
Michael Sheehan, Emeritus Professor of International Relations,
University of Swansea, UK

‘In this book, the editors have gathered an outstanding set of contributors ran-
ging from scholars to policy professionals to address some of the most pressing
technologies (e.g., Al and hypersonics) influencing the rapidly evolving nature of

modern war.’
Peter J. Dombrowski, Professor, U.S. Naval War College
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The Co-evolution of Technology and
Warfare

This book explores the relationship between technology and warfare, by examining
how recent technological advancements have revolutionized the conduct of war.

The work analyses contemporary conflicts, including the Syrian civil war, the
Taliban takeover in Afghanistan, and the ongoing war in Ukraine, but also by
exploring future war scenarios and assessing the military capabilities of major
powers. In doing so, the book highlights the dynamic and evolving nature of modern
warfare. It goes beyond a simple examination of technological advancements,
addressing the complexities of modern warfare, scrutinizing the strategies employed
by states to adopt and develop military technologies, while emphasizing the import-
ance of technology in shaping military planning, training, research, and innov-
ation. The book provides a collection of timely contributions by leading scholars
and practitioners in the military and security field. Furthermore, the contributors
identify potential challenges and risks associated with the widespread adoption of
technologies in warfare and propose recommendations for policymakers to address
issues that relate to military planning and training, research and development, and
resilience building.

This book will be of much interest to students of security studies, technology
studies, defence studies and International Relations.

Tracey German is a professor of conflict and security in the Defence Studies
Department at King’s College London, UK. She is the author of Russia and the
Changing Character of Conflict (2023).

Fotios Moustakis is an associate professor in strategic studies at the University
of Plymouth, UK, with over 20 years of experience teaching Royal Navy officers
at Britannia Royal Naval College. Since 2015, he has directed the Centre for Sea
Power and Strategy (CSS).

Andrew N. Liaropoulos is an associate professor in international relations and
strategic studies at the University of Piracus, Greece. He has taught for years at
the Hellenic National Defense College, the Joint Military Intelligence College, the
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Foreword

This edited volume brings together 11 leading subject matter experts (military
practitioners, analysts, and academics) to explore how rapid advances in trans-
formative technologies revolutionize warfare, constantly reshaping the scale,
scope, duration, and dynamics of conflict. This process intensifies daily and appears
bewildering and difficult to grasp. To give an example, Ukraine experiences what
is now the largest war in Europe since 1945, and in late March 2025 set itself the
goal of manufacturing 15,000 military use robots in 2025 (logistics, mining, and
combat). Simultaneously, the Netherlands announced a €500 million support for
Ukraine’s attack drone development program and, the commander of the Ukrainian
armed forces stated that Ukraine had destroyed 408 Russian army artillery systems
in the last week of March (4005 artillery systems in the first three months of 2025),
which Russia compensates by increasing its use of attack drones and glide bombs.

This book identifies how a range of rapidly advancing transformative technolo-
gies, not least Artificial Intelligence (Al), robotics, cyber warfare, and autonomous
systems, are used in warfare. It highlights the associated risks, challenges and
opportunities this interaction generates, as well as assess the broader implications
and outcomes. Through 10 chapters, inter alia, the expert contributors address: the
interaction of Al and cyberwarfare; Al and information operations; how state
and non-state actors utilize unmanned aerial vehicles (UAVs); space warfare and
Russian and Chinese counter-space warfare programs; the impact of Russian hyper-
sonic weapons in reshaping conflict calculus; how globalization processes reshape
the structure of global shipbuilding and impact sea power; the emergence of a
second revolution in military affairs (2RMA), not least in the maritime domain;
cyber threats to critical infrastructure and the implications for resilience, collabor-
ation and public awareness; and how Ukraine’s unmanned aerial systems (UAS)
and artillery operations and counter-UAS are critical to success in 21st-century
warfare.

The implications of the evolving nexus between technologies and the pace of
revolution in warfare are profound. As such, this book will be of great interest
to policy makers, welcoming of the promises of strategic foresight but sen-
sitive to how military superiority can be accompanied by vulnerability and
unforeseen consequences. Military practitioners interested in leadership, force



xiv  Foreword

structure, training, doctrine, tactics, and strategy will find this book valuable, as

will defence industry focussed on production at scale and cost. Finally, the book

appeals to analysts and academics grappling with complexities generated by the

interconnected and inter-enabling relationship between technology and war, as well

as the implications themselves for the conduct of war, the necessity for state institu-

tional adaptation, the distribution of military power in the international system, and
the structure of that system itself.

Dr. Graeme P. Herd

Research and Policy Analysis Department

George C. Marshall European Center for Security Studies (GCMC)
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1 Introduction

Tracey German, Fotios Moustakis, and
Andrew N. Liaropoulos

Debating the future of war

Throughout history, warfare has been shaped by geopolitical, societal, economic,
military, and technological factors. These same factors continue to influence con-
temporary debates on the future of warfare, making it one of the most conten-
tious topics among academics, militaries, and policymakers. Assertions about
the apparent transformation of conflict are not new; what is new is the pace of
such change, accelerated by the ongoing technological and communications revo-
lution. The spread and intensification of violence over the past two decades has
demonstrated once more the evolving character of war from hybrid and surro-
gate conflicts to unrestricted and postmodern warfare. War in the 21st century has
become increasingly non-linear and unpredictable, involving a complex array of
actors, both state and non-state, who use a variety of military and non-military
means to influence and coerce an adversary. Rapid changes in technology and
communications, as well as the growing interconnectedness of societies, has added
to the complexity.

Recent developments in military technology and weapon systems have sought
to enhance the effectiveness of kinetic force. However, evidence from recent
conflicts, including the Syrian civil war, the Israel-Hamas war in the Gaza Strip,
and Russia’s ongoing war in Ukraine, demonstrates the limitations of military
innovations, especially in the case of prolonged conflicts and the emergence of
unconventional actors and warfighting strategies. Moreover, the rapid evolution
of information technology, the proliferation of global communication networks,
and the weaponisation of artificial intelligence (AI) have added further com-
plexity to contemporary conflicts. These developments highlight the unpredict-
ability surrounding the future of warfare. Speculating on the future of warfare is
truly a difficult task. Thinking about the next war is usually limited by attempts to
extrapolate from current trends in order to speculate on future developments. It is
common to think linearly about what might happen, based on what has happened.
Consequently, the experiences of individual states foster different visions of future
conflict. This book does not attempt to predict the future of war. Instead, it provides
a critical analysis of how recent technological advancements are reshaping military
strategies, tactics, and the broader conduct of warfare.

DOI: 10.4324/9781003520160-1
This chapter has been made available under a CC-BY-NC-ND license.
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2 The Co-evolution of Technology and Warfare

One of the most striking characteristics of contemporary warfare is its increasing
complexity. Modern conflicts are often fought across multiple domains, including
land, sea, air, space, and cyberspace. The distinction between combatants and non-
combatants has also become more ambiguous, as adversaries employ unconven-
tional tactics such as cyber-attacks, disinformation campaigns, and proxy warfare
to achieve strategic objectives. Furthermore, the manipulation of interconnected
and information-rich environments makes it increasingly difficult to differentiate
between friend and foe. Advanced information and communications technologies
enable subversive efforts, with the internet and social media platforms amplifying
divisive narratives and disinformation, serving as tools of indirect action that target
a society’s ability to resist. Moreover, globalisation has played a significant role in
shaping the dynamics of warfare. The interconnected nature of the global economy,
supply chains, and communication networks means that localised conflicts can
have far-reaching implications. Economic warfare, sanctions, and the disrup-
tion of critical infrastructure are now integral components of modern strategy. In
an era where technological advancements are accelerating at an unprecedented
pace, understanding how these shifts influence the character of war is crucial for
policymakers, military planners, and academics alike.

Potential changes to the character of conflict have real-world implications: how
states envision the character of conflict shapes how they plan and prepare for war,
from defence policy to procurement, and from doctrine to training. As warfare
continues to evolve, so too must the doctrines and strategies that guide military
operations. The ability to adapt to new forms of conflict will determine the success
or failure of future military engagements. With this in mind, this book examines not
only the technological aspects of modern warfare but also the broader implications
for military strategy, national security, and international stability.

The co-evolution of technology and warfare

History demonstrates that the relationship between technology and warfare is com-
plex and dynamic. As new technologies emerge, they redefine military strategies
and tactics. On the other hand, warfare drives technological innovation, often pro-
ducing advancements beyond the conventional battlefield. The term ‘military tech-
nical revolution’, coined by the Soviets in the 1980s, was a precursor to the idea
of a ‘revolution in military affairs’ (RMA), which gained prominence in the US in
the 1990s, arguing that technology on its own is insufficient to drive major military
change; RMAs require operational innovation and changes in doctrine and organ-
isation, alongside new technology. The end of the Cold War and the 1991 Gulf War
renewed the debate about RMAs and the impact of new technologies on the con-
duct of war, with disagreement about both definition and occurrence.!

The invention of gunpowder revolutionised warfare by making fortifications
obsolete and leading to modern firearms. The Second World War led to
advancements in radar systems, jet engines, and computing. Technologies designed
for war often have civilian applications (e.g. global positioning systems, drones).
Today, the co-evolution of technology and warfare is being shaped by the Fourth
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Industrial Revolution — a transformation distinct from but built upon the Digital
Revolution. The Fourth Industrial Revolution blurs the distinction between phys-
ical, digital, and biological domains. Emerging technology breakthroughs in
areas as diverse as Al, robotics, the Internet of Things (IoT), three-dimensional
printing, nanotechnology, and quantum computing profoundly affect every aspect
of our society. As with previous technological revolutions, these advancements are
reshaping societies while simultaneously transforming the character of warfare.
Modern militaries are being forced to rethink how they train, organise, and conduct
operations in response to these disruptive changes.

Indicative of the above discussion is the application of Al in the military
domain. The applications range from image recognition for surveillance to situ-
ational awareness on the battlefield and from logistics for battle management to
a compressed decision-making loop. Al should not be understood as a weapon,
but rather as an enabler and force multiplier of a wide range of military capabil-
ities, both kinetic and non-kinetic. One potential application of Al is the use of
autonomous weapons systems (AWS). Algorithms program such weapons systems
to select and engage targets based on predetermined criteria; thus, they can operate
without direct human intervention. Such systems reduce risk to human lives while
enhancing operational capabilities, allowing for continuous surveillance and rapid
deployment. The proliferation of AWS has shifted the dynamics of warfare, enab-
ling asymmetrical warfare where smaller forces can effectively challenge larger,
conventionally superior adversaries.

Another example that demonstrates the vast impact of technology on warfare is
that of cyberspace. Cyberoperations targeting critical infrastructure, communica-
tion networks, and command systems can disrupt entire nations without the need
for traditional kinetic force. Such capabilities allow states and non-state actors to
wage covert operations and undermine enemy defences. Adding to that, cyberspace
offers anonymity and plausible deniability. In some cases, these characteristics
make cyberoperations the preferred choice. Furthermore, advancements in bio-
technology and nanotechnology could significantly impact future battlefields.
Biometric sensors, exoskeletons, and cognitive augmentation have the potential to
enhance human performance and push the boundaries of warfare. Nanotechnology-
based material can improve body armour or create adaptive camouflage that blends
with surroundings or even absorb radar signals, thus making soldiers and their
weapons systems more agile and stealth.

Another frontier in modern warfare is the militarisation of outer space. Satellites
are integral to military operations (and many facets of daily life in modern soci-
eties) providing navigation, communication, surveillance, and reconnaissance
capabilities. However, these systems are increasingly vulnerable to anti-satellite
weapons and jamming tactics that could disrupt not only military functions, but
also global connectivity and thereby global supply chains. As strategic competition
in space intensifies, the need for international agreements and norms to prevent
conflict escalation has never been more critical.

These developments illustrate the profound ways in which warfare is being
redefined by the rapid integration of emerging technologies. At the same time,
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while technological advancements present new opportunities for military super-
iority, they also introduce vulnerabilities and unforeseen consequences. The
increased reliance on Al-driven decision-making, automated warfare, and cyber
capabilities raises questions about accountability, escalation risks, and the potential
for unintended conflicts. The challenge for policymakers and military planners is to
balance innovation with ethical responsibility, ensuring that technological progress
does not outpace strategic wisdom.

Another pressing concern is the potential for an arms race in emerging technolo-
gies. As nations compete to develop more advanced weaponry, the risk of destabil-
isation grows. The lack of clear international regulations governing Al weapons,
cyberwarfare, and space militarisation increases the chances of miscalculations and
escalation.

Furthermore, as new technologies become integrated into modern warfare, there
is a growing need for interdisciplinary expertise. Military strategists must collab-
orate with technologists, ethicists, and policymakers to develop frameworks that
ensure emerging innovations serve not only military efficiency but also broader
security and stability. Adaptability and strategic foresight will be critical in man-
aging the rapid evolution of warfare, ensuring that technological advancements are
leveraged responsibly while minimising the risks they pose.

By exploring the intricate relationship between warfare and technology, this
book aims to provide a comprehensive and critical analysis of how technological
progress is reshaping military strategies, operational doctrines, and the geopolitical
landscape. The coming decades will witness profound shifts in the art of war, and
understanding these changes is imperative for those shaping the future of global
security.

Overview and main themes of the book

This book delves into the intricate relationship between technology and warfare
and explores how recent advancements in technology have revolutionised the con-
duct of war and the consequences they carry for international security. Warfare
has always been a dynamic arena where technology plays a pivotal role in shaping
strategies, tactics, and outcomes. One of the enduring features of conflict over the
centuries has been its state of flux: echoing Carl von Clausewitz, war is a true
chameleon. The character of war in the 21st century continues to transform,
adopting different forms, including cyberwarfare and cognitive warfare. Highly
developed armies use both kinetic and non-kinetic means, fighting with missiles
and algorithms, and weaponising robots and strategic narratives. This book
provides policymakers, military strategists, and researchers with critical insights
into the changing dynamics of modern warfare. It addresses the complexities of
modern warfare, by stressing the key role of technology and examining strat-
egies that states employ to adopt and develop technologies for military purposes.
Furthermore, this book identifies potential challenges and risks associated with the
widespread adoption of technologies in warfare and proposes recommendations
for policymakers to address issues that relate to military planning and training,
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research and development, and resilience building. The contributors are leading
experts in their field, and combine theoretical knowledge and practical experience
from the academia, the industry, the military, and the government. Their collective
expertise enables this book to effectively bridge the divide between theory and
practice.

This book goes beyond a simple examination of technological advancements,
addressing the complexities of modern warfare. It scrutinises the strategies
employed by states to adopt and develop military technologies, emphasising the
importance of technology in shaping military planning, training, research, and
innovation. Such an approach has been lacking in the relevant literature and, thus,
the book aims to fill this gap and contribute to the discussion on the future of
warfare.

In terms of structure, the book consists of twelve chapters. The introduction is
followed by ten chapters that cover a wide range of issues relating to how tech-
nology affects the conduct of warfare. Finally, the concluding chapter summarises
the key findings, connecting the dots regarding the co-evolution of technology and
warfare, and explores areas for further research.

Jack Sharpe presents his viewpoint on the intersection of Al and cyberwarfare
in Chapter 2. He examines the advantages and disadvantages associated with the
use of Al in cyber operations. The conflict in Ukraine serves as a testing ground
for Al-enhanced cyberwarfare, which Sharpe explores, in order to address the
legal and ethical dilemmas of this new form of warfare. The chapter ends with
a set of recommendations for policymakers, military leaders, and cybersecurity
professionals to balance innovation with ethical responsibility.

In Chapter 3, Andrew Liaropoulos discusses how advancements in Al and in
particular in generative models have shaped the conduct of influence operations
(I0s). He documents how Al-powered tools have significantly transformed the
ability to create and disseminate dynamic, personalised, and real-time content to
targeted audiences. Chatbots, deepfake technologies, and microtargeting are the
new weapons in the battle over perceptions and attention. The chapter not only
provides real-world examples where Al-powered tools have been integrated in the
conduct of IOs but also highlights future trends and limitations.

In Chapter 4, Christopher Lavers offers a holistic overview of the role of
unmanned aerial vehicles (UAVs) and stresses the strategic and tactical advantages
that modified drones provide to urban guerrillas and terrorist groups. The analysis
also considers the technological vulnerabilities of UAVs, including cyber threats,
and countermeasures, before concluding with the broader implications of drone
proliferation. Ultimately, the analysis underscores the urgent need for policy
interventions and technical safeguards to prevent the weaponisation of consumer
UAV technology.

The role of space warfare and the counter-space programs by Russia and China
are presented in Chapter 5. Markos Trichas and Matthew Mowthorpe examine
China and Russia’s ASAT (Anti Satelite) concepts in the context of their respective
military space doctrines. China recently demonstrated a new capability to hide
in the ‘graveyard’ beyond geostationary orbit (GEO) and re-emerge to grapple a
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satellite in GEO. Russia in 2024 demonstrated the intent to place nuclear weapons
in space shattering the Outer Space Treaty’s prohibition of placing weapons of
mass destruction in space. The authors conclude that space is a contested domain,
necessitating innovative defence strategies.

In Chapter 6, Tracey German explores the role that hypersonic weapons could
play in reshaping the dynamics of conflict. These weapons have not only raised
questions over deterrence but have also challenged traditional notions of defence
and offence. The chapter sets out the key characteristics of hypersonic missiles
and the challenges presented by such weapons, and explores the Russian example
to demonstrate why states decide to pursue hypersonic technology, as well as the
potential pitfalls.

Sidharth Kaushal examines how globalisation has reshaped naval strategy, par-
ticularly in the context of the US—China maritime rivalry in Chapter 7. He argues
that sea control is shifting from distant blockades to operations in littoral regions.
The complexity of modern shipping — frequent flag changes, fragmented owner-
ship, and at-sea transactions — makes traditional interdiction more difficult. Such
developments favour China, which, with its geographic proximity and expansive
coast guard, can exert greater control over regional trade than the US. However,
the US is adapting by leveraging strategic advantages such as advanced submarines
and long-range missile capabilities. Thus, shifts in the structure of the global ship-
building industry raise questions regarding where the locus of 21st-century sea
power (as opposed to naval power alone) will be.

In Chapter 8, James Henry Bergeron demonstrates that previously held
assumptions about maritime strategy in the post-Cold War era have collapsed.
Emerging naval powers and advanced technologies mark a Second Revolution in
Military Affairs (2RMA), exposing NATO’s aging fleets and logistical struggles.
According to James Henry Bergeron, a revised maritime strategy must align with
evolving geopolitical realities and technological innovations, emphasising eco-
nomic strength, innovation speed, and cultural reassertion of sea power.

The extent to which hybrid and cyber threats pose a challenge to critical infra-
structure is explored in Chapter 9. Konstantinos Tsetsos analyses the nature of such
threats and outlines key recommendations that enhance resilience. Strengthening
cybersecurity, fostering international collaboration, enhancing public awareness,
and integrating civilian and governmental resources are central to addressing these
threats.

In Chapter 10, Fotios Moustakis delves into the evolving role of military leader-
ship and training in the context of 21st-century high-tech warfare, characterised by
the rapid advancement of transformative technologies such as Al, robotics, cyber
warfare, and autonomous systems. The chapter stresses the critical importance of
transformational leadership and highlights the importance of cultural awareness,
continuous education, and the human dimension of leadership in navigating
modern security challenges.

Chapter 11 examines Russia’s war in Ukraine. Daniel Love focuses on the
employment of unmanned aerial systems (UAS) and artillery operations by the
Armed Forces of Ukraine (AFU) against the Russian forces. He concludes that
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UAS, counter-UAS, and artillery operations are crucial aspects of this war and will
be critical to success in 21st-century warfare.

To conclude, in the above chapters, we have secured the participation of a
very pluralistic and expert group of authors from different backgrounds. Their
approaches and views are central to a book that aims to make a useful contribution
to the current debate on how the Fourth Industrial Revolution is already affecting
the conduct of warfare.

Note

1 See Martin Van Creveld, Technology and war: From 2000 BC to the present
(London: Simon and Schuster, 2010); Steven Metz, Strategy and the revolution in mili-
tary affairs: From theory to policy (Collingdale, PA: Diane Publishing, 1995); EC Sloan,
Revolution in Military Affairs (McGill-Queen’s Press-MQUP, 2002).



2 Artificial Intelligence and
Cyber Warfare

The New Battleground

Jack Sharpe

Introduction

It is essential to note that artificial intelligence (AI) has myriad uses outside of
the defence and strategic influence domains. Nevertheless, the convergence of
Al and cyber warfare has advanced digital conflict, fundamentally reshaping the
landscape of global security. Cyber warfare, broadly defined as the use of cyber-
attacks against an enemy state to inflict damage comparable to actual warfare or
disrupt vital computer systems, has evolved significantly over the past decades
(Fortinet n.d.). This form of conflict encompasses a range of actions aimed at
espionage, sabotage, propaganda, manipulation, and economic warfare. While
ongoing debates among experts persist regarding the precise definition of cyber
warfare, it involves state or state-sponsored actors targeting another nation’s
digital infrastructure (Heitzenrater 2023). Crucially, Al can enable decision
advantage, efficiency, new capabilities, and whole-force empowerment (MoD
2022), thereby acting as a significant force multiplier in the delivery of cyber
warfare.

According to The Alan Turing Institute (n.d.), Al is a technology ecosystem that
broadly includes:

e Al (Hardware): Machines that perform tasks that would previously have
required human (or other biological) brainpower to accomplish. This is a broad
field that incorporates many distinct aspects of intelligence, such as reasoning,
spatial awareness, and problem-solving.

e Machine Learning: A subset of Al for computer algorithms that can ‘learn’
by finding patterns in sample data and then apply the observations to produce
useful outputs or predictions, often using neural networks.

» Data Science: Research that involves the processing of substantial amounts of
data to provide insights into real-world problems.

The degree of Al ranges from manual or human operation, through automation,
towards autonomy. Each stage becomes increasingly less dependent on human
input or assistance until no longer requiring human input.
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The scope of cyber warfare has expanded to encompass various tactics within
the non-kinetic effects arsenal. This expansion reflects a transformation in the
character of warfare towards higher lethality supported by non-physical, high-tech
domains. For context, this chapter will specifically focus on the employment of Al
and cyber capabilities during military operations, a specific application that is sub-
ordinate to their broader utility in statecraft. The integration of cyber and Al tech-
nologies has significantly advanced how competitive and strategic advantages are
achieved, paving the way for the efficacious delivery of sub-threshold and hybrid
warfare (Sharpe et al. 2024; Bachman 2023; Petersen 2023; Cullen & Reichborn-
Kjennerud 2017). The primary focus areas of these Al and cyber warfare activities
include:

» Attacks on critical infrastructure systems.

» Espionage and theft of sensitive information.

» Denial-of-service attacks to disrupt essential services.

* Propaganda and disinformation campaigns.

* Attempts to compromise power grids and communication networks.

As nations continue to develop their offensive and defensive cyber capabilities, the
potential for physical confrontation resulting from cyber operations has increased.
Notable examples of cyber warfare incidents include the 2015 Chinese hack of
the U.S. Office of Personnel Management and the use of NotPetya ransomware
against Ukraine in 2017. More recently, the ongoing Russia—Ukraine conflict has
underscored the role of cyber warfare in modern geopolitical disputes, with attacks
targeting Ukrainian organisations and infrastructure (Lewis 2022). Initially focused
on straightforward denial-of-service attacks and data breaches, cyber warfare now
encompasses a wide range of sophisticated strategies and technologies across a
plethora of activities.

Al plays a crucial role in cybersecurity by enhancing the speed, scale, and
sophistication of both offensive and defensive cyber operations (Imperva n.d.; IBM
n.d.). Al-powered systems can swiftly identify and respond to security incidents,
accelerate threat detection and mitigation, and optimise analysts’ time in managing
complex cyber threats (IBM 7n.d.). Furthermore, Al technologies enable the automa-
tion of complex tasks, such as vulnerability detection, data analysis, and decision-
making, which were traditionally performed by human operators (Amster 2024;
Palo Alto 2024a). This automation not only accelerates the pace of cyber-attacks
but also increases their effectiveness and unpredictability. For instance, Al-driven
malware can learn from its environment and evolve to bypass security measures
(Fitzgerald & Bonnie 2024), while Al-powered disinformation campaigns can
manipulate public opinion with unprecedented precision (IBM n.d.).

Unsurprisingly, the intersection of Al and cyber warfare has become a crit-
ical focus in contemporary global security discourse. The rapid advancement of
Al technologies has significantly enhanced the capabilities of cyber operations,
presenting novel challenges to international stability and security (Lindsay 2020).
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Major powers, particularly Russia and China, have made substantial investments in
leveraging Al to augment their cyber capabilities, potentially shifting the balance of
power in the digital domain (Horowitz et al. 2018). These developments raise pro-
found questions about the nature of future warfare, the effectiveness of traditional
defence mechanisms, and the ethical implications of autonomous cyber weapons
(Scharre 2018). The integration of Al into cyber operations not only accelerates
the pace and scale of attacks but also introduces new levels of complexity and
unpredictability to threat landscapes (Brundage er al. 2018). This evolution in
cyber capabilities necessitates a re-evaluation of existing security paradigms and
the development of new strategies to address emerging threats. The potential for
Al-enhanced cyber warfare to disrupt critical infrastructure, manipulate informa-
tion ecosystems, and even interfere with critical command and control systems
underscores the urgency of addressing this issue at both national and international
levels (Geist & Lohn, 2018). As the line between cyber espionage and offensive
operations becomes increasingly blurred, the risk of unintended escalation in
conflicts also grows (Buchanan 2020).

Al-Driven Strategies: Risks and Advantages

The integration of Al into cyber warfare has significant strategic advantages
and considerable risks. This dual nature of Al in cyber operations necessitates a
deep understanding of its implications upon the requirement to develop effective
cybersecurity strategies and policies as well as militarily defensive and offensive
cyber capabilities (Brundage et al. 2018).

One of the most notable advantages of Al in cyber warfare is its ability to expo-
nentially enhance the speed and scale of attacks. Machine learning algorithms auto-
mate the identification of targets and execution of attacks, enabling unprecedented
rapidity and volume. For instance, Al-powered botnets can launch distributed
denial-of-service (DDoS) attacks at scales and speeds that far surpass traditional
methods (Taddeo et al. 2020). Furthermore, automated malware can propagate
and adapt to new environments with alarming speed, potentially infecting vast
networks in minimal time.

Al also improves the ability to detect and exploit vulnerabilities. These systems
excel at pattern recognition and can be trained to identify weaknesses within
systems more efficiently than human analysts (Apruzzese et al. 2018). By continu-
ously scanning for vulnerabilities, Al can often identify zero-day exploits before
they are patched, thereby enhancing both offensive and defensive cyber operations.
Additionally, machine learning models can predict potential vulnerabilities in new
software releases, allowing for pre-emptive exploitation or defence.

In intelligence gathering, the capacity of Al to process and analyse large datasets
provides a substantial advantage. Natural language processing (NLP) algorithms
can sift through vast amounts of data from various sources, identifying relevant
information for intelligence purposes with remarkable efficiency (Kott et al.
2015). This capability enables cyber operators to gather insights about potential
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targets, thereby enhancing the effectiveness of their operations. The ability of Al
systems to make real-time decisions during cyber operations significantly enhances
their effectiveness and responsiveness. These systems can autonomously adjust
attack vectors based on the target’s defences, maximising the chances of success
(Horowitz et al. 2018). Machine learning algorithms can prioritise targets and allo-
cate resources in real-time, optimising the impact of cyber operations and allowing
for a level of adaptability previously unattainable (Sontan & Samuel 2024).

However, the advantages of Al in cyber warfare come with significant risks.
The speed and autonomy of Al-driven cyber-attacks could lead to rapid escalation
of conflicts. It is conceivable that Al systems could misinterpret situations or over-
react to perceived threats, potentially triggering unintended conflicts (Geist & Lohn
2018). The rapidity of these attacks could leave little time for human intervention
or diplomatic resolution, exacerbating tense geopolitical situations.

The complexity of Al systems also introduces new levels of unpredictability
in cyber operations. Al models may behave in unexpected ways when faced with
novel situations, potentially causing unintended consequences (Johnson 2019).
The ‘black box’ nature of some Al algorithms makes it difficult to fully understand
and predict their decision-making processes, adding an element of uncertainty to
cyber operations.

Attribution of attacks becomes increasingly challenging with Al-driven cyber
operations. These attacks can be designed to obscure their origin, with Al gener-
ating false flags and misleading indicators that complicate efforts to identify the
true source (Buchanan 2020). Similarly, autonomous systems can create plausible
deniability for state actors and their proxies engaging in cyber operations, further
muddying the waters of international cyber conflicts and jeopardising broader geo-
political stability.

Lastly, the development and deployment of autonomous Al-driven cyber
weapons raise significant ethical questions. Concerns about the lack of human over-
sight in potentially destructive cyber operations are paramount (Etzioni & Etzioni
2017). The use of Al in cyber weapons challenges existing legal frameworks and
international norms regarding warfare, necessitating a re-evaluation of the West’s
ethical standards in this new digital battleground.

While Al offers substantial advantages in cyber warfare, it also introduces
new risks and ethical challenges. The task ahead lies in balancing these factors to
develop responsible and effective Al-driven cyber strategies. As Western powers
continue to navigate the complexities of integrating Al across political, military,
and business endeavours, it is imperative that defence and security experts remain
attuned to the opportunities and dangers presented in cyber warfare (Lindsay 2020).
When comparing the UK with other major powers, such as the United States,
China, and Russia, it is apparent that while all these nations recognise the strategic
importance of cyber capabilities, their approaches and resources vary significantly
(Lindsay et al. 2015). The UK, for instance, has developed a robust cybersecurity
framework, but it faces challenges in keeping pace with the rapid advancements
made by its counterparts (Dewar 2018).
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Emerging Challenges in Cyber Infrastructure Security

The fast-paced amorphous integration of Al and cyber operations presents a new set
of challenges for securing cyber infrastructure, reshaping the cybersecurity land-
scape, and necessitating innovative approaches to defence. One of the most signifi-
cant challenges posed by Al in cyber warfare is its ability to continuously evolve
and outpace traditional defence mechanisms. Al-powered malware, for instance,
can adapt to its environment, learning from failed attempts and adjusting its tactics
to bypass security measures. This adaptability makes such threats particularly dif-
ficult to detect and mitigate using conventional methods (Brundage et al. 2018).

Attackers are also developing AI models specifically designed to deceive other
Al systems, potentially compromising Al-based security tools. These adversarial
attacks can exploit vulnerabilities in machine learning models, rendering them
ineffective or causing them to make incorrect decisions (Goodfellow et al. 2015).
Furthermore, Al systems can quickly identify and exploit newly discovered vulner-
abilities, often faster than human defenders can patch them. This speed advantage
can lead to large-scale attacks before adequate defences can be implemented (Geist
& Lohn 2018).

The inherent complexity of Al systems introduces new challenges in ensuring
their security and integrity. Many Al models are opaque and operate as ‘black boxes’
making it difficult to infer their decision-making processes (Palo Alto 2024b). This
lack of transparency can complicate efforts to identify and address security vulner-
abilities (Rudin 2019). Additionally, as Al systems often rely on pre-trained models
and datasets from various sources, ensuring the integrity of these components
becomes crucial. Compromised or maliciously altered training data or models
could introduce backdoors or biases into Al-based security systems (Steinhardt
et al. 2017). Protecting proprietary Al models' from theft or reverse engineering
is also challenging, potentially allowing adversaries to develop targeted attacks or
countermeasures (Tramer ef al. 2016).

Of note, Al is enhancing the effectiveness and scale of social engineering attacks
as Al-generated audio and video can create highly convincing impersonations,
potentially fooling even careful individuals and bypassing traditional authentica-
tion methods (Chesney & Citron 2019). Al can analyse vast amounts of personal
data to create deliberately targeted and convincing phishing attacks, making them
much harder to detect. Moreover, Al-driven bots can engage in large-scale social
media manipulation, spreading disinformation or influencing public opinion with
unprecedented efficiency (Ferrara et al. 2016).

The dynamic nature of Al-powered threats necessitates ongoing improvements
in Al defence mechanisms. Al-based defence systems require continuous retraining
with up-to-date data to remain effective against evolving threats. This process
is resource-intensive and challenging to maintain in real-time environments
(Apruzzese et al. 2018). Tuning Al defence systems to minimise false positives
while maintaining high detection rates is an ongoing challenge, requiring constant
refinement. As attackers develop new Al-powered techniques, defenders must con-
tinuously update their AI models to recognise and counter these emerging threats
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(Buchanan 2020). Furthermore, Al systems must be capable of defending against
threats across various platforms and domains, requiring extensive training on
diverse datasets and scenarios (Hallaq ef al. 2017).

These emerging challenges in cyber infrastructure security underscore the
need for a revolutionary shift in cybersecurity approaches. Organisations and
governments must invest in research, development, and implementation of Al-
driven security solutions while also addressing the ethical and practical challenges
they present. Collaboration between academia, industry, and government agencies
will be crucial in developing robust, adaptable, and ethical Al-based cybersecurity
frameworks to address these evolving threats.

Case Study: Russia’s Cyber Warfare Operations

Russia’s cyber capabilities have evolved significantly since the 2007 attacks on
Estonia, marking a pivotal moment in the history of cyber warfare. The 2007
incident, often referred to as the first cyber war, involved a series of coordinated
cyber-attacks that targeted Estonia’s government, banking, and media websites,
effectively crippling the country’s digital infrastructure (Tikk et al. 2010).

Following this, Russia’s cyber operations have grown in sophistication and
scale. One of the most notable incidents was the 2015 Ukrainian power grid
hack, where the Russian advanced persistent threat group known as ‘Sandworm’
used BlackEnergy 3 malware to compromise the information systems of three
energy distribution companies in Ukraine. This attack resulted in power outages
for approximately 230,000 consumers for 1-6 hours, marking the first publicly
acknowledged successful cyber-attack on a power grid (Zetter 2016).

Another significant event was the alleged interference in the 2016 U.S. presi-
dential election, where Russian operatives used cyber tactics to influence the
election outcome. These operations included hacking into the Democratic National
Committee’s email servers and orchestrating disinformation campaigns on social
media platforms (Mueller 2019).

Al Integration in Russian Cyber Operations

Russia has increasingly incorporated Al into its cyber arsenal, enhancing its cap-
abilities in several key areas. Al has significantly improved Russia’s ability to
gather intelligence and select targets. By leveraging advanced data analytics,
Russian cyber operatives can process and analyse vast amounts of data from various
sources, identifying valuable information for intelligence purposes (Polyakova &
Boyer 2018). This capability allows for more precise and effective targeting in
cyber operations.

Machine learning algorithms play a crucial role in helping Russian cyber
operations evade detection and adapt their attack patterns. These algorithms can
learn from previous attempts and modify their tactics to bypass security measures.
For example, Al-driven malware can continuously evolve, making it harder for
traditional defence mechanisms to detect and neutralise it (Brundage et al. 2018).
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Russia has also utilised Al in spreading disinformation and manipulating public
opinion. NLP algorithms enable the creation of highly convincing fake news and
social media posts. These Al-driven disinformation campaigns can influence public
perception and political outcomes, as seen in the alleged interference in the 2016
U.S. presidential election (Bradshaw & Howard 2018).

The Ukraine Conflict: A Testing Ground for AI-Enhanced Cyber Warfare

The ongoing conflict in Ukraine has served as a real-world laboratory for Russia’s
Al-powered cyber capabilities. Russia has conducted sophisticated DDoS attacks
on Ukrainian infrastructure, potentially using Al for coordination and amplification
(Greenberg 2022). These attacks can overwhelm network resources, causing sig-
nificant disruptions to critical services. The use of Al allows for more effective and
large-scale DDoS attacks, complicating defence efforts.

Al has played a crucial role in Russia’s information warfare campaigns during
the Russia—Ukraine conflict. By leveraging Al, Russian operatives can create
and disseminate disinformation more efficiently, manipulating public opinion
and spreading confusion. These campaigns often involve the use of social media
bots and deepfake technology to amplify false narratives (Jankowicz 2020). Al
applications in military intelligence, surveillance, and reconnaissance have also
been evident in the Russia—Ukraine conflict. Al can analyse satellite imagery and
communications data to provide valuable insights for military operations. This cap-
ability enhances situational awareness and decision-making, giving Russian forces
a strategic advantage (Johnson 2019). Russia’s advancements in Al-enhanced
cyber warfare have significant implications for global security. The integration
of Al into cyber operations has increased the potential for asymmetric warfare,
allowing Russia to project power beyond its conventional military capabilities.
The sophisticated nature of Al-driven attacks presents challenges in attribution and
deterrence, necessitating new frameworks and international cooperation to address
the evolving threat landscape (Lindsay 2020).

Al Implications for Global Security

The integration of Al into cyber warfare has profound implications for global
security, reshaping the dynamics of international conflict and challenging traditional
notions of power and deterrence. Influence over the decision-making calculus of an
adversary is now achievable across the globe and in a matter of seconds through
computer and communications networks, and without the employment of ‘hard
power’ (Sharpe et al. 2024; Marrone & Sabatino 2021; Harris 2017; Hunker 2010).
Likewise, cyber and Al has significantly enhanced the potential for asymmetric
warfare, enabling smaller powers to project substantial cyber capabilities in ways
previously unimaginable (Masuhr 2019). This democratisation of cyber capabil-
ities has the potential to disrupt traditional power balances and Al-powered cyber
tools now allow nations with limited conventional military resources to compete,
or at least disrupt, effectively in the digital domain. Acting as a force multiplier, Al



Artificial Intelligence and Cyber Warfare: The New Battleground 15

enables small teams of cyber operators to launch large-scale, sophisticated attacks
that were once the exclusive domain of major powers with extensive resources
(Svenmarck et al. 2018). The increasing availability of Al technologies and open-
source tools has lowered the barriers to entry, reducing the technical, and financial
hurdles to developing advanced cyber capabilities. As a result, smaller nations and
even non-state actors have become significant players in cyberspace, fundamen-
tally altering the global digital security landscape (Karaman et al. 2022).

However, the sophisticated nature of Al-driven attacks introduces new challenges
in attribution and deterrence. Al can be used to generate complex and evolving
attack patterns, making it extremely difficult to trace the origin of cyber operations
(Dilek et al. 2015). This obfuscation challenges traditional methods of attack attribu-
tion, complicating efforts to hold actors accountable for their actions in cyberspace.
Moreover, Al-powered attacks can be designed to mimic the tactics, techniques,
and procedures of other known threat actors, potentially leading to misattribution,
and heightened geopolitical tensions. The rapid evolution of Al-driven threats also
makes it challenging to develop effective deterrence strategies, as potential adver-
saries may not fully understand the capabilities they are facing, thereby increasing
the risk of miscalculation and conflict escalation (Black et al. 2024).

Addressing the challenges posed by Al-enhanced cyber threats requires unpre-
cedented levels of global collaboration. There is an urgent need for the international
community to establish norms and guidelines for the responsible use of Al in cyber
operations, including agreements on what constitutes acceptable behaviour in
cyberspace. The EU has been advancing international laws and policies concerning
Al and it has delivered the first comprehensive Al law designed to ‘promote human-
centric and trustworthy Al that prioritises the protection, health, safety, and funda-
mental rights’ of the public (European Union 2024; European Parliament 2023).
Although challenged by those who maintain a protectionist view, enhanced cooper-
ation in the sharing of threat intelligence and best practices for Al-powered cyber
defence is crucial, as it will help countries collectively improve their defensive
capabilities. International partnerships in Al and cybersecurity research can accel-
erate the development of more robust defence mechanisms and promote a shared
understanding of the evolving threat landscape (Van Den Bosch & Bronkhorst
2018). Additionally, developed nations should assist less technologically advanced
countries in building their Al and cyber capabilities, ensuring a more equitable and
secure global cyberspace (United Nations 2025).

Intelligence

Open-source intelligence is widely employed by military and commercial actors;
this intelligence function extends to cyber (Hockenhull 2022). The traditional
‘intelligence triangle’ (see Figure 2.1 illustrating the hierarchies of intelligence
classification) has now inverted in volume certainly, but possibly criticality too,
with open-source information providing as much as 80% of reporting (OSI 2023;
Williams & Blum 2018). Historically, higher classification intelligence was crucial,
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however, this is arguably becoming less so as militaries and organisations leverage
the vast amounts of publicly available data sets using Al

This has empowered soldiers and civilians to create content and report enemy
positions oftentimes faster and with higher fidelity than military networks. As a cor-
ollary, significant behavioural changes have been reported in enemy combatants,
with Russian forces employing open-source accounts to identify vulnerabilities in
both their own and in Ukrainian defensive lines (Ford 2022). Similarly, the Armed
Forces of Ukraine has leveraged social media for targeting, and routinely employ
civilians as sensors within the kill chain (Salerno-Garthwaite 2022). The aggre-
gation of these various sensors, open-source or otherwise, now means that the
resulting volume of data can no longer be processed manually and requires the
assistance of Al capabilities.

Threats and Opportunities: Future Trends in AI-Enhanced Cyber
Warfare

As Al continues to evolve rapidly, its integration into cyber warfare promises to
revolutionise the landscape of digital conflicts. The future of cyber warfare is poised
to be shaped by a myriad of Al-driven advancements and emerging technologies,
each bringing its own set of opportunities and challenges (Singer & Friedman
2014). One of the most significant developments on the horizon is the emergence
of advanced autonomous cyber agents. These Al systems are expected to operate
with unprecedented levels of autonomy in cyber operations and can make complex
decisions without human intervention. While this could lead to faster and more
efficient cyber-attacks and defences, it also raises profound concerns about control
and accountability in the digital battlefield (Libicki 2016).

Al-driven predictive analytics is another area of rapid advancement. As Al
systems become more adept at analysing vast amounts of data, they will excel
at predicting cyber threats before they materialise and identifying potential vul-
nerabilities and attack vectors with remarkable precision. This capability could
significantly enhance proactive defence strategies, but it is a double-edged sword —
attackers could also leverage this technology to identify and exploit weaknesses
more effectively (Valeriano & Maness 2015). And while this vulnerability is not
unique to Al, the ‘hierarchy of needs’ for supporting and enabling effective Al
requires increasingly competent data analysis and intelligence capabilities across
people, processes, and technologies.

The evolution of adaptive malware and defensive systems presents another fas-
cinating frontier. Al-powered malware could evolve in real-time to evade detection,
while defensive Al systems could adapt with equal agility to counter new threats.
This dynamic is likely to spark an ongoing ‘Al arms race’ between attackers and
defenders, with each side constantly striving to outmanoeuvre the other in an ever-
escalating cycle of innovation (Rid 2011).

Advancements in NLP are set to reshape the landscape of social engineering
attacks and defences. As NLP technologies become more sophisticated, we can
expect to see highly convincing phishing attempts and disinformation campaigns.
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However, these same advancements could also lead to more effective detection and
prevention of such threats, thereby creating a complex interplay between offensive
and defensive capabilities (Kello 2017).

The potential for Al-enabled cyber-physical attacks looms large on the horizon.
Al could be leveraged to orchestrate complex attacks on critical infrastructure
and other cyber-physical systems, posing significant risks to national security and
public safety. This threat underscores the urgent need for advanced Al-driven pro-
tection systems to safeguard these vital assets (HSOAC 2021; Arquilla & Ronfeldt
1997). Of notable concern, the increasingly common integration of Information
Technology (IT) and Operational Technology? (OT) presents actors with threat
vectors for achieving physical outcomes through virtual access.

Emerging technologies are set to play a pivotal role in shaping the future of
cyber warfare. Quantum computing, with its potential to break many current
encryption methods, could fundamentally alter the cybersecurity landscape.
The advent of quantum-resistant encryption will become a necessity, while the
unprecedented data processing capabilities of quantum computers could enhance
both offensive and defensive cyber operations (Gartzke 2013). Defensive cyber
operations may be further enhanced through Edge Al. Edge Al, which involves
deploying Al algorithms on local devices rather than in centralised cloud systems,
promises to enhance real-time threat detection and response at the network edge.
Although Edge Al could improve resilience against attacks on centralised systems,
it may also pave the way for more sophisticated and distributed cyber-attacks by
hostile state actors and cyber criminals (Taddeo & Floridi 2018).

The rollout of 5G and future network technologies will dramatically increase
connectivity and data transfer speeds, expanding the attack surface due to the
proliferation of connected devices. This will create opportunities for more
sophisticated, high-bandwidth cyber-attacks, while also enhancing the capabil-
ities of Al-driven defence systems through increased data processing capabilities
(Lindsay 2020). Neuromorphic computing, with its brain-inspired chip designs,
could lead to more efficient Al systems, potentially enabling more energy-efficient
and faster Al-driven cyber operations. These systems could excel at processing
complex unstructured data in real-time, significantly improving threat detection
and response capabilities (Schmitt & Vihul 2020). Lastly, Al-enhanced biomet-
rics could revolutionise authentication and identity verification, improving security
measures against unauthorised access. However, this technology could also give
rise to new types of identity-based attacks and defences, further complicating the
cyber warfare landscape (Taddeo & Floridi 2018).

As we look to the future, Al-enhanced cyber warfare will be characterised by
increased automation, sophistication, and the integration of an array of emer-
ging technologies. While these advancements offer significant opportunities for
improving cybersecurity, they also present new challenges, opportunities, and
potential threats. Organisations and nations must stay ahead of these trends,
investing heavily in research and development to maintain a competitive edge in
this digital battleground. To establish a competitive edge, it is essential to recognise
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that first-mover advantage favours an attacker (Valeriano & Maness 2015), whilst
simultaneously acknowledging the need to safeguard ethical practice in a domain
that is infused with ambiguity and laden with dark corners.

The integration of quantum computing, Edge Al, and other emerging technolo-
gies will catalyse the evolution of cyber operations. This transformation will neces-
sitate adaptation of strategies, policies, and international frameworks to address the
ethical, legal, and security implications of these advanced Al-driven cyber capabil-
ities (Singer & Friedman 2014).

Recommendations

As Al continues to reshape the landscape of cyber warfare, it is imperative for
policymakers, military leaders, and cyber and information security professionals
to adapt and prepare for this new battleground. The following recommendations
aim to address the challenges and opportunities presented by Al in cyber warfare,
ensuring a proactive, collaborative, and ethically minded approach to national
security.

For Policymakers

Policymakers must take the lead in developing comprehensive Al governance
frameworks. Establishing clear national and international guidelines for the eth-
ical use of Al in cyber operations is essential (Cath et al. 2018). This includes
working towards international agreements on the responsible development and
deployment of Al in military contexts. Additionally, significant resources should
be allocated to Al research and development, focusing on offensive and defensive
capabilities. Encouraging public—private partnerships can leverage expertise from
academia and industry, thereby promoting innovation and resilience (Svenmarck
et al. 2018). However, this may also create opportunities for hostile state actors to
exploit loopholes, steal intellectual property, and challenge security protocols. The
opportunity however, to align numerous organisations around a unifying purpose,
remains a government-led luxury while concurrently de-risking private sector
investments ensuring maximum buy-in.

Enhancing international cooperation is another critical area. Policymakers should
invest in collaborations to address global cyber threats enhanced by Al, developing
mechanisms for sharing threat intelligence and best practices among allies (Maurer
2018). This must mitigate, as far as possible, the potential vulnerabilities to hostile
state actors exploiting this arrangement. Addressing legal and ethical challenges
is equally important. Existing laws and regulations must be updated to account
for AI’s role in cyber warfare, and clear accountability frameworks for Al-driven
cyber operations should be established (Crootof 2019). While this is recognised
as a burgeoning concern, the pace remains too slow. Technology development is
occurring at an exponential rate, and is further aided by Al. At present, legislation,
regulation, and policy remain far behind a position of relevance and efficacy.
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For Military Leaders

Military leaders must integrate Al into military doctrine, developing new strat-
egies and tactics that incorporate Al-enhanced cyber capabilities (Layton 2018).
Training personnel in the use and countering of Al-driven cyber threats is cru-
cial for maintaining a competitive edge. Likewise, enhancing cyber resilience is
another priority. Military leaders should implement Al-driven defensive systems
to protect critical military infrastructure, whilst simultaneously conducting regular
Al-powered vulnerability assessments and penetration testing to fortify defences
(Work & Brimley 2014).

Developing Al-enhanced early warning systems is essential for anticipating and
preventing cyber-attacks. Utilising Al for predictive analysis and implementing Al-
driven threat intelligence platforms for real-time situational awareness can provide
a demonstrable strategic advantage (Hoadley & Lucas 2018). Given the significant
geopolitical implications of the Al-cyber integration, it is advisable for military
leaders to establish Al ethics committees. These committees should be tasked with
overseeing the ethical implications of Al use in military cyber operations, as well
as developing guidelines for maintaining human control over Al-driven decision-
making processes (Horowitz et al. 2018).

For Cybersecurity Professionals

Cybersecurity professionals must continuously upskill in AI and machine learning
to stay abreast of the latest technologies and their applications in cybersecurity.
Developing expertise in Al-driven threat detection, analysis, and response is vital
(Dilek et al. 2015). Implementing Al-enhanced security solutions, such as advanced
Al-powered security information and event management (SIEM) systems, can
enhance threat detection and response capabilities.

Focusing on Al model security is another critical area. Developing strategies to
protect Al models from adversarial attacks and data poisoning and implementing
robust testing and validation processes for the Al systems used in cybersecurity
can safeguard these technologies (Papernot et al. 2016). Finally, it is beneficial
to consider enhanced human-Al collaboration. Designing workflows that opti-
mise the constructive collaboration between human expertise and Al capabilities,
and developing interfaces that allow for effective human oversight of Al-driven
security operations, can improve overall effectiveness (Shneiderman 2020).

Strategies for Developing New Technologies and Cooperative Frameworks

Establishing Al cybersecurity research centres will create dedicated facilities for
the development and testing of Al-driven cyber defence technologies. Encouraging
collaboration between government agencies, academic institutions, and private
sector companies can drive innovation (Etzioni & Etzioni 2017) and will prove
advantageous if delivered in a manner that remains attuned to threats. Moreover,
developing Al testing and evaluation frameworks, with standardised methodologies
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for assessing the effectiveness and reliability of Al systems in cyber warfare
scenarios and establishing certification processes for Al-enhanced cybersecurity
tools, can ensure quality and reliability.

Creating and sustaining international Al cybersecurity alliances through appro-
priately validated multinational working groups focused on Al and cyber warfare,
whilst simultaneously developing shared platforms for Al-driven threat intelligence
sharing among allies, can enhance collective security; a Geneva Convention of the
internet would support commonality of approach (Nye 2018). These benefits can
be further enhanced by implementing Al governance structures with clear chains
of command and decision-making processes for Al-enhanced cyber operations.
Contemporaneously, the development of protocols for rapid international coord-
ination in response to Al-driven cyber threats can streamline responses. Finally,
it must be noted that promoting responsible Al development through the imple-
mentation of ethical Al principles and the development of explainable Al systems
is essential for maintaining standards in the cybersecurity industry. These con-
structive outputs can be magnified through enhanced transparency and the resultant
augmentation of trust (Dignum 2019).

Conclusion

The convergence of Al and cyber warfare will both accelerate the evolution of
cyber warfare and overhaul the era of digital conflict, fundamentally reshaping the
landscape of global security further towards non-kinetic activity. This chapter has
explored the implications of Al in cyber warfare illustrating critical insights into its
advantages and risks. Fundamentally, Al will help combatants achieve flexibility
and an enhanced pace by which they can learn, adapt, and accommodate innov-
ation; this is particularly salient within high-tech domains such as cyber.

Al enhances the speed, scale, and sophistication of cyber-attacks, significantly
improving the ability to detect vulnerabilities and facilitating advanced data ana-
lysis for intelligence gathering (Brundage et al. 2018). Moreover, the automation
and eventual autonomy of decision-making processes (supported by Al agents) in
cyber operations allows for rapid and effective responses (Horowitz et al. 2018).
However, these advancements are not without their dangers. The potential for rapid
escalation of conflicts, the unpredictability of Al systems, challenges in attributing
attacks to specific actors, and ethical concerns surrounding the use of autono-
mous cyber weapons present significant risks that must be carefully managed
(Crootof 2019).

In recognition of the emerging challenges in securing cyber infrastructure, it is
imperative to acknowledge that Al-powered attacks can adapt and evolve, often
outpacing traditional defence mechanisms (Dilek et al. 2015). The complexity
of securing and auditing Al systems introduces new vulnerabilities, while the
enhanced capabilities of Al also amplify the threat of sophisticated social engin-
eering attacks. It is advisable for both policymakers and practitioners alike to
assimilate the proposition that Al minimises human errors but also provides a key
tool that attackers can leverage for social engineering attacks such as phishing.
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The resultant dichotomy necessitates continuous updates and training of defence
systems. Crucially, it also requires personnel to adopt a proactive stance by keeping
pace with evolving threats and preventing malicious intrusion on critical networks
(Svenmarck et al. 2018).

A case study of Russia’s cyber warfare operations illustrated many of these
dynamics in action. Russia has demonstrated sophisticated Al-enhanced cyber
capabilities, particularly in its use of disinformation campaigns, advanced data
analytics, and adaptive attack patterns (Maurer 2018). The ongoing conflict in
Ukraine has served as a critical testing ground for these capabilities, highlighting
the potential for Al-driven cyber operations to disrupt critical infrastructure and
manipulate public opinion (Kello 2017).

Cyberspace is the new frontline for national defence and security with signifi-
cant disparities in approaches and capabilities among major powers. While the
United Kingdom has established a strong foundation in cybersecurity, it faces
ongoing challenges in maintaining parity with the rapid advancements made
by other nations. The strategic importance of cyber capabilities is universally
recognised, yet the resources allocated and methodologies employed vary consid-
erably between countries. As the digital realm continues to evolve, the UK and
others must remain vigilant and adaptive in its cyber strategies (such as security,
Al, and doctrinal approaches to cyber warfighting) to effectively protect its national
interests and maintain its position in the international cyber arena. This underscores
the need for continued investment, innovation, and international cooperation to
address cyber threats and opportunities and effectively modulate competition and
conflict in cyberspace.

The integration of Al into cyber warfare also raises significant legal and ethical
considerations. The lack of clear international norms and definitions complicates
the establishment of accountability frameworks for Al-driven cyber operations.
Ethical dilemmas surrounding autonomy, moral responsibility, bias, and transpar-
ency further complicate the deployment of Al in military contexts (Dignum 2019).
These challenges necessitate a concerted effort to ensure compliance with inter-
national humanitarian law while safeguarding civil liberties and privacy rights and
balancing innovation and regulation of Al capabilities.

Potential developments in Al and emerging technologies, such as quantum com-
puting and Edge Al, will further transform the landscape of cyber warfare (Wallden
& Kashefi 2019). Advanced autonomous cyber agents, predictive analytics, and
adaptive malware are prominent examples of innovations that will shape the
future of this field (Apruzzese et al. 2018). As these technologies evolve, they will
require continuous adaptation of strategies, policies, and international frameworks
to address the ethical, legal, and security implications of Al-enhanced cyber cap-
abilities (Lindsay 2020).

The integration of Al into cyber warfare represents a change in basic
assumptions in global security dynamics. While Al offers unprecedented capabil-
ities, it exposes notable vulnerabilities and introduces significant risks that must
be addressed through proactive and collaborative efforts. Policymakers, mili-
tary leaders, and cybersecurity professionals must prioritise the development of
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comprehensive governance frameworks, invest in Al research and development,
and enhance international cooperation (Etzioni & Etzioni 2017). In doing so,
allied partners can collectively navigate the cyber battleground with confidence,
while maintaining operational resilience and the stability and security of the digital
domain (Shneiderman 2020).

Notes

1 Proprietary Al models, developed by tech giants like IBM, Google, and Microsoft,
leverage vast resources to create high-performance systems with advanced algorithms
and specialised hardware. These models often excel due to extensive training on large
datasets. In contrast, open-source Al models, such as OpenAl and open-source GPT
variants, are collaboratively developed by a global community. This approach ensures
transparency, enabling thorough scrutiny of the models’ inner workings and supports
‘explainability’. Such openness is particularly valuable in fields where regulatory compli-
ance and interpretability are critical. Both proprietary and open-source models have their
strengths, catering to different needs in the Al landscape. Proprietary models often lead in
performance, while open-source alternatives provide transparency and community-driven
innovation.

2 Operational technology refers to the hardware and software systems used to monitor, con-
trol, and manage physical devices, processes, and infrastructure in industrial and critical
environments (Hashemi-Pour n.d.).
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3 Fighting for Influence
The Promise of Artificial Intelligence

Andrew N. Liaropoulos

Introduction

Influence operations (IOs) are as old as military history. The use of information
to deceive or manipulate adversaries and civilian populations has always been an
important element of warfare. Throughout history, technology has been a factor
that significantly transformed these operations (Taylor 2003; Fridman et al. 2022).
Over the past two decades, the advent of information and communication technolo-
gies (ICTs) and the proliferation of social media platforms have facilitated the rapid
dissemination of messages to a broader audience, thus enhancing the speed and
effectiveness of I0s. The weaponization of social media is targeting our attention.
Posting photos and videos, sharing tweets and likes, providing convincing stories,
and spreading fake news are the new weapons in the information-intensive battle
for our hearts and minds (Liaropoulos 2023).

Artificial intelligence (Al) has triggered a further evolution in the practice of
such operations. Al-powered tools create vast amounts of content quickly. This
includes text, images, and videos that are used to spread narratives, influence
opinions, and even create fake personas. Chatbots and conversational Al can
engage with individuals online, spread information, and shape public discussions.
The ability to create artificial individuals, fabricate realistic videos, and manufac-
ture a false consensus on key issues, suggests that the battle for our hearts and
minds may be entering a new phase.

Such capabilities are of paramount importance for militaries that conduct IOs.
After all, the creation of content that is tailored to specific audiences and demo-
graphics, is one of the most critical components of an influence campaign. Yet,
Al-powered tools offer more than content generation, such as the fabrication of
false identities. One of the primary challenges in 1Os is the construction of cred-
ible avatars to disseminate information. A key concern in this context is the cre-
ation of identities that are both credible and do not compromise the security of
the personnel conducting these operations. Moreover, the increasing accessibility
of Al-powered technologies to lower-ranked military powers and nonstate actors,
like ISIS and Hezbollah, will create further asymmetries in the future battlefield
(Mazzucchi 2022, 6-7).
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The purpose of this chapter is to explore the potential that Al offers for
implementing 10s. The reader should note that this is up to a point a specu-
lative task since both Al and IOs are constantly evolving. Thus, the aim is to
not only identify the main areas where Al-powered tools impact the execu-
tion of such operations, accompanied by real-world examples, but also iden-
tify potential limitations. The layout of this chapter is the following. First, we
discuss the concept of 10s. There is an ongoing debate on how to define such
operations, since they are associated with concepts like information operations,
psychological operations, disinformation, propaganda, and of lately, cognitive
warfare. Second, having sorted out the conceptual framework, we analyze how
Al-powered tools alter the running of IO0s. We apply the actors, behaviors, and
content (ABC) framework to describe how Al transforms the conduct of 10s.
This involves among others, the use of language models to generate content,
deepfake technology to manipulate public opinion, and automated bots for amp-
lifying messages. Third, we explore future trends and limitations regarding the
use of Al-powered tools in influence campaigns. This chapter ends with a sum-
mary of our research findings.

Influence Operations 2.0

Information is an essential element of power used throughout history to exert
influence on other actors and achieve political objectives. The current information
environment is fragmented and dominated by powerful information platforms. It
is shaped by factors like the ability to collect a large amount of data, the rise of
a trolling culture, the virality on social media, and the impact of self-reinforcing
echo chambers (Mazarr et al. 2019, 19). A review of the literature demonstrates
that there are various terms used to conceptualize how the current information
environment is shaped to influence the opinions of a targeted audience. Terms like
propaganda, strategic communication, misinformation, disinformation, public dip-
lomacy, information warfare, psychological warfare, perception management, for-
eign information manipulation and interference, and cyber-enabled information
operations are widely used in the public domain. Adding to that, IOs are closely
associated with cognitive warfare and political warfare, which are all perceived as
elements of hybrid warfare (Wanless and Pamment 2019).

Our attempt here is not to engage in a definitional debate and add conceptual
confusion, but rather to clarify why the term 1Os is the preferred one concerning
the aims of our research. First, our focus is on how an actor can utilize Al-powered
tools to exert influence on a targeted audience; thus, whether the content spread is
true or false (e.g. propaganda, misinformation, disinformation, fake news) is irrele-
vant. Likewise, our emphasis is on detecting the means and methods of exerting
influence and not on detecting the identity of the actor applying these means and
methods (e.g. propaganda, public diplomacy). In other words, does truth matter,
in terms of describing the content used in the context of an influence campaign
(Wanless and Pamment 2019, 3-4)?
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Second, although IOs encompass the use of information assets, the terms infor-
mation warfare and information operations can be confusing since they include,
among others, electronic warfare, cyber operations, psychological operations,
military deception, and operations security and are perceived by some as actions
restricted in wartime. Information operations aim to influence, disrupt, and corrupt
adversarial human and automated decision-making while protecting our own. 10s
refer to actions taken to affect behaviors, decisions, or perceptions of targeted
audiences to achieve certain objectives. The former operations are broader and
involve a wide range of military and technical means, like cyber-attacks, whereas
the latter are designed to shape perceptions and decisions via informational means
(Whyte et al. 2021) and operate during both wartime and peacetime. Semantics are
important. Elements of information operations such as psychological operations
and electronic warfare are distinctly military terms, even though they function very
similarly to activities and efforts also undertaken by nonmilitary agencies. Creating
a term to cover all these disparate activities is difficult and perhaps pointless
(Armistead 2010, 94-95).

Third, using the cyber prefix and coining terms like cyber-enabled information
operations or cyber-IOs does not offer any added value, apart from stating the utility
of cyberspace as an enabler of such operations (Lin and Kerr 2021). Cyberspace
typically consists of three layers, the physical, the logical, and the social layer.
Even though 1Os target the human domain in the social layer, they rely on the other
two as well (e.g. the conduct of cyber-attacks). A cyber-attack targets the infor-
mation infrastructure whereas 10s utilize — weaponize — information to affect the
perception of the target and thereby its decision-making mechanism (Ramluckan
and van Niekerk 2019, 68).

Thus, for the present analysis, we consider 10s as synchronized actions, which
utilize a range of resources — diplomatic, economic, informational, intelligence,
psychological, communication, military, technical, and cultural — to shape the
attitudes, behavior, and decisions of a specific target audience, to align them with
the objectives of the influencer (Gregor and Mlejnkova 2021, 21-22). IOs come
in many shapes and forms. They involve persuasion, coercion, and manipulation.
Persuasion involves appealing openly to reason and conscious deliberation, aiming
for the targeted audience to understand and independently decide to change their
behavior. In contrast, coercive 1Os restrict the choices of the audience, leaving
them with little or no meaningful options, thereby forcing compliance rather than
stimulating voluntary change. Manipulation, however, goes further by seeking to
undermine or seize control of the audience’s decision-making capacity. It operates
through psychological tactics, exploiting biases and heuristics to achieve its ends
subtly and often without the audience’s awareness (Cristiano and van den Berg
2023, 99-100). The modus operandi may include the dissemination of fake con-
tent and the use of information to encourage specific behavior, or the paralysis of
the adversary’s decision-making processes by intentionally promoting discursive
polarization. Below are recent examples of Al-enabled 1Os.

Over the past years, Facebook, X (formerly known as Twitter), WhatsApp,
Telegram, and other information platforms have identified and removed hundreds
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of IOs, operating from different countries. These operations include among others
the use of deepfakes, automated web data scraping, and inauthentic accounts or
bot networks that engage in sophisticated social engineering campaigns (JurSénas
et al. 2021; Virtual Manipulation Brief 2024). The sociopolitical context of such
operations ranges, from domestic policy issues like the rights of Black Americans
(e.g. the Black Live Matters movement) and election interference (e.g. the 2016 US
Presidential Elections, the 2017 French Presidential Elections), to the support of
military operations (e.g. the 2022 ongoing Russia—Ukraine conflict).

On March 16, 2022, the Ukrainian television channel Ukraine 24 was report-
edly hacked by pro-Russian actors, resulting in the broadcast of a written message
falsely attributed to President Zelensky, urging Ukrainian soldiers to surrender. On
the same day, deepfake videos featuring President Zelensky were circulated on the
messaging platform Telegram, and the Russian social media platform Vkontakte.
The deepfake video was relatively unsophisticated, featuring poor voice samples
and technical flaws in the animation, leading to its swift debunking and thus having
minimal impact on the Ukrainian public. However, the use of deepfake videos
involving high-profile political leaders during wartime signifies a new way of
exerting influence (Mazzucchi 2022, 14). A similar case is the fake BBC video
claiming that a Ukrainian politician sold arms to Hamas. This video also falsely
claimed that an online investigative group called Bellingcat was supporting these
allegations. Although this video was debunked, it consumed significant resources
and diverted attention from countering other disinformation products aimed at
Ukraine (Reuters Fact Check 2023; Karalis 2024, 521).

In May 2024, OpenAl identified and disrupted five IOs involving actors from
Russia, China, Iran, and Israel. These operations were using its AI models —
including ChatGPT, to generate short comments and longer articles in a range of
languages, making up names and bios for social media accounts, conducting open-
source research, debugging simple code, and translating and proofreading texts,
to deceptively influence public opinion and political discourse (OpenAl 2024).
Two operations originated from Russia. The first one, nicknamed by Open Al as
Bad Grammar focused on generating, via GhatGPT, comments about the Russia—
Ukraine war as well as debug code for running a Telegram bot and creating short,
political comments in Russian and English that were then posted on the platform.
Bad Grammar targeted mainly Ukraine, Moldova, the Baltic States, and the United
States (Farooq 2024; French 2024). The second one, labeled Doppelganger, used
Al to generate comments in English, French, German, Italian, and Polish that were
then posted on X, translate and edit articles in English and French that were posted
on websites linked to this operation, and convert news articles into Facebook
posts. The inauthentic news articles spread narratives that undermined Ukraine’s
strength and stability and questioned its relations with its Western allies (Recorded
Future 2023).

Spamouflage is the name given to a Chinese operation that used Al to research
public social media activity and generate texts, mainly in Chinese, English,
Japanese, and Korean that were then posted across platforms including X, Medium,
and Blogspot (OpenAl 2024). Likewise, the International Union of Virtual Media
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used GhatGPT mostly for proofreading, headline, and tag generation. The con-
tent generated was pro-Iran and against the US and Israel. The last case is that of
Zero Zeno, an influence campaign run by the Israeli political campaign manage-
ment firm called STOIC. This operation involved Al-generated social media posts
across Instagram, Facebook, and X, attempting to sway opinion on various topics
including the Israel-Hamas war and US involvement in Middle East conflicts, and
targeted audiences in the US and Israel (Farooq 2024; French 2024). According
to an OpenAl report, “These trends reveal a threat landscape marked by evolu-
tion, not revolution. Threat actors are using our platform to improve their content
and work more efficiently. But so far, they are still struggling to reach and engage
authentic audiences” (OpenAl 2024, 7). The above examples only slightly reveal
the true potential of Al. Thus, the following section illustrates in detail how Al
affects the art and science of influence.

The Use of AI-Powered Capabilities in 10s

The potential impact of Al-powered tools on the conduct of IOs is approached by
applying the ABC framework. “A” stands for the actor(s) waging the influence
campaign, “B” for the deceptive behaviors, and “C” for the content itself. We have
to consider all three dimensions, because one of them may remain authentic within
a broader manipulative campaign (Frangois 2019). For instance, authentic content
may be artificially amplified through paid or automated engagement, or by actors
whose identities are deceptive. Likewise, authentic actors may employ inauthentic
automated techniques. Therefore, when considering the potential impact of Al’s
future influence activities, it is essential to examine its capacity to transform each
of these dimensions (Goldstein et al. 2023, 22).

A Plethora of Actors

Concerning actors, a key constraint for conducting influence campaigns is the
associated cost. Although social media has lowered the expense of reaching
broader and more diverse audiences, most disinformation efforts still require the
creation of numerous fake personas, advanced automation, and a consistent flow
of relevant content. The advent of Al further reduces these costs by automating
content production, streamlining the creation of fabricated personas, and gener-
ating culturally tailored outputs that are less likely to exhibit detectable signs of
inauthenticity (Goldstein 2023, 23). Apart from reducing cost, Al-powered tools
lead to a wider pool of potential actors waging [Os. State and nonstate actors out-
source their influence campaigns to private firms that offer influence as a service.
The industry offers a vast array of Al-powered capabilities to affect an audience’s
emotions, ideas, and behaviors, to advance a state or nonstate actor’s objectives
(Briant and Bakir 2024). Even if Al companies place restrictions on who can
access their models, public relations and digital marketing firms will most prob-
ably be granted access to such capabilities since they are considered legitimate
entities. An obvious side effect of the above is that by outsourcing some elements
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of an operation to a third party, influencers receive plausible deniability in return
(Sedova 2021, 14-15). In the case of the Russian 1Os in Syria during the period
2014-2018, orchestrated by the military intelligence agency GRU and the private
company Internet Research Agency (IRA), the use of digital mercenaries made
attribution a significant challenge, thus offering the Kremlin plausible deniability
for its actions (DiResta et al. 2021).

Deceptive Behaviors

The key behavioral shift resulting from using large language models (LLMs) in 1Os,
lies in the replacement or augmentation of human writers in content generation.
By substituting human authors with LLMs or employing them in human—machine
teams, the cost of conducting influence campaigns is significantly reduced, while
the scalability of operations is dramatically enhanced. This includes campaigns
such as mass messaging on social media or the production of long-form news art-
icles for unattributable websites. In terms of operational security, if a campaign is
executed with a smaller staff, this translates into fewer potential leaks and moles
(Goldstein and Sastry 2023, 3).

Beyond merely generating text, Al-powered models can enhance existing
tactics, techniques, and procedures used in 10s, such as cross-platform testing. The
latter involves the process where content is initially tested on one platform to esti-
mate audience response before being disseminated to others. This process can be
optimized by generative models. Moreover, as LLMs continue to advance, agents
of influence may soon be able to utilize demographic data to produce more targeted
and persuasive content. Unlike human writers, who are limited by time and cap-
acity, LLMs could generate unique articles tailored to specific combinations of
demographics, which would be impractical for human authors to accomplish at
a large scale. The effectiveness of this approach will depend on the persuasive-
ness of Al-generated text and the degree to which highly personalized content
outperforms traditional, less-targeted human-written articles (Goldstein 2023, 24—
25). Finally, another key example of the potential of Al is the capacity of LLMs for
sustained dialogue. Chat-based systems could engage in prolonged, personalized
conversations with individual targets, providing the opportunity for influencers to
deploy customized chatbots to persuade users on a one-on-one basis (Goldstein and
Sastry 2023, 4-5).

Fake and Automated Content

When evaluating the impact of Al-powered tools on the content of an influence
campaign, it is essential to consider how the content is generated and distributed
to the targeted audience. Automatic web data scraping serves multiple purposes,
enabling the collection of vast amounts of human-generated data in various
formats, including text, images, video, and audio. This data can be exploited by Al-
powered tools to replicate organic behavior, such as deploying media bots that post
fragments of scraped content from the web. Influence actors may use this data to
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train generative models that emulate real-world content across different mediums.
Additionally, influence actors exploit machine translation services to automatic-
ally translate scraped content, such as material from websites promoting divisive
narratives, into the language of their target audience. Moreover, Al algorithms have
the potential to enhance existing web crawlers by making them more resilient to
changes in website code and capable of mimicking human-like activity patterns
to evade detection by automation defenses. Web scraping remains a cost-effective
method for acquiring large volumes of human-generated content, which can then
be used to mask the operations of bot networks, disseminate divisive informa-
tion, and generate extensive datasets for training malicious text-generating models
(Jursénas et al. 2021, 9-10).

Indicative of the above is the research conducted in 2021 at Georgetown
University’s Center for Security and Emerging Technology. The researchers tested
for six months GPT-3’s persuasiveness and ability to generate tailored messages
around a false narrative. The chosen topics were the withdrawal of troops from
Afghanistan and sanctions on China. The researchers presented volunteers with
sample tweets generated by GPT-3 on these two topics and discovered that the
Al-generated messages had a significant influence on the participants’ opinions
(Buchanan et al. 2021).

Recent advances in LLMs — like the OpenAI’s GPT series, the Meta’s LLaMA
models, and Google’s Gemini — that mimic human language are important
milestones for the conduct of 10s. These developments thrived, due to the devel-
opment of larger and more versatile model architectures, the expansion of dataset
sizes, and the substantial investments by technology companies in enhancing com-
putational resources for model training (IISS 2023). Content — text generated by
LLMs, such as GPT-4 — can significantly influence readers’ beliefs, including on
sensitive political issues, with effects comparable to those of human-authored
influence tools. As these models continue to advance there is the possibility that
LLMs will soon be capable of accurately replicating marginal ideologies and
avoiding common errors made by human operators such as mistranslating idiom-
atic expressions or using methods like copying and pasting identical content across
multiple accounts to save time (Goldstein 2023, 26-28). The ability to provide lin-
guistic and cultural context of the targeted audience and thereby produce linguis-
tically distinct messaging, offers strong incentives for influence actors to integrate
LLMs into their operations. That was the case with CopyCop, a Russian influ-
ence campaign identified in early 2024, which used LLMs to generate content that
promoted pro-Russian narratives concerning the war in Ukraine and the Israel—-
Hamas conflict. The campaign modified content from mainstream media outlets
like BBC, Fox News and Al-Jazeera, to shape public perception in the US, UK,
and France. The operation tailored narratives to specific audiences and produced
more than 19,000 articles per month. These numbers demonstrate the scale and
efficiency that algorithms bring to I0s (Recorded Future 2024).

In common with LLMs that generate human-like written text, machine learning
(ML) algorithms have produced generative models that produce fake audio-
visual content via deepfake technology. Such models can synthesize ultra-realistic
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imitations of human faces, use voice cloning, and create realistic, high-quality audio
and video impersonations (JurSénas et al. 2021, 12—16). Fake images are generated
via variational autoencoders (VAEs), like the DALL-E created by OpenAl, and
the applications that swap faces in photos and videos via generative adversarial
networks (GANs), like the StyleGAN2. The fact that such generative models are
publicly available raises serious concerns about the capabilities accessible to mali-
cious actors. An agent of influence can use a fake image in a social media pro-
file and mislead others into believing that the profile is authentic. DALL-E can
generate images from semantic textual descriptions without requiring fine-tuning.
Thus, it can be exploited to create fake images that support influence campaigns.
For instance, the model can produce several images of the same scene with subtle
variations, such as different angles, which enhance the perceived authenticity of
fake images (Jur§énas et al. 2021, 13—14). Fake images and deepfake videos have
also been utilized by Israel and Hamas. An example is an image of a burned child
corpse shared by Israeli Prime Minister Benjamin Netanyahu, highlighting the
atrocities done by Hamas. The picture received millions of views, but was quickly
debunked as being Al-modified (Cherry 2024, 27). Likewise, on October 31, 2023,
the Verify-Sy platform published a report confirming that video clips purportedly
showing Israeli army tanks targeting the Palestinian resistance were actually edited
footage from the video game Arma 3 (Al-Kbat 2023).

Deep learning algorithms also enable the creation of audio deepfakes for mali-
cious purposes. Audio deepfakes are particularly concerning because they mimic
biometrics and can exploit speech-based identity verification systems. They rely
on text-to-speech synthesis or voice conversion systems. Models such as Tacotron,
Wavenet, and DeepVoice3 are trained on real recordings to produce more natural-
sounding speech, and it is even possible to create a realistic voice clone of a specific
individual. A current limitation of text-to-speech synthesis is the need for detailed
audio transcriptions with timestamps and annotations for nonverbal sounds to train
such a model. Preparing audio transcriptions, including tasks like annotating and
denoising, is time-consuming. In contrast, voice conversion systems modify a
source speaker’s audio to resemble a target speaker’s voice while preserving the
original linguistic content. This speech-to-speech conversion offers more flexibility
than text-to-speech because the source speaker can control their intonation. There
are plenty of open-source services, such as Google Cloud TTS, Amazon AWS
Polly, Baidu TTS, Overdub, and iSpeech, offering text-to-speech and voice cloning
capabilities. These Al-powered tools aim to accurately replicate key characteristics
of a genuine voice, including expressiveness, roughness, breathiness, stress, and
emotion. Synthetic audio can already simulate these features, making it difficult
for listeners to distinguish between fake and real speech, especially in low-quality
channels like phone calls (JurSénas et al. 2021, 14-15).

Al-powered tools, such as sock puppets, cyborgs, and bots, are commonly
employed in 10s, to increase the speed and range of dissemination. Sock puppet
accounts are fake profiles managed by real individuals in large numbers, designed
to deceive while remaining disconnected from any genuine identity. Social bots,
in particular, offer a cost-effective option for malicious actors to distribute large
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volumes of disinformation and manipulate public perception on disruptive topics
(Jur$énas et al. 2021, 17). A common practice used in IOs is that of astroturfing.
The latter refers to a deceptive technique, where bots mimic authentic public
opinion by flooding social media, comment sections, or other public forums with
messages that appear to be coming from ordinary people. This can be done through
fake accounts, scripted messages, or coordinated campaigns (Keller et al. 2020).

Future Trends and Limitations

The above analysis vividly demonstrated that the application of Al-powered tools
in IOs, offers increased quantity, quality, and personalization of generated content,
but also blurs the line between machine-generated and human-generated content.
Bearing in mind that we are on the eve of the Al era, it is crucial to identify at this
early phase, the future trends and limitations that Al brings to the art of influence.
The parameters that are expected to shape the way Al-powered tools amplify or
restrain the conduct and effectiveness of influence campaigns are technological,
conceptual, and political.

Regarding technology, it is only natural to expect that as Al models become more
advanced in the near future, this will also have an impact on the art of exerting influ-
ence. One area that will greatly benefit from improved Al-powered tools is machine
translation. The latter enables the widespread reuse of disinformation across mul-
tiple languages. This capability is particularly effective for global languages with
substantial speaker populations, which have contributed vast amounts of text for
training automatic translation models. Ongoing advancements in machine trans-
lation will further enhance translation accuracy for both widely spoken and less
common languages, thereby amplifying the dissemination of reused disinformation
content (JurSénas et al. 2021, 21).

On the other hand, Al is currently employed to combat IOs. This involves iden-
tifying social bots, screening content to detect potential disinformation, conducting
in-depth analyses to uncover altered versions of previously debunked articles,
tracking hostile narratives, and detecting Al-generated content such as text, images,
and audio (Smith et al. 2021). One example is Data Robot, a military tool designed
to scan social media platforms for misleading content, providing commanders with
accurate information to support sound decision-making (Demarest and Moore-
Carrillo 2023). Another is DARPA’s Media Forensics (MediFor) program, which
develops detection and fusion algorithms to identify manipulated images and
videos. MediFor generates a quantitative integrity score for each piece of media,
helping to filter and prioritize content on a large scale. A low integrity score indicates
potential manipulation, flagging the media for review by analysts, allowing Al to
process vast amounts of data while analysts focus on the most critical cases (Hunter
et al. 2024, 14).

Actually, many of the limitations in implementing Al for I1Os help to facilitate
detection. When it comes to LLMs, while they offer clear advantages for generating
large volumes of low-cost, low-quality content, especially in multiple languages,
their practical implementation faces notable challenges. The combination of human
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operators and LLMs technology may create new opportunities for manipulation,
but the technology alone doesn’t serve as a silver bullet. In some instances, the con-
tent produced by LLMs reveals its own artificial nature, rather than being exposed
by advanced detection methods (Fredheim and Pamment 2024).

Current Al models require high-quality, unbiased datasets to learn complex
tasks effectively. However, creating new ML datasets is both expensive and
challenging. When AI models are trained on biased or overly specific data, they
struggle to generalize, limiting the effectiveness of pre-trained models that lack
fine-tuning in practical scenarios. Additionally, the ongoing arms race between
influence actors and defenders, such as analysts and fact-checkers, makes it dif-
ficult to keep datasets and models current. Training data must continuously adapt
to the evolving information environment. One of the most critical limitations of
present Al models is their lack of common-sense reasoning, which hampers their
ability to fact-check, assess logical consistency, and interpret indirect statements
like metaphors (Jur$énas et al. 2022, 27).

Another point to consider regarding the present and future capabilities offered
by Al is that although language models, deepfake technology, and bots can increase
the volume and dissemination of generated content, one must consider whether
there is a need for more (dis)information. Even before the advent of Al-powered
tools, a plethora of information content, both true and fake, flooded the informa-
tion environment and went unnoticed. So, although AI can enhance the quantity,
quality, and personalization of content, the effectiveness of an influence campaign,
regardless of the technological means used, depends on gaining the attention of a
targeted audience (Simon et al. 2024). Thus, future development in the area of Al-
generated content for IOs should explore why and how targeted audiences reject
high-quality information and are more prone to receiving disinformation.

The last factor that will shape the conduct of Al-powered IOs is policy
regulations. Governments can require companies developing or deploying Al
systems to provide transparency reports that detail how these systems are used to
generate or amplify content. Likewise, governments should enforce Al providers
to develop more detectable outputs such as digital watermarks or data fingering
measures and impose stricter usage restrictions on their models. Another option
is the promotion of media literacy and public awareness campaigns. Governments
should invest in media literary campaigns in schools, universities, and the general
public and sponsor fact-checking initiatives. At present, it is safe to argue that Al-
powered tools that augment the impact of influence campaigns develop faster than
countermeasures.

Conclusion

The rise of Al-powered technologies that transform the conduct of 1Os is a reality.
The fact that the current society integrates increasingly deeper into an information-
intensive space, leads to a publicly available abundance of data that can be used for
persuasion, coercion, and manipulation. Algorithms can analyze public sentiment,
coordinate profiling, and target with great efficiency by knowing when a targeted
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audience is more susceptible to influence. The ongoing conflicts in Europe and
the Middle East demonstrate that the use of deepfakes and chatbots is an emer-
ging trend. In the near future, using such capabilities to generate fake content and
amplify its reach will become the new normal. This raises significant challenges
not only for states and their security apparatus, but also for the private sector and
the scientific community. These challenges range from doctrinal development and
operational guidelines for the armed forces to counter Al-enabled IOs, to legal
frameworks and technological standards for the private sector, and the research
community.

Finally, it is important to note the following points regarding the interaction
between Al and 1Os. First, overestimating the potential impact of Al in influence
campaigns can be counterproductive. Highlighting the possibility that any online
account could be an Al-powered bot might encourage people to dismiss arguments
they disagree with as inauthentic, fueling further division and polarization in
society. Similarly, overstating the prevalence and risks of online disinformation
could inadvertently advance the very goal of the influencer — fostering a deep dis-
trust of any information that challenges individuals’ preexisting beliefs. Second,
influence is a broad and hard-to-define concept that synthesizes communication
studies, cognitive science, and political studies and is much more than an algorithm
that generates content. The most challenging task of any influence campaign is how
to make “truth” ambiguous by introducing fake or misleading facts into an infor-
mation system and not whether a text is human- or machine-generated.

References

Al-Kbat, Sarah. 2023. “Gaza and the War against Disinformation.” International Council
Supporting Fair Trial and Human Rights, December 5. www.icsft.net/18042/

Armistead, Leigh. 2010. Information Operations Matters. Best Practices. Potomac Books.

Briant, Emma and Vian Bakir, eds. 2024. Routledge Handbook of the Influence Industry.
Routledge.

Buchanan, Ben et al. 2021. “Truth, Lies and Automation. How Language Models Could
Change Disinformation.” Georgetown's Center for Security and Emerging Technology.
https://cset.georgetown.edu/publication/truth-lies-and-automation/.

Cherry, Sarah. 2024. “Modern Armed Conflicts: Disinformation Campaigns Shaping the
Digital Information Landscape.” The Serials Librarian, 85 (1-4): 19-31.

Cristiano, Fabio and Bibi van den Berg. 2023. Hybridity, Conflict and the Global Politics of
Cybersecurity. Rowman & Littlefield.

Demarest, Colin and Jaime Moore-Carrillo. 2023. “US Military Targets Deepfakes,
Misinformation with Al-Powered Tool.” C4ISRNET, August 1, 2023. www.c4isrnet.com/
information-warfare/2023/08/01/us-military-targets-deepfakes-misinformation-with-ai-
powered-tool/.

DiResta, Renée et al. 2021. “In-House Vs. Outsourced Trolls: How Digital Mercenaries
Shape State Influence Strategies.” Political Communication, 39 (2): 222-253.

Farooq, Nusrat. 2024. “Content Warfare: Combating Generative Al Influence Operations.”
Tech Policy Press, July 12. www.techpolicy.press/content-warfare-combating-generative-
ai-influence-operations/.


http://www.icsft.net/18042/
https://cset.georgetown.edu/publication/truth-lies-and-automation/
http://www.c4isrnet.com/information-warfare/2023/08/01/us-military-targets-deepfakes-misinformation-with-ai-powered-tool/
http://www.c4isrnet.com/information-warfare/2023/08/01/us-military-targets-deepfakes-misinformation-with-ai-powered-tool/
http://www.c4isrnet.com/information-warfare/2023/08/01/us-military-targets-deepfakes-misinformation-with-ai-powered-tool/
http://www.techpolicy.press/content-warfare-combating-generative-ai-influence-operations/
http://www.techpolicy.press/content-warfare-combating-generative-ai-influence-operations/

Fighting for Influence: The Promise of Artificial Intelligence 39

Francois, Camille. 2019. Actors, Behaviors, Content: A Disinformation ABC Highlighting
Three Vectors of Viral Deception to Guide Industry & Regulatory Responses. Transatlantic
High Level Working Group on Content Moderation Online and Freedom of Expression,
September. www.ivir.nl/publicaties/download/ABC_Framework 2019 Sept 2019.pdf.

Fredheim, Rolf and James Pamment. 2024. “Assessing the Risks and Opportunities Posed
by Al-Enhanced Influence Operations on Social Media.” Place Branding and Public
Diplomacy. https://link.springer.com/article/10.1057/s41254-023-00322-5.

French, Laura. 2024. “Open Al Report Reveals Threat Actors Using GhatGPT in Influence
Operations.” Social Media Magazine, May 31. www.scmagazine.com/news/openai-rep
ort-reveals-threat-actors-using-chatgpt-in-influence-operations.

Fridman, Ofer, Vitaly Kabernik, and Francesca Granelli, eds. 2022. Info Ops: From World
War I to the Twitter Era. Lynne Rienner Publishers.

Goldstein, Josh et al. 2023. “Generative Language Models and Automated Influence
Operations: Emerging Threats and Potential Mitigations.” Georgetowns Center for
Security and Emerging Technology, OpenAl, Stanford Internet Observatory, January.
https://arxiv.org/abs/2301.04246.

Goldstein, Josh and Girish Sastry. 2023. “The Coming Age of Al-Powered Propaganda.
How to Defend Against Supercharged Disinformation.” Foreign Affairs, April 7. www.
foreignaffairs.com/united-states/coming-age-ai-powered-propaganda.

Gregor, Milo§ and Petra Mlejnkova. Eds. 2021. Challenging Online Propaganda and
Disinformation in the 21*' Century. Palgrave Macmillan.

Hunter, Lance et al. 2024. “Artificial Intelligence and Information Warfare in Major
Power States: How the US, China, and Russia Are Using Artificial Intelligence in
Their Information Warfare and Influence Operations.” Defense & Security Analysis, 40
(2): 1-35.

IISS. 2023. “Large Language Models: Fast Proliferation and Budding International
Competition.” Strategic Comments, 29 (6). www.iiss.org/publications/strategic-comme
nts/2023/large-language-models-fast-proliferation-and-budding-international-comp
etition/.

Jursénas, Alfonsas et al. 2021. “The Double-Edged Sword of Al: Enabler of Disinformation.”
NATO Strategic Communications Centre of Excellence. https://stratcomcoe.org/publicati
ons/the-double-edged-sword-of-ai-enabler-of-disinformation/221.

Jur$énas, Alfonsas et al. 2022. “The Role of Al in the Battle Against Disinformation.” NATO
Strategic Communications Centre of Excellence. https://stratcomcoe.org/publications/
the-role-of-ai-in-the-battle-against-disinformation/238.

Karalis, Magdalene. 2024. “Fake Leads, Defamation and Destabilization: How Online
Disinformation Continues to Impact Russia’s iNvasion of Ukraine.” Intelligence and
National Security, 39 (3): 515-524.

Keller, Franziska et al. 2020. “Political Astroturfing on Twitter: How to Coordinate a
Disinformation Campaign.” Political Communication, 37 (2): 256-280.

Liaropoulos, Andrew. 2023. “Victory and Virality: War in the Age of Social Media.”
Georgetown Journal of International Affairs, 24 (2): 198-203.

Lin, Herbert and Jaclyn Kerr. 2021. “On Cyber-Enabled Information Warfare and Information
Operations.” In The Oxford Handbook of Cybersecurity, edited by P. Cornish. Oxford
University  Press.  https://academic.oup.com/edited-volume/41360/chapter-abstract/
3525615387redirectedFrom=fulltext.

Mazarr, Michael et al. 2019. The Emerging Risk of Virtual Societal Warfare: Social
Manipulation in a Changing Information Environment. RAND Corporation.


http://www.ivir.nl/publicaties/download/ABC_Framework_2019_Sept_2019.pdf
https://link.springer.com/article/10.1057/s41254-023-00322-5
http://www.scmagazine.com/news/openai-report-reveals-threat-actors-using-chatgpt-in-influence-operations
http://www.scmagazine.com/news/openai-report-reveals-threat-actors-using-chatgpt-in-influence-operations
https://arxiv.org/abs/2301.04246
http://www.foreignaffairs.com/united-states/coming-age-ai-powered-propaganda
http://www.foreignaffairs.com/united-states/coming-age-ai-powered-propaganda
http://www.iiss.org/publications/strategic-comments/2023/large-language-models-fast-proliferation-and-budding-international-competition/
http://www.iiss.org/publications/strategic-comments/2023/large-language-models-fast-proliferation-and-budding-international-competition/
http://www.iiss.org/publications/strategic-comments/2023/large-language-models-fast-proliferation-and-budding-international-competition/
https://stratcomcoe.org/publications/the-double-edged-sword-of-ai-enabler-of-disinformation/221
https://stratcomcoe.org/publications/the-double-edged-sword-of-ai-enabler-of-disinformation/221
https://stratcomcoe.org/publications/the-role-of-ai-in-the-battle-against-disinformation/238
https://stratcomcoe.org/publications/the-role-of-ai-in-the-battle-against-disinformation/238
https://academic.oup.com/edited-volume/41360/chapter-abstract/352561538?redirectedFrom=fulltext
https://academic.oup.com/edited-volume/41360/chapter-abstract/352561538?redirectedFrom=fulltext

40 The Co-evolution of Technology and Warfare

Mazzucchi, Nicolas. 2022. “Al-Based Technologies in Hybrid Conflict: The Future of
Influence Operations.” Hybrid CoE Paper, 14. www.hybridcoe.fi/publications/hyb
rid-coe-paper-14-ai-based-technologies-in-hybrid-conflict-the-future-of-influence-ope
rations/.

Open Al 2024. “Al and Covert Influence Operations: Latest Trends.” https://downloads.
ctfassets.net/kftzwdyauwt9/5IMxzTmUcISOAcW UXbkVrK/3cfab518e6b10789ab884
3bccal8b633/Threat Intel Report.pdf.

Ramluckan, Trishana and James Bret van Nickerk. 2019. “International Humanitarian Law
and Cyber-Influence Operations.” Journal of Information Warfare, 18 (3): 67-82.

Recorded Future, 2023. “Obfuscation and Al Content in the Russian Influence Network
“Doppelginger” Signals Evolving Tactics.” Insikt Group, December 5. www.recordedfut
ure.com/research/russian-influence-network-doppelgangers-ai-content-tactics.

Recorded Future, 2024. “Russia-Linked CopyCop Uses LLMs to Weaponize Influence
Content at Scale.” Insikt Group, May 9. www.recordedfuture.com/research/russia-linked-
copycop-uses-1lms-to-weaponize-influence-content-at-scale.

Reuters Fact Check. 2023. “Fact Check: Fake BBC Clip on Ukrainian Politician Selling
Arms to Hamas.” Reuters.com. December 12. www.reuters.com/fact-check/fake-bbc-
clip-ukrainian-politician-selling-arms-hamas-2023-12-12/.

Sedova, Katerina et al. 2021. A/ and the Future of Disinformation Campaigns: Part 2: A
Threat Model. Center for Security and Emerging Technology. https://cset.georgetown.
edu/publication/ai-and-the-future-of-disinformation-campaigns-2/.

Simon, Felix, Sasha Altay, and Hugo Mercier. 2024. “Misinformation Reloaded? Fears
about the Impact of Generative Al on Misinformation Are Overblown.” Harvard Kennedy
School Misinformation Review, 5 (4). https://misinforeview.hks.harvard.edu/article/mis
information-reloaded-fears-about-the-impact-of-generative-ai-on-misinformation-are-
overblown/.

Smith, Steven et al. 2021. “Automatic Detection of Influential Actors in Disinformation
Networks.” PNAS, 118 (4): 1-10. www.pnas.org/doi/10.1073/pnas.2011216118.

Taylor, Philip. 2003. Munitions of the Mind: A History of Propaganda from the Ancient
World to the Present Era. Manchester University Press.

Virtual Manipulation Brief. 2024. “Hijacking Reality: The Increased Role of Generative Al
in Russian Propaganda.” NATO Strategic Communications Centre of Excellence. https://
stratcomcoe.org/publications/virtual-manipulation-brief-2024 1-hijacking-reality-the-
increased-role-of-generative-ai-in-russian-propaganda/307.

Wanless, Alicia and James Pamment. 2019. “How Do You Define a Problem Like Influence?”
Journal of Information Warfare, 18 (3): 1-15.

Whyte, Christopher, Trevor Thrall and Brian Mazanec, eds. 2021. Information Warfare in
the Age of Cyber Conflict. Routledge.


http://www.hybridcoe.fi/publications/hybrid-coe-paper-14-ai-based-technologies-in-hybrid-conflict-the-future-of-influence-operations/
http://www.hybridcoe.fi/publications/hybrid-coe-paper-14-ai-based-technologies-in-hybrid-conflict-the-future-of-influence-operations/
http://www.hybridcoe.fi/publications/hybrid-coe-paper-14-ai-based-technologies-in-hybrid-conflict-the-future-of-influence-operations/
https://downloads.ctfassets.net/kftzwdyauwt9/5IMxzTmUclSOAcWUXbkVrK/3cfab518e6b10789ab8843bcca18b633/Threat_Intel_Report.pdf
https://downloads.ctfassets.net/kftzwdyauwt9/5IMxzTmUclSOAcWUXbkVrK/3cfab518e6b10789ab8843bcca18b633/Threat_Intel_Report.pdf
https://downloads.ctfassets.net/kftzwdyauwt9/5IMxzTmUclSOAcWUXbkVrK/3cfab518e6b10789ab8843bcca18b633/Threat_Intel_Report.pdf
http://www.recordedfuture.com/research/russian-influence-network-doppelgangers-ai-content-tactics
http://www.recordedfuture.com/research/russian-influence-network-doppelgangers-ai-content-tactics
http://www.recordedfuture.com/research/russia-linked-copycop-uses-llms-to-weaponize-influence-content-at-scale
http://www.recordedfuture.com/research/russia-linked-copycop-uses-llms-to-weaponize-influence-content-at-scale
http://www.reuters.com/fact-check/fake-bbc-clip-ukrainian-politician-selling-arms-hamas-2023-12-12/
http://www.reuters.com/fact-check/fake-bbc-clip-ukrainian-politician-selling-arms-hamas-2023-12-12/
https://cset.georgetown.edu/publication/ai-and-the-future-of-disinformation-campaigns-2/
https://cset.georgetown.edu/publication/ai-and-the-future-of-disinformation-campaigns-2/
https://misinforeview.hks.harvard.edu/article/misinformation-reloaded-fears-about-the-impact-of-generative-ai-on-misinformation-are-overblown/
https://misinforeview.hks.harvard.edu/article/misinformation-reloaded-fears-about-the-impact-of-generative-ai-on-misinformation-are-overblown/
https://misinforeview.hks.harvard.edu/article/misinformation-reloaded-fears-about-the-impact-of-generative-ai-on-misinformation-are-overblown/
http://www.pnas.org/doi/10.1073/pnas.2011216118
https://stratcomcoe.org/publications/virtual-manipulation-brief-20241-hijacking-reality-the-increased-role-of-generative-ai-in-russian-propaganda/307
https://stratcomcoe.org/publications/virtual-manipulation-brief-20241-hijacking-reality-the-increased-role-of-generative-ai-in-russian-propaganda/307
https://stratcomcoe.org/publications/virtual-manipulation-brief-20241-hijacking-reality-the-increased-role-of-generative-ai-in-russian-propaganda/307

4 The Threat Posed by Commercial
First-Person View (FPV) Unmanned
Aerial Vehicles (UAVs) Modified
by Asymmetrical Warfare Actors

Christopher Lavers

Introduction

Over 160 years, unmanned platforms have matured as a significant war-fighting
technology, from the Italian War of Independence (1849), when Austria first used
balloons with bombs, to current wide-scale military and civilian use. Innovation
increased markedly during COVID, with modified unmanned aerial vehicle
(UAVs) operated in various ways (Sahasranamam 2020). Air power, as a force
multiplier, matured in World War Two (WW2) through tactical and strategic
missions, and afterwards to maintain superiority was operationally transformed by
innovations, including drones, to provide optimal air power. From WW2, the shift
was from large-scale forces to smaller, flexible, and adaptable forces, working well
with UAV-to-drones (UtDs) in new fighting environments. Distinctions between
‘civilian and military’ have now virtually vanished; with the ‘war-fighting foot-
print’ changing such that there are no defined battlefronts, nor distinguishable
combatants. Non-state aggressors with UAV platforms hide effectively amongst
civilians, the ‘urban guerrillas’ domain.

Civilian-Modified Threats

The recent period (2012-2022) saw the dawn of asymmetric warfare by non-
state actors incorporating small, cheap, hand-launched drones, often indigenously
manufactured, using simple materials with low radar cross-section (RCS), visible,
and thermal signatures (Lavers 2013). Modification of commercially-off-the-shelf
(COTS) UAVs by hostile actors for nefarious activities, pose an existential threat,
with terrorist operations against critical infrastructure, or improvised explosive device
(IED) deployment in conventional urban operations. Understanding of this emerging
threat is needed, from design to operation, to develop effective countermeasures.
In 2011, John Vilasenor stated

people can disagree on how long it will take for terrorists, insurgents and rogue
groups to acquire weaponised drones guided by video straight into a target, there
is no dispute that it is a question of when and not if.

(ICRS 2014)
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With unprecedented access to technology, modified UAVs make them attractive
for terrorists. Terrorist past-modified ‘drone failures’ are no guarantee of continued
failure, as early use is rarely the most effective. Paul Scharre notes, “the history
of warfare revolutions in warfare have shown they are won by those who uncover
the most effective ways of using new technologies, not necessarily those who
invent the technology first” (quoted in Rassler 2016). Here the terms UAV includes
civilian platforms possessing latent capacity for weapon/payload delivery, whilst
UtD or ‘drone,” are modified or existing military platforms.

The Changing Nature of Conflict

UAV platforms have measured appeal to unconventional forces, swarming co-
operatively, concentrating decisive synchronised offensive power, combined with
surprise in complex topographically constrained operations. In the second Nogorno-
Karabahk war (2020) drones augmented conventional forces in a major escalation
of conflict, with weaponised and non-weaponised reconnaissance flights, Israeli
Orbiter-1 ‘loitering munitions’ and Turkish Bayraktar-2 drones, with devastating
impact (Shaikh and Rumbaugh 2020). Since 2020, after 14,040 confirmed strikes,
drones have demonstrated lethality (The Bureau of Investigative Journalism 2024),
liquidating Western enemies across the Middle East, transcending time and borders.
Whilst debate argues around whether deployment to Yemen and Pakistan is legal
or ethical (Wolff 2024), they are increasingly used; the real questions are how they
are used, and how their capacity might be constrained through design, preventing
modification.

Modified-UAV Threats

Commercial and hobbyist UAVs challenge traditional concepts of security
and safety, collecting data, transporting loads, delivering ordnance, and re-
shaping surveillance. Commercial UAVs are typically small, using cheap and
available components from electronic shops, emerging mostly from UAV and
quadcopter enthusiasts, and subject to little scrutiny, carrying sensors, detectors,
communications, and in exploited capacity, ordnance. Modified UAV proliferation
challenges military domination, when deployed in urban environments for hos-
tile tasks. Non-state actor deployment, in weaponised and surveillance capacities,
makes ‘consumer’ platforms a security concern. UAVs are inherently designed for
recovery, and carry lethal or non-lethal payloads, responding flexibly with reduced
costs compared with traditional devices. Modified ‘drones’ have been deployed
for: assassination attempts, hazardous material transportation, and capturing
imagery over sensitive sites (UK Parliament 2019).

Rapid advances in civilian consumer UAVs have generational designs faster
than military ones, especially in intelligent flight and manoeuvring, raising concerns
on malicious deployment. Drones have been deployed by non-state groups: sur-
veillance gathering (Daesh, Islamic State), in weaponised capacities, embedding
munitions to detonate later (PKK, and Hezbollah), overwhelming defences with
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swarms, besides propaganda (Rossiter 2018). Daesh modified commercial and
home-made UAVs to conduct reconnaissance, filming attacks against Iraqi and
Russian military bases in Syria. However, allied successes in ‘neutralising’ Syrian
and Iraqi terrorist “hubs’ may simply disperse such technologies and UtD capabil-
ities into wider diaspora. UtD implementation isn’t just about platform acquisition,
it is rather a revolutionary transformation of digital products, combining sensors’
inputs, with information architecture to exploit the potential of real-time UAV
operations.

Any doubts about the political threat drones pose disappeared after the 2018
attempt to assassinate Venezuelan President Maduro at a parade with 2 Da-Jiang
Innovations (DJI) M600s modified with 1 kg of remotely triggered C4-laden,
exploding mid-air (CNN 2019). Another fitted with radioactive sand landed on the
Japanese Prime Minister’s office, flown by an individual protesting the domestic
nuclear policy (The Guardian 2015). Unauthorised drones have captured imagery
over the Eiffel Tower, White House, and military bases, with the UK reporting
37 security breaches in 2014 (Custers 2016), besides disrupting transport infra-
structure. In December 2018, Gatwick Airport suffered serious disruption for 30
hours following a drone reported over the airfield, with disruption evident at other
airports, from Heathrow to Warsaw. In April 2019, documents reportedly authored
by activist group Extinction Rebellion, detailed plans to deploy drones to dis-
rupt Heathrow operations. However, targeting transport infrastructure isn’t new,
Japanese group Aum Shinrikyo considered drone use, but eventually distributed
sarin gas on Tokyo’s subway. Gatwick provided timely reflection, demonstrating the
extent to which economic disruption of critical national infrastructure constitutes a
national security risk, with the US Department of Defense (DoD) looking to deter
attacks against its power grid (Narayanan et al. 2020).

Following such airport disruptions, the UK government extended to 5 km the
range around airports to which flights are prohibited, with The Domestic Threat of
Drones Parliamentary inquiry resulting (UK Parliament 2019), looking at the UtD
evolving pathway, UK vulnerability, and counter-drone effectiveness, policy, and
practice. In the hands of urban guerrillas or overseas trained terrorists, UtD uncon-
ventional methods allow targeting of political goals, civilian attacks, government
disruption, or assassination. Urban terrorists may employ drones to systematically
inflict damage to authorities, to wear down and demoralise, sustaining operations
and tactics without defending recognised operations bases, preventing conven-
tional forces ‘squaring-oft” against them, in confrontations they would likely lose.
Drones provide guerrilla tactical advantages with surprise (Marighella 1969),
acting in swarms at speed, making it hard for ground forces to match. Addressing
emerging hostile actor threats, with resources currently allocated to the UK Armed
Forces, including UtD operation, will be difficult.

Biological and chemical attack risks were raised by UK leaders before the 2012
Olympics; considering it feasible, modified UAVs might deploy poison (Daily
Mail 2012). Radioactive material transported into urban areas for ‘dirty-bomb’
attacks is considered unlikely due to accessible materials access. UAVs are being
outfitted with various payloads; besides cameras and sensors, police have fitted
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pepper spray/teargas, with enthusiasts adding functionalities such as fireworks,
claws, handguns, chainsaws, paintball, flamethrowers, and tasers. New designs
offer insights into how guerrillas may innovate UtDs, with gun-firing and mounted
flame-thrower operation demonstrated. One likely exploitation route is weapon-
isation of agricultural pesticide dispersal systems, maximising terrorism, whilst
Ukraine has seen first UAV RPG deployment (2024).

Consumer UAVs are available with modular installation of lightweight elec-
tronics devices. Under Federal Aviation Administration (FAA) regulations, they
can fly up to 400 ft requiring pilot control during take-off and landing. However,
terrorists, have no interest going higher as the intent is to avoid radar or visual
detection, exploiting surprise. Cyber threats cannot be ignored, as UAVs require
on-board computing, leaving on-board and ground-based controllers vulnerable to
malicious software (Maldrone attack), and GPS(positioning, navigation and timing
(PNT)) navigation attack. Spoofing entails sending false GPS signals towards
UAVs, so they are ‘hijacked’ to follow programmed directions, manipulated to
crash, or flown to the attacker’s location and modified, with the first spoofing attack
by the Department of Homeland Security in 2014. Military GPS uses encryption,
rendering UAVs invulnerable to spoofing, but susceptible to jamming, where UAV
GPS receivers are overwhelmed with signals. Encryption ensures false signals
aren’t mistaken for genuine ones, but signals cannot get through elevated noise,
so collision may result, as incidents have caused GPS loss without jammers being
found (Boyle 2015). Besides navigation, there is the issue of malign payloads,
requiring platform design so they cannot easily be modified for ordnance, omitting
weapon mounting points, for example, the UN Falco (medium.com, 2014), limiting
exploitation. ‘Stopping’ hardpoints or explosives being added is almost impossible.
Putting elements into the design that increase radar reflectivity, on the other hand,
may be harder for criminals or terrorists to remove. Combined with the low visi-
bility of small UAVs and low radar cross section (RCS) materials, for example,
glass reinforced plastic, making UAV to drone platforms very hard to detect, a key
aspect of stealth. “UAVs are designed to operate without detection and shouldn’t
be vulnerable at a low height. This is why I think it is the most important factor
in UAV design, so both stealth and avoidance from shoot-down are achieved,”
Mil. Anon.

Technology Access

Access to, and costs associated with technology modification, and actor ability
to develop expertise are important. For asymmetric attackers, new technologies
usually sit outside affordability and access, except via other actors; however, with
commercial or ‘bespoke’ hobbyist systems, this is achievable (Jackson et al. 2008).
Actor ability to develop expertise depends on the extent it focuses on technology;
easy for nation states, less for dispersed insurgents, and harder for smaller entities
such as terrorists or ‘lone-wolf” attacks. However, one attack with minimal damage
may achieve significant propaganda or strategic goals. UtDs afford attackers flexi-
bility in planning, through surveillance and targeting, and may escape the scene
entirely. Drones, like planes, provide speed and versatility, introducing a paradigm
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shift, with autonomous software-mediated ‘swarms.” Here, innovation is signifi-
cant as the time to field accessible new technology is less for terrorists with a ‘try-
and-see-approach’ rather than military procurement timescales. In “Countering
Irregular Activity within a Comprehensive Approach,” Rear Admiral Parry,
noted “hybrid warfare is conducted by irregular forces that have access to more
sophisticated weapons and systems normally fielded by regular forces.”

The Case for Drones

Coalition drones used against Al Qaeda had limited success degrading and tem-
porarily disrupting their hierarchical structure, eliminating senior leaders (Bolland
and Ludvigsen 2018), and with an airstrike that killed General Qassem Soleimani,
head of Iran’s elite Quds force at Baghdad International Airport in 2020 (BBC
2020). Attempts to assess Al Qaeda were inconclusive on whether strikes helped
or hampered objectives, due to the aftermath (further radicalisation and political
fallout from collateral damage). Systematic American drone use in Syrian and
Afghan theatres (a) denigrated group hubs, and (b) forced UtD dispersal into local
insurgencies, harder to defeat with current war-fighting approaches. Until recently,
few considered drones as more than assisting conventional war-fighting, but after
the 2020 Armenian—Azerbaijan conflict, planners and politicians are aware of drone
war-winning potential, contextually in leveraged small wars. Drones provided
short-term immediate Azeri gains combined with terrain conditions, but this is
unlikely to be repeated effectively as countermeasures ‘catch-up’ with threats.

Strategy alone cannot be expected to bring down political regimes, but UtDs rad-
ically remodel operational engagement rules. The nature of airpower may not have
changed with UAV adoption, but its characteristics have, a summation of incremental
technological revolutions which exploited together are considered evolutionary.
Policy-makers and military experts endorse the concept of drones revolutionising
air power because they change #ow the character of war is conducted, transforming
tactics, doctrines, and concepts before a new ‘equilibrium’ is established. UtDs
reduce collateral damage when combined with precision, with multiple capabilities
within a single UAV making them game-changers for terrorist implementation with
limited budgets. Modified UtD systems contain other key elements, no human is
on-board, removing insurgents from the ‘danger-to-life’ zone with operators remote
to the battlefield. Civilian and military systems, designed to be recoverable, may be
fielded as low-cost IED-drones and kamikaze systems. In 2017, the ‘Slaughterbot’
video role-played terrorists with drone IED-warheads killing students (YouTube
2017); however, Ukrainian deployment of anti-personnel drones demonstrates this
is not fiction. “Proliferation of inexpensive, small drones world-wide is the most
concerning tactical development, since the rise of improvised explosive devices in
Iraq,” remarked Marine General Kenneth McKenzie in 2021.

Benefits of UtD Platforms

Small commercially modified COTS UtDs are cheap compared with manned air-
craft, appealing in their range of applications, payload versatility and cost, and
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removing a key warfare restraint, namely the risk to one’s own forces. UtDs make
asymmetric actor conflict in Ukraine easier to conduct and operations more likely.
Modified UAVs fit well with unconventional war-fighting, but lack account-
ability, with unclear distinction between war and not war, operated in the grey zone
(Connable 2020). Regarding terrorism, Professor Rosa Brooks argues “there is no
such time as peacetime” and the “forever war” is here. Many hostile measures: sabo-
tage, to political destabilisation, are measures falling short of conventional war,
where UtDs are potent tools in the hands of unconventional forces, revolutionising
air terrorism, insurgency, or guerrilla tactics. Pan-national terrorism, crosses state
boundaries with impunity, impacting entire regions. According to Evans “The pos-
sibility of continuous, sporadic, armed conflict, its engagements blurred together
in time and space, waged on several fronts ... , means that ... war ... is likely to
transcend a neat division into distinct categories” (Evans 2003).

Modified UAV Notable Events

Lone Wolf: In 2011, a ‘Lone Wolf attack’ was intercepted by FBI agents, planning
to fly explosives-laden aeroplanes into the Pentagon and US Capitol with mobiles
phones to detonate IEDs. In 2015, a National Geospatial-Intelligence Agency
employee lost control of a DJI Phantom quadcopter, which crashed onto the White
House Lawn. Four months later, another man was arrested flying a Parrot Bebop
drone over the White House fence.

Terrorist organisations: In 2006, Hezbollah launched Ababil drones, carrying
explosives, to attack targets, but were shot down by Israeli F-16s. In 2012, Hezbollah
allegedly flew a small Ayub drone 50 km into Israeli airspace, undertaking recon-
naissance on a nuclear reactor, or the presumed Kataib Hezbollah drone attack in
Jordan (January 2021) resulting in the first case of US soldiers killed by drone.
In 2014, during Operation Protective Edge, Israel shot down a Hamas-control
Ababil-1 (Al Qassam Brigades), with a Patriot surface-to-air missile; whilst Al-
Qassam captured an Israeli Skylark-1 over Gaza, claiming it was repurposed and
operational (2015). To Hamas, drone size was irrelevant, achieving subversion of
technological dominance, kudos, and victory over a high-tech ‘Goliath’ (Blount
and Sammut 2023). The group claimed, “this is a great achievement ... and a gift to
the Palestinian people demonstrating the strength of our people and its resistance.”

An IS-modified DJI Phantom platform in 2014 showed Fallujah, Iraqi propaganda
imagery, (Iraq 2014), providing Intelligence, Surveillance and Reconnaissance
(ISR) and target acquisition, and battlefield videos during the Baiji oil refinery
assault (Weiss 2015). Islamic terrorist threats aren’t simply a Middle East issue,
Boko Haram in Nigeria regularly uses drones against government forces in the
North East (2018-2025) (Ogundipe 2018). US Yemeni strikes were reciprocated
by terrorist groups, with Houthis killing 32 military personnel at a public parade in
August 2019 (YouTube 2019).

Insurgents: Just prior to the Russian invasion of Ukraine (February 2022),
Donetsk People’s Republic’s militias in eastern Ukraine reportedly deployed
Russian-made Eleron-3SV drones modifying hobbyist UAVs for ISR support, and
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militias experimented with GPS spoofing and signal jamming against Ukrainian
drones.

Potential Applications

Surveillance supports different activities from ISR, critical in the fight against
piracy and terrorism in countries with substantial coastlines in the Gulf of Guinea,
and Horn of Africa, with high incidence threatening international shipping, espe-
cially KSA, with recent Iranian and Yemeni operations. Ships and seaports (port
security) are vulnerable, with potential for critical infrastructure attacks. Threats to
oil refineries (e.g. Aramco Abqaiq attack, September 2029) and offshore operations
(oil platforms) involves intruders with surface and air kamikaze craft, or small
submarines, with kamikaze surface autonomous boat swarms used extensively in
Ukrainian waters.

UtD technical characteristics sit at the heart of operational performance.
Endurance is the main parameter measuring how long UAVs stay persistently
aloft, varying between designs, ScanEagle has >24-hour endurance, whilst the
AeroVironment Puma, has 3.5-hours endurance. Most fixed-wing small COTS-
modified UAVs have endurance 60-90 minutes with small military ones similar
to civilian ones. Endurance may increase with modification, sacrificing payload
for batteries. FPV data-link range is typically 1-10 km. Maximum altitude is
constrained by operational choice, and payload constrained by maximum range
or sensor field of view (FOV), with small UAVs flying up to 400m altitude.
Hobbyists or commercial operators are constrained by regulation to avoid air
traffic, but non-state actors don’t respect regulations, unless keeping to flight
paths supports their objective, for example, appearing as commercial UAVs
until the last moment. Speed varies with weight, design, and propulsion, with
10-50 m/s for small fixed-wing UAVs with high speed possible with pulse-jet
engines.

Cameras are the main payloads carried by small FPV UtDs, for piloting or
secondary objectives. Cameras and payloads depend upon: application, size, and
budget. The simplest and lowest-cost video systems use analogue rather than digital
cameras, sending video to ground via amateur radio-links.

Endurance is key for surveillance, alongside range and mass, “the greater the
endurance the longer the range and the more time UAVs can conduct recon or
support with its payload.” With regard to small, modified drones: “The biggest
problem we faced is flight endurance, drone use was 20 minutes, adding limitations
and difficulties we faced in Qarou island, and Failaka island.”

Propulsion: One option is the pulse jet, similar to unmanned vengeance weapons,
now used by hobbyists world-wide, providing high-speed flight which non-state
actors may want to mount attacks where speed provides tactical advantage.

Capacity: Payloads are installed near the nose, or fuselage, allowing clear
FOV. Maximum capacity depends on design, but generally 10-20% of gross take-
off weight (GTOW), regardless of application. High-end commercial UAVs are
equipped with cheap cameras, thermal imagers, loudspeakers, and spotlights, ideal
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for UtDs. The main civilian supplier, DJI (China) accounts for 50% of the US
market, dominating >$500 USD; below this there are competing companies pro-
viding modifiable platforms.

Civilian Classification

Fixed Wing: 1t provides lift from fixed aerodynamic surfaces, whilst multi-rotor
achieves lift through rotation, at higher cost and lower endurance and speed,
making them less popular for hostile actors. Frames are important, light enough
to take off yet providing support to survive minor crashes. There are many frames,
from the common Quadcopter, to Hexacopters for heavier loads.

Very low-cost close-range UAVs have 5 km range, 45-minutes endurance, costing
under US $10k. UAVs in this class are similar to model airplanes. Close-range: up
to 50 km and 6-hours endurance, ideal for reconnaissance and surveillance.

Very-small UAVs have dimensions up to 50 cm length with flapping/rotary
wings, small, light-weight, ideal for spying. ‘Flapping’ allows perching on surfaces,
for example, Israel’s Malat Mosquito (35 cm wingspan and 40-minutes endurance,
or US Aurora’ (60 cm wingspan, 33 cm length). Larger ones use conventional air-
craft configurations.

Small UAVs have one dimension over 50 cm but under 2 m, with designs based
on fixed-wing models, and mostly hand-launched, for example, RQO-11 Raven.

Medium UAVs are too heavy for one person to carry and smaller than light air-
craft, with payloads: 100-200 kg, like the Hunter, but beyond the limits of insur-
gent operations unless supplied by state actors.

Range Limitation

An important problem is small drones and modified UtDs are designed for short
range, which is ideal for one-way missions, unlike conventional armed drones
which are generally easier to shoot down, less attractive to non-state actors than
small ‘stealthy’ UtDs.

Long-range, low-technology: Iranian Ababil’s use basic remote-control to
achieve flight and video recording, a technology available in electronics shops
world-wide, including high-resolution cameras. These are easily shot down, and
because RF-links are vulnerable to jamming or interception, aren’t regarded as a
major threat to the USA.

Short-range, high-technology: Many American and overseas companies have
developed low-cost systems, with poor situational awareness. Technology is inher-
ently dual-use using commercial inertial navigation units, found in toy helicopters
and Wii controllers, ideal for indigenous modification. US doctrine for short-range
air defence is mostly concerned with defeating attack helicopters with missiles rather
than UAV attacks. The UK should develop defensive systems as the threat from small
UtDs grows, especially short-range UtDs. Small, persistent aircraft operating autono-
mously are ideal for ‘swarm use’ and although high-end small UAVs are vulnerable
to ground fire, they are harder to target, due to low visibility, and expendable.
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Short-range, low-technology: Radio-controlled airplanes have been available
for decades, modified they may deliver small payloads to sensitive sites, but a
successful UK attack hasn’t yet been achieved, but this doesn’t guarantee continued
failure. Cheap GPS improves UAV ability to accurately find targets, and this cat-
egory represents the most immediate threat.

Reusable vs. Expendable?

Otherwise, reusable drones conduct one-way ‘kamikaze’ missions, as launching
UtDs to crash into targets is easier than launching them and landing them safely.
When survivability isn’t an issue, small systems may launch from covert locations;
weak state and sub-state groups have done this. Hezbollah used them against Israel
in several unsuccessful attacks; in April 2013, the Israel Defense Forces (IDF)
detected a drone on radar and dispatched F-16 fighters to destroy it. Hezbollah’s
poor UAV success rate contrasts with the effectiveness of ballistic missiles fired
from Gaza. Israel’s expensive success against expendable, low-technology UtDs
results from their vigilant state, with pro-active engagement rules. In the more-
relaxed USA airspace, it is possible terrorists might launch expendable armed
attacks from Canada, Mexico, or from within.

Technologies making reusable UAVs such as Predators attractive are largely
irrelevant in expendable applications. GPS navigation makes it easier for expend-
able UtDs to hit specified targets—particularly surprise attacks in which defences
are unprepared without precautions like GPS jamming. For terrorist WMD use,
precise target location is unimportant. Delivering munitions to random locations
within cities may be sufficient to satisfy terrorist objectives. Drones are preferable
for terrorist missions for overwhelming reasons: they are small and cheap, and
no hostile actors are at direct risk of injury. For terrorists in the field, for practical
logistics, there is limited interest in UAVs like Reapers. If the platform is large,
the advantage of being unmanned diminishes, it is harder to set up and launch, and
requires increased manpower.

Civilian Air Defence Implications

Civil Aviation Authorities track aircraft at other than very low altitude, to prevent
collisions amongst civil aircraft. If a Predator loitered 15,000 feet in Mexican air-
space, ATC would know—and if the Predator hadn’t filed a proper flight plan, the
Air Force could shoot it down. However, technologically advanced actors might
hijack civilian UAVs with non-kinetic technologies such as jamming or spoofing,
or small UtDs to attack aircraft near international airports.

UAV Design

Usual platform design factors, robustness, strength, redundancy, and simplicity,
are less critical for short-duration, and kamikaze missions, whilst fatigue and
corrosion, for example, are long-term issues (Suresh 1998).
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Hobbyist Materials

Airframe materials include aluminium, heavier than carbon fibre with some home-
made platforms using wood. Generally, materials have low visibility, are small,
with low RCS, ideal as ‘stealthy’ UtD platforms, coupled with low thermal sig-
nature. As seen in Ukraine, ‘cardboard’ IED-drones are effective; others include
printed circuit board, similar to fibreglass, thermoplastics, and epoxy-laminate
G10, cheaper than carbon fibre, but more expensive than wood, or plastic.

Safe navigation is critical, hence concerns about communications security, as the
‘Return-To-Origin’ (RTO), command could be hacked. In 2019, Cama exploited
the infotainment browser in a Tesla Model-3, inputting code and taking system
control (Ornes 2020), with similar attack opportunities existing on other platforms,
or to establish critical locations placement. From the RTO attack perspective, if a
fault is detected, this may not be best policy: “it may be best to go to preset location
to avoid compromising pilot location.”

Chemical, Biological, Radiological, or Nuclear (CBRN)

“The prospects of politically violent non-state actors utilising CBRN weapons has
captured public imagination” (Asal 2012). However, materials access generally
precludes CBRN capability. Technical and knowledge-sharing innovations make
it potentially easier to achieve CBRN capability, facilitating pursuit of materials
for UtD delivery. However, for terrorist groups it is “comparatively unlikely to
get its hands on anything truly devastating. Groups harbouring such goals would
probably be small and poorly resourced ... . Such WMD attacks as they are able to
mount, would be a far more modest “homebrewed’ kind and therefore within limits
of containability” (Abbott et al. 2016).

However, deadly IED UtDs are the likeliest demonstrated home-made urban
threat, a combination of ‘everyman’ drone and mobile IED. The knowledge,
resources, and technical skills to produce them is freely available. According
to Cohen, FPV drones carrying home-made bombs to produce a new level of
domestic terror are ‘just around the corner,” without accessibility issues posed by
CBRN (Schmidt and Cohen 2013). There are better and simpler ways than CBRN
to deliver potent payloads to target. Mass is a key factor for hostile actors, it
determines the potential attack payload. “Drones are technologically limited as to
the weight they carry, and generally aren’t capable of highly sophisticated attacks by
terrorists unless assisted by very capable actors, probably a nation state,” according
to Walker-Roberts (UK Parliament 2019, DTD0003). “The modified UtD payload
is its primary function, whether that is sensors and imaging, or bombs/missiles.”
Consequently, commercial UAVs should be designed to fulfil their primary role,
providing little spare capacity to minimise exploitation.

Cyber security: securing against terrorist cyber-attack is vital. In the UK, the
ASTRAEA program is securing code so no-one can tamper or hack it. However,
“Man-in-the-middle attacks from skilled hackers, can remotely down or hijack
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drones. Designing UAVs that cannot be used for nefarious purposes is harder to
achieve,” ... and may be bypassed.

Further professional views state, 2Platforms must be licensed and legally
approved to avoid unethical usage such as terrorism. But will terrorists follow
licensing actions? Asymmetric actors may modify UAVs to target individuals,
kill, destroy, or conduct activities to disrupt a state, impacting economy, or dam-
aging psychological/morale of civilian populations as seen in the recent Israel-
Gaza conflict after October 7, 2023. Unfortunately, “Dual-use cannot be legislated
against. How do you prevent lines of code from a civilian coder being used in
military items?” This inability to prevent post-sale physical or digital adaptation
leaves only pre-sale legislative action. “Unfortunately, militarisation of civilian
engineered products is inevitable. Legal enforced frameworks must be put in place,
... allowing easier detection of criminal development outside of this framework.”

Fatic’s comprehensive study on traditional offensive military drone ethical
framework The Ethics of Drone Warfare, suggests new technologies radically
changes the military values system so most traditional ethics are inapplicable
(Fati¢ 2017). Unsurprisingly, rogue states and non-state actors are unconstrained
by Armed Conflict laws, gaining tactical advantages that cannot be reciprocated by
law-abiding nations.

Justice appears to have no role in drone operations, except killings of ‘the wanted
dead or alive’ category. What is the role of traditional virtues such as ‘respect the
enemy,” with operators hundreds of kilometres away? General Soleimani’s execu-
tion in 2020 was another step in sub-war threshold West-Islamic encounters. The
US—Iran ‘drone war’ started with the US shooting down an Iranian drone over Iraq
in 2009. In 2011, Iran shot down a US RQ-170 on an Afghan mission. In 2017, US
fighters shot down two Shahel-129s in Syria, and in 2017 accused Iran of supplying
drones to Houthi rebels in Syria, with Iran, in turn, claiming to have eliminated a
Global Hawk (Gulf of Oman), with the US downing another Iranian drone over the
Persian Gulf (2019).

General Soleimani’s death took the US—Iranian drone war to new levels, and
may prove counter-productive to long-term peace efforts. Soleimani wasn’t an
Iraqi insurgent, nor terrorist, but General of a foreign national force. Legally what
crime was committed at the point of execution, and what of civilian collateral
deaths and damage? Incorrect target designation of civilians does occur, with one
mistaken Predator transcript having eliminated a civilian convoy of Afghan women
and children. Al-trained target recognition may help, but terrorist-trained software
could also, for example, ‘recognise’ a US President.

Potential military target attacks: “It is still a relatively new area, and people
tend to be reactive —hence there is a lot of awareness of drone danger where attacks
have taken place e.g. Middle East, but not domestically in the UK. ”

Media influences public perception about military drone use, creating uncer-
tainty about ethics and efficiency. There is a lack of clarity on #ow international law
and regulatory frameworks applies to military use, with legal definitions blurred
by ‘grey zone’ operations, and terms such as unlawful combatants, and pre-active
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targeted lethal action unclear. Threat assessment of risk probabilities, and damage,
are essential before a major public event occurs. Response mustn’t be driven by
ill-informed politicians chasing public clamour, activist groups, and not a poorly
considered response after an incident. Hence, its importance now, before the ‘horse
bolts.”

Terrorism

UtDs may be used effectively by terrorists in the littoral offensively, attacking shore-
side targets (power, industrial, desalination), maritime vessels, off-shore platforms,
port infrastructure, ‘hub ports,” for example, Rotterdam, global choke points, for
example, the Strait of Hormuz, or for propaganda/strategic purposes. As insurgents
use drones more, they may increase credibility with indigenous populations, using
them as effective political tools. Poplin states “militant groups are eager to cele-
brate legitimacy in a propaganda war that has taken on increased importance”
(Poplin 2014). However, insurgent actors won’t likely achieve sustained com-
petitive advantages in modified-UAVs but rely on them more. Terrorist use may
vilify technology such that the legitimacy of our drone use is questioned. Presently,
maritime terrorist activities are logistically dependent, requiring movement of
insurgents, arms/equipment, money/documents, a weakness in their supply chain.
Future scenarios include suicide bombs, with small fast UAV swarms, likely in
‘hit-and-run’ attacks on land, sea, or urban, using small platforms firing assault
rifles, or RPGs. Remote or autonomous control permits stand-off attacks to drop
bombs or mines cheaply and effectively, placing explosive devices in ports, ships,
or well-guarded buildings, combined with a Cyber assault on port-services and
infrastructure, overwhelming defences.

Conclusion

Current small commercial UAVs, are easily modified and armed, overlapping with
military drones sufficiently to warrant concern. Cheap hobbyist drones, purchased
by individuals or groups with lower sophistication compared with higher-end mili-
tary systems, require no significant infrastructure to operate, and in uncontested
airspace, disrupt transport, creating fear, or carry ordnance.

The potential for neutralising hostile actor drone ‘forces’ on the ground, prior
to launch, is minimal. They are hard to detect, covert, and many hand-launched,
providing little exposure to air/space surveillance, and easily inserted within urban
environments. It may become harder to attribute the source of attacks, especially if
civilian UAVs are ‘hijacked.” Swarming is demonstrated for mass-precision attacks
which may overwhelm defences due to numbers, especially in poorly defended
civilian areas. As autonomy and multi-vehicle swarm control matures, we must
anticipate inexpensive, expendable UtDs against ships, shore-based infrastructure,
military and civilian targets, at home and abroad in future conflict. Defence against
UtDs should be high priority. At sea platforms with greater range, endurance, and
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payload capacity, may launch small boats and flying swarms, or mount piracy
attacks.

Whilst terrorism isn’t new, there is growing realisation since 9-11 of the dangers
over land and sea. Existing domestic and international legal measures are inad-
equate against lone-wolf attacks, or groups not keeping to the ‘letter-of-the-law’;
since 2010, these have been increasingly deadly. The ‘bomb-in-the-box’ concept,
small containers to smuggle/detonate CBRN in a high-priority critical infrastruc-
ture location, or one-off attempt in public spaces, although unlikely, have symbolic
value. UtDs releasing biological/chemical agents without warning, are a risk, and
only detected when cases of unknown origin start appearing in hospitals. Modified
UtD-delivered payloads, or captured military drones, will augment terrorist object-
ives, but basic and more reliable methods can deliver more potent payloads to
targets.

The reality is exploitation cannot be stopped. “Is there some technical boundary
that makes sensors exclusively military that I’'m not aware of?” We should be
under no illusions, if all reasonable safeguards are in place, and export restrictions
effective, ‘scales are tipped’ in favour of what should limit home-made modifi-
cation, but as seen in Armenia and Ukraine, there are always nations prepared to
unilaterally supply arms to one side of a conflict.

Small COTS platforms, embracing emerging and sophisticated technological
capabilities can overcome human limitations encountered in conflicts. Strategy and
tactics are largely defined and updated by technology, and UAVs are no exception,
entering the terrorist’s lexicon, and profoundly altering the way contemporary war
is organised and conducted. There are no simple safeguards to deal with small
modified UtDs and drones, designed agnostic to intent, but operated in a hostile
capacity, are definitely here to stay.
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S Space and the New Frontier
of Warfare

Markos Trichas and Matthew Mowthorpe

Introduction

During the long years of the Cold War, and despite the development and trials
of anti-satellite weapons, an unwritten agreement adhered to by the Soviets and
the Americans was that their military satellites would remain off limits to attack
(Harding, 2023). This culminated in the Outer Space Treaty of 1967 which
prohibited the deployment of weapons of mass destruction in space. In the three
decades since that conflict ended, the boundaries of space warfare have eroded to
the point that in 2019, NATO formally declared space to be an operational domain
(NATO, 2019).

Space assets have significantly changed not only our everyday lives but also the
way we conduct warfighting. As an example, Position, Navigation and Timing data
from space have transformed the transport and financial sectors that enable “just-
in time” supply chains, support millions of pounds of global financial transactions
and synchronization of everything from utility networks to mobile phone systems
(Antrobus, 2020). Meteorological satellites have transformed the way societies
plan their everyday activities, from cultivating the land, monitoring the climate/
environment, improving food production to planning their work and holiday travel.
Communication satellites broadcast our news and sports while mega-constellations,
like Starlink, provide broadband services direct to our homes regardless of location.

Our reliance on space assets means that they have now become targets for our
adversaries. On February 24, 2022, a cyber-attack against commercial communi-
cation company Viasat, began approximately 1 hour before Russia launched its
major invasion of Ukraine (UK Gov, 2022). Although the primary target is believed
to have been the Ukrainian military, other customers were affected, including
personal and commercial internet users. Wind farms in central Europe and internet
users were also affected. However, the war in Ukraine demonstrated the value of
space as a game changer. The provision of Starlink enabled Ukrainian forces to
communicate on the battlefield and in some instances transmit to unmanned aerial
vehicles (UAVs) to target Russian forces (Trichas, 2024). In addition, commercially
provided satellite imagery dramatically enhanced the performance of Ukrainian
forces, leading the Russian Foreign Ministry to label commercial satellites as
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“quasi-civilian infrastructure that may be a legitimate target for a retaliatory strike”
(Reuters, 2022).

Russian Counterspace Program

Under Vladimir Putin, Russia has reinvigorated its political desire to obtain
counterspace capabilities for the same reason as China, to advance its regional power
and limit the ability of the US to counter Russia’s freedom of action (Mowthorpe,
2022). Russian military thought sees modern warfare as a struggle over informa-
tion dominance and netcentric operations that can take place without clear bound-
aries. Russia is pursuing the goal of incorporating EW capabilities throughout its
military to both protect its own space-enabled capabilities and degrade or deny
those capabilities to its adversary. In space, Russia is seeking to mitigate the super-
iority of US and NATO space assets by fielding a number of ground, air, and space-
based offensive capabilities (Mowthorpe, 2022).

Co-Orbital Assets

Although the Soviet Union invested some effort to develop anti-satellite weapons,
like the co-orbital Isrebitel Sputnikov (Weeden & Samson, 2021), Russian
counterspace capabilities have significantly evolved since 2010s.

On December 25, 2013, three small satellites were launched into low Earth orbit
(LEO) which looked like a routine Rodnik satcom activity. The Russian MOD
publicly announced the three satellites, Cosmos 2488, 2489 and 2490, had success-
fully separated from the upper stage. However, a fourth payload, Cosmos 2491,
was catalogued by the US military. Cosmos 2491 remained dormant until the end
of 2019, in LEO at an altitude of 1500 kilometres. Cosmos 2491 was identified
by NASA as a secretive Russian satellite which performed orbital rendezvous and
inspection manoeuvres (NASA, 2025a).

On May 23, 2014, during another Rodnik mission, three military satellites were
declared by the Russian government: Cosmos 2496, 2497 and 2498. Similar to the
2013 launch, a fourth payload was identified, Cosmos 2499. In mid-June 2014,
Cosmos 2499 began a series of manoeuvres to match the orbit of the Briz-KM
upper stage that had placed them in orbit. At the end of November 2014, Cosmos
2499 passed within a kilometre of the Briz-KM. They then drifted apart, until in
January 2015 Cosmos 2499 did a further series of manoeuvres to achieve an orbit
a few kilometres above and several hundred kilometres away from the Briz-KM.
On March 26, 2016, Cosmos 2499 adjusted its orbit slowly bringing it closer to the
Briz-KM by about tens of kilometres per day (Weeden & Samson, 2021).

On March 31, 2015, three Gonets-M satellites were launched and openly
declared as Gonets M11-M13, along with a classified military payload, Cosmos
2504. In April 15, Cosmos 2504 maneuverer to bring it close to the Briz-KM upper
stage. Between April 15 and 16, 2015, Cosmos 2504 went from an estimated 4.4
kilometres to 1.4 kilometres below the Briz-KM (Weeden, 2015). On July 3, 2015,
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Cosmos 2504 lowered its apogee and perigee by around 50 kilometres each, man-
oeuvring away from the Briz-KM. After a period of inactivity, on March 27, 2017,
Cosmos 2504 lowered its orbit, and passed within two kilometres of a piece of
Chinese debris from the 2007 ASAT test. This could indicate that Cosmos 2504
was an inspection satellite (Weeden & Samson, 2021).

On June 23, 2017, Cosmos 2519 was launched, which Russian officials
included “a space platform which can carry different variants of payloads”
(RussianSpaceWeb 2024). It made a series of small manoeuvres in late July and
August. On August 23, 2017, a small satellite designated Cosmos 2521 separated
from Cosmos 2519. Cosmos 2521 was declared by Russian officials as “intended
for the inspection of the condition of a Russian satellite” (RussianSpaceWeb). On
October 30, Cosmos 2523 another small satellite, separated from Cosmos 2521.
Cosmos 2523 was released at a velocity of 27 meters per second. At this speed, it
appears likely that Cosmos 2523 could be a projectile and part of an ASAT mission.
Throughout March, April and June 2018, Cosmos 2519 and 2521 conducted sev-
eral RPOs of each other (Weeden & Samson, 2021).

On July 10, 2019 Russia launched another set of four military payloads,
designated Cosmos 2535, 2536, 2537 and 2538. On August 7 to 19, Cosmos 2535
and 2536 began a series of RPO with approach distances as close as 30 kilometres
before backing off to 180 to 400 kilometres (Mowthorpe, 2022).

On November 25, 2019, Russia launched Cosmos 2542, which was likely the
second satellite in the Nivelir series. On December 6, Cosmos 2542 released a sub-
satellite, Cosmos 2453, which remained within two kilometres of Cosmos 2542
for three days before it conducted a series of manoeuvres to raise its apogee to 590
kilometres by December 16. These manoeuvres suggest that Cosmos 2453 moved
to where it could observe a US intelligence satellite, USA 245. Cosmos 2453 came
within 20 kilometres of USA 245 several times in January 2020. This proximity
sparked concerns from the then-commander of US Space Command. It is likely
that Cosmos 2453 was an inspection satellite.

In June 2020, Cosmos 2543 manoeuvred to come within 60 kilometres of
Cosmos 2535. On July 15, similar to the event of the first Nivelir, a small piece
of debris separated from Cosmos 2543 at a relative velocity between 140 to 186
meters per second (Weeden & Samson, 2021). It is likely this is a similar event to
Cosmos 2523 in October 2017, which was the first of Russia’s Nivelir test program.
Both the US and UK Space Commands called on Russia to desist their testing of
the system (The Guardian, 2020).

On August 1, 2022, a Russian Soyuz 2.1v launch vehicle placed a mysterious
satellite, dubbed Cosmos 2558 (2022-089A, 53323) into LEO. The launch timing
and initial orbit appeared to coincide with the orbital plane of USA 326, a classified
NRO imagery satellite that was launched in February 2022. Analysis suggested
that the orbits of Cosmos 2558 and USA 326 were very similar in inclination and
would periodically come within 60 to 70 km in altitude. On August 18, 2022,
USSPACECOM released a statement condemning Russia for this behaviour,
calling the activities of Cosmos 2558 “dangerous and irresponsible behaviour.”
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Further analysis confirmed that as of September 2022 Cosmos 2558 had altered
its orbit to continue to match the orbital plane of USA 326, although it is not in
an actual proximity orbit. It is unclear whether Cosmos 2558 is related to Cosmos
2535 or Cosmos 2542.

It is highly likely that Cosmos 2576 launched on May 16, 2024 is part of the
Nivelir ASAT programme. It is the fourth in the series of co-orbital ASAT testing
satellites, similar to those condemned by both the US and UK Space Commands
previously.

Direct Ascent Assets

Besides the highly advanced co-orbital assets, Russia has been developing highly
capable direct ascent systems. Direct-ascent systems are ground based systems,
often mobile which include a ground to space missile designed to intercept a target
satellite. Such a Russian system, named Nudol, has been tested around ten times
with varying levels of success. Almaz-Antey, whose principal role is active space
defence technologies, has pitched the system as valuable for holding US LEO
assets at risk (Weeden & Samson, 2021). Nudol is a TEL-based system composed
of the 14A042 Nudol rocket, 14P078 command and control system and 14TS031
radar. In November 2021, Russia successfully intercepted one of its own satellites
in LEO, using Nudol (The Washington Post, 2021). The operational capability of
NUDOL is up to 850 kilometres. It is likely, given successful testing, Nudol will
be operational by 2025.

Electronic Warfare as Counterspace

Russia demonstrated its GPS jamming capability during the Russian 2017 Zapad
military exercise (The War Zone, 2019) and during a NATO exercise, when
Norway determined Russia was responsible for jamming GPS signals in the Kola
Peninsula during Exercise Trident Juncture (Episkopos, 2021). The Organization
for Security and Co-operation in Europe (OSCE) in April 2021 identified in
Ukraine, an increase in GPS jamming by Russia or pro-Russian forces. On April 6,
2021, a Special Monitoring Mission long-range UAV was unable to take off from
a Ukrainian airbase in Stepanivka due to GPS signal interference (OSCE, 2021).
In addition, Russian jamming of GPS signals in Ukraine has been detected by US
forces in the region (Hitchens, 2022).

On the February 24, 2022, a cyberattack against a commercial satellite network
belonging to the US company Viasat, not only had an impact on Ukrainian mili-
tary actors but also damaged the terminals of civilian customers across Europe and
affected thousands of wind turbines in Germany (ESPI, 2022). Tens of thousands
of satellite modems had their internet service knocked out after being flooded with
traffic along with destructive commands to overwrite key data. This highlights the
wider impact that cyberattacks can have on the satellite industry.
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Jamming of Satellite Communications

“Traditional” satcom jamming is another counterspace area where Russia have
invested significant effort. The R-330Zh “Zhitel” mobile jammer is reported to
able to jam commercial Inmarsat and Iridium receivers within a tactical local area.
The TsNII research institute has declared that Tirada-2S was under development
and will be used to conduct uplink jamming of comsats (Hendrickx, 2020a). It
is likely Tirada-2S is currently in service. Another system under development is
Bylina-MM, which is designed to suppress the on-board transponders on comsats
such as Milstar, Skynet and Italsat (Weeden & Samson, 2021). Another key project
in Russia’s EW programme is TOBOL designated 14Ts227, with a project infra-
structure code of 8282. Indications about the goals of Tobol suggest that the site
would have an array of ground-based antennas that would pick up and jam what are
called unauthorized signals sent to satellites or relayed via satellites to the ground.
Vatutin, who heads a department within Russian Space Systems and is identified
as Tobol’s chief designer, has co-authored several papers and patents related to the
protection of satellites from electronic attack. One such patent describes an array of
ground-based antennas that would be used to pick up and jam unauthorized signals
sent to satellites relayed via satellites to the ground (Hendrickx, 2020a). In another
scenario, unauthorized signals downlinked from a satellite to the ground would be
identified by monitoring stations, following which the tropospheric stations would
transmit jamming signals that would reach receivers after being reflected off the
troposphere and cancel out the effects of the unauthorized signals (Hendrickx,
2020b). Another paper co-authored by Vatutin discussed the possibility of using
EW techniques to prevent both optical and radar reconnaissance satellites from
sending images to data relay satellites as they fly over. This reflects growing
interest in the use of EW systems to counter foreign reconnaissance assets. Finally,
the Krashuka-4 mobile EW system, designed to counter airborne early warning and
control and other airborne radar, has an effective range of 300 kilometres. Due to
its range and power, it is also effective against LEO synthetic aperture radar (SAR)
imaging satellites (Weeden & Samson, 2021).

Directed Energy Weapons

Russia has a long history of research in high-energy laser physics. Directed Energy
Weapons (DEW) is a ranged weapon that damages a target with highly focused
energy without a solid projectile. Russia revived its old Soviet Airborne Laser
system in 2012, called Sokol-Echelon. The Russian ABL was designed to counter
space-based reconnaissance assets in the infrared part of the spectrum, dazzling
rather than destroying (Hendrickx, 2020a). The laser type selected was a carbon
monoxide laser. In mid-2018 a court document declared that the MOD had decided
to cancel the project in late 2017, however, contracts signed as part of the project
continue to appear on the Russia’s government procurement website afterwards.
Russia is upgrading its Krona optical surveillance system in the North Caucasus
with laser dazzling capabilities. The Krona complex historically included
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ground-based radars and optical telescopes for tracking, identifying and character-
izing space objects. Under a project code-named Kalina for the Ministry of Defence,
its goal was the creation of a channel for the suppression of electro-optical systems
of satellites using solid-state lasers (Hendrickx, 2020a). Russia is also planning to
develop a laser with a range of 40,000 kilometres to attack early warning satellites
in geosynchronous orbit (Liu et al., 2020).

Russia Pursues Nuclear Weapons in Space

In February 2024, it was publicly released by US officials that Russia was pursuing
the development of a space-based ASAT weapon equipped with a nuclear device.
Clarification came from the White House National Security Council spokesman
John Kirby that it was “not an active capability that’s been deployed” (Breaking
Defense, 2024). Further details were not elaborated, however, he did confirm it was
“related to an anti-satellite weapon that Russia is developing.” This action would
be in clear breach of the 1967 Outer Space Treaty which prohibits the deployment
of weapons of mass destruction in space.

The Russia satellite referred to is Kosmos-2553, which was launched on
February 5, 2022. The Russian Ministry of Defence referred to it as a “techno-
logical satellite equipped with newly developed on-board instruments and
systems in order test them in conditions of radiation and heavy particle charged
particles” (FFF, 2022). This is likely a cover story for Kosmos-2553, a likely
nuclear mission. It was launched into a 1,987 by 1,995 km orbit with an inclin-
ation of 67 degrees. The detonation of a nuclear weapon in LEO, and the sub-
sequent nuclear electromagnetic pulse (EMP) effects could render that orbital
regime unusable for up to a year if not longer. US intelligence agencies have
assessed that Kosmos-2553 was a practice test run for putting a nuclear weapon
into orbit (Hendrickx, 2024).

The Russian development of a nuclear weapon in orbit in space is seen as the
only effective way of countering mega-constellation such as Starlink or indeed the
US Space Development Agency’s Tracking Layer concept which sees the develop-
ment of hundreds of satellites for the National Defence Space Architecture. What is
clear is any detonation in LEO of a Russian nuclear weapon in space would have a
significant indiscriminate effect on satellites in LEO for a significant period of time.

Chinese Counterspace Program

China has a long history of developing space weapons. In 2007, China demonstrated
its capability to kinetically intercept satellites in LEO from the ground (SW
Foundation Factsheet, 2012). In 2022, China demonstrated a novel, game chan-
ging, capability to hide in the “graveyard” beyond geostationary orbit (GEO) and
re-emerge to grapple a satellite in GEO (Space News, 2022). Additionally, it has
the ability to use ground-based lasers to dazzle satellites in LEO. China has the
ability to conduct radiofrequency (RF) jamming from mobile platforms against
communication satellites in LEO.
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Despite Chinese statements on space warfare claiming to adhere to the peaceful
uses of outer space, China has designated space as a military domain since 2015
(Pollpeter, 2016). The goal of space warfare and operations is to achieve space
superiority. Chinese writings as early as 2012 have declared the need for space
dominance. Examples include: “Successful efforts at establishing space domin-
ance therefore must also take into account the sustainment of this entire structure
of terrestrial and space systems and associated data and communications links,
while striving to degrade or destroy an opponent’s” (Cheng, 2012), and “Therefore,
attacks against strategic space targets require the direction of the highest-level pol-
itical authorities” (Cheng, 2012).

Co-Orbital Assets

In the summer of 2010 SHI JIAN-12 (SJ-12) conducted a number of close
approaches with the SJ-06F satellite in LEO (600 to 570 kilometres.) These
occurred between June and August 2010. In the closest approach, the two satellites
were less than 300 meters apart (Weeden & Samson, 2021). SJ-12 was launched
into a higher inclination, then manoeuvred in August 2010 to be essentially the
same inclination as SJ-06F.

Another proximity operation occurred in LEO in 2013. Three payloads
were placed in orbit at 670 kilometres from the same launch on July 19,
2013: SHIYAN-7, CHUANGXIN-3 and SHIJIAN-15. SY-7 was known to the
Chinese program as TANSUO-4 and was likely fitted with a robotic arm, which
interacted with a separating subsatellite, known as TANSUO-3 (CX-3), and was
designed to provide optical surveillance in GEO and LEO (Weeden & Samson,
2021). SJ-15 known as TANSUO-5 was designed to manoeuvre and conduct
proximity operations.

On August 9, 2013, TANSUO-5 manoeuvred close to TS-3 and TS-4 passing
close to TS-3 at a distance of a few kilometres. TS-5 on August 16 altered its
altitude by more than 100 kilometres to conduct a close approach within a few
kilometres of SHI JIAN (SJ-7), which was launched in 2005.

On October 18, TS-4 raised its orbit by several hundred meters and released
a small object, which was designated as debris. TS-4 and the “debris” orbited in
close proximity for several days, ranging between a few kilometres and several
hundred meters and it was reported that the two objects were joined together, with
TS-4 clasping the smaller “debris” object. These two objects conducted small
manoeuvres during 2014—15 with the distance never exceeding a few kilometres
(Weeden & Samson, 2021).

InApril 2014, SJ-15 (TS-5) began to conduct manoeuvres around TS-3. Between
May 12 and 14, TS-5 manoeuvred by lowering to match orbital planes with SJ-7,
and on a trajectory that brought it above and then behind SJ-7 at a range of around
150 kilometres with a vertical separation of a few kilometres. During May, TS-5
reduced the distance to SJ-7 to within a kilometre. In 201516, TS-5 (SJ-15) occa-
sionally made changes to its orbit however with no apparent reason, except for
perhaps demonstrating technologies to perform proximity operations.
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In 2016, the AOLONG-1 (AL-1) small satellite, known as the Advanced Debris
Removal Vehicle (ADRV), demonstrated using a robotic arm to capture a small
piece of debris for removal from orbit. The AL-1 did not conduct any rendezvous
operations with any objects and it did not appear to change its orbit during its two
months on orbit (Weeden & Samson, 2021). The satellite used a robotic arm to
grapple virtual targets (GSS).

On November 3, 2016, China launched the SHIJTAN-17 (SJ-17) into GEO.
SJ-17 was reportedly designed to test advanced technologies, however it was also
fitted with an onboard optical surveillance sensor (Weeden & Samson, 2021) and
a reported signals intelligence mission (Chen, 2017). Unusually, the YZ-2 upper
stage remained in obit with a perigee near GEO, and will dip down very close to and
rotate around the active GEO belt for decades to come. On November 11, 2016, SJ-
17 manoeuvred to 162.9 degrees east in GEO, relatively close to CHINASAT-5A, a
Chinese communications satellite, coming as close as few kilometres by November
30. At the end 0f 2016, SJ-17 drifted away and began a rapid drift east of two degrees
per day, and four degrees west per day on February 9, 2017, until on March 20 it
lowered its orbit and moved to rendezvous and proximity operations (RPO) with
CHINASAT-20, a military communications satellite (Weeden & Samson, 2021).

On July 29, 2018, SJ-17 conducted a RPO with CHINASAT-1C, a
communications satellite that had an unexplained anomaly and had begun drifting
westward at 0.5 degrees per day. On January 23, 2018, SJ-12 raised its inclin-
ation from 0.43 to roughly four degrees, and manoeuvred to a drift of four degrees
per day, before reversing back to zero between July 20 and 22, 2018. The large
change in inclination suggests the SJ-17 has significant dV capability as plane
change manoeuvres are amongst the most energy intensive. SJ-17 came within 1.5
kilometres of CHINASAT-1C and highly likely conducted inspection for ten days
to assess the source of the anomaly and monitor the recovery attempt of CHINSAT-
1C (Weeden & Samson, 2021). In 2020, SJ-17 made RPO with CHINASAT-6B in
January, and with SJ-20 in October.

On December 23, 2018, China launched another mission to GEO, the Tongxin
Jishu Shiyan (TJS)-3. Two objects were catalogued from the launch, TJS-3 and a
second object, 43917. What was unusual about 43917 is that in it did a series of
manoeuvers to place it into GEO at 59.07 degrees east near TJS-3. It appears that
43917 is subsatellite and maintaining a close distance, about 100-200 kilometres,
from TJS-3. In April 2019, TJS-3 left object 43917 and moved to another loca-
tion, suggesting initial checkout took place near object 43917 (Weeden & Samson,
2021). This is a significant program of testing in LEO and GEO undertaken by the
Chinese government that goes beyond what could be deemed necessary for satellite
inspection, space debris removal and space situational awareness. It is likely these
programs could be part of wider counterspace capabilities. As a Defense Intelligence
Agency (DIA) report concluded “China is developing sophisticated on-orbit cap-
abilities, such as satellite inspection and repair, at least some of which could also
function as a weapon” (DIA, 2019). The ambiguity of RPO for in-orbit servicing or
counterspace weaponry lies in the fact that the onboard tracking and guidance could
be used to collide with another satellite to damage or destroy it. A caveat is that, to
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date, the Chinese RPO satellites would need higher relative velocities and longer
closing distances (Weeden & Samson, 2021). While debris removal and in-orbit ser-
vicing could be characterized as benign activities, such assets are now directed by the
PLA Strategic Support Forces (Goswami, 2019). This indicates that activities which
were once under civilian purview could be switched when required as the program
is directed and led by the PLA. A further potential offensive use of RPO would be to
install a RF jammer onboard the chaser satellite, increasing its ability to interfere with
the satellite’s communications. Chinese academic papers recognized that reducing
the distance with a small satellite platform would decrease the power requirements
exponentially, identifying susceptible US assets such as the Advanced Extremely
High Frequency satellites (Chen, 2017). This, coupled with the Chinese doctrine that
China can defeat the United States “network centric warfare” with “energy-centric
warfare,” indicates that China has a significant interest in developing high-frequency
and directed energy weapons in space.

On October 24, 2021, China launched Shijian-21 (SJ-21) with China’s state-run
Xinhua news agency reporting its mission as “mainly used to test and verify space
debris mitigation technologies” (NASA NSSDC). On November 1, a new object
was catalogued (NASA, 2025b) alongside SJ-21, which is potentially its AKM
(Apogee Kick Motor) as catalogued by the US Space Force 18th Space Control
Squadron. There has been speculation that this object alongside SJ-21 could be
a sub-satellite released after arriving in GEO (Burke, 2021). This speculation is
based on the fact that both objects appear to remain five kilometres apart and delib-
erately synchronized after completing a re-rendezvous on November 15 (Planet
4589, 2021). If the AKM was ejected, a steadily increasing separation would be
expected. The nature of the proximity operations of the AKM and SJ-21 is not
known and it could be part of China’s counterspace testing. On January 22, 2022,
SJ-21 was observed to execute a large manoeuvre to bring itself closely next to
a dead Beidou navigation satellite. SJ-21 pulled the dead satellite out of its geo-
synchronous orbit and placed it a few hundred miles into a graveyard orbit. SJ-21
appeared to be acting as a space tug. On January 26, SJ-21 released the Beidou
and manoeuvred back near GEO. The capabilities the SJ-21 demonstrated could
be used in a counterspace role to move other satellites in geosynchronous orbit.
The technological demonstration of the SJ-21, while perhaps having legitimate
purposes to remove defunct satellites with depleted fuel reserves to the graveyard
orbit, could also serve a counterspace role.

Direct Ascent Assets

The Chinese direct ascent program’s first known tests were in 2005 and 2006, using
the SC-19, also referred to as Dong Neng-1 (DN-1), and is likely a variant based
on the DF-21 mobile series of ballistic missiles. On January 11, 2007, the DN-1
launched from Xichang and successfully destroyed a defunct Chinese Feng Yun-
1C weather satellite at an altitude of 865 kilometres (Weeden & Samson, 2021).
This ASAT test created a large amount of debris (SW Foundation) and generated a
significant amount of international condemnation.
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On May 13, 2013, a likely test of a DA-ASAT that could reach higher orbits
took place from Xichang (Weeden & Samson, 2021). This test was reported by the
Chinese Academy of Sciences as a high-altitude scientific research mission. The
Notice to Airmen (NOTAM) released by China that provided advance warning of
the flight path covered a ground track which lined up with a GEO launch trajectory.
Also, technical analysis conducted by the Union of Concerned Scientists, based on
itre-entering above the Indian Ocean, indicated that the test had an apogee 0f 30,000
kilometres with a flight time of 6.7 hours (Weeden, 2014). This is consistent with
US military official statements at the time of “nearly to GEO”. This new ASAT test
variant was labelled DN-2, with an estimated operational timeframe of 2020-25.
A recent National Air and Space Intelligence Center report stated that “China has
military units that have begun training with anti-satellite missiles” (NASIC, 2018).
More recently, the Director of National Intelligence reported in 2019 that: “The
People’s Liberation Army (PLA) has an operational ground-based ASAT missile
intended to target low-Earth-orbit satellites, and China probably intends to pursue
additional ASAT weapons capable of destroying satellites up to geosynchronous
Earth orbit” (Coats, 2019). It is likely that DN-1 is operational as this is intended to
target satellites in LEO, however, DN-2 is likely in development perhaps by 2025.

Electronic Warfare as Counterspace

China has significant capabilities in global navigation satellite system (GNSS)
jamming capabilities and has developed both fixed and mobile systems. The known
systems are downlink jammers, which can affect GNSS receivers in a local area
(Weeden & Samson, 2021). There is no open source literature that indicates that
China can target the uplink jamming of GNSS satellites. A US vessel travelling in
Shanghai in 2019, the Manukai, reported that its GPS systems had been jammed
at the berth, as both of the ship’s GPS units had lost their signals, and its AIS
transponder had failed. A last-ditch emergency system, like AIS, also depended on
GPS could not get a fix (Harris, 2019). Indeed, there was evidence that the GPS
systems had been spoofed as its true position and speed had been replaced by false
coordinates broadcast from the ground.

According to open source data in April 2018, China installed equipment capable
of jamming communications and radar systems on two of its fortified outposts on
the Spratly Islands in the South China Sea (Gordon & Page, 2018).

The PLA during exercises routinely incorporates jamming and anti-jamming
techniques against multiple communication, radar systems and GPS satellite
systems in exercises. A Defense Intelligence Agency report assessed that China is
developing jammers to target SATCOM over a range of frequency bands including
military protected extremely high frequency communications (DIA, 2019).

Given the importance of EW in Chinese military doctrine, it is likely that China
is developing a ground-based synthetic aperture radar (SAR) jamming capability.
The former GSD Third Department (now SSF) oversaw a division leader-grade
unit, headquartered in Shanghai, responsible for the intercept of Satcom and SAR
transmissions (Stokes, 2019).
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Directed Energy Weapons

China is actively pursuing the development of directed energy weapon (DEW) for
counterspace use. There is a significant amount of evidence of research and devel-
opment, and testing but limited details on operational status of any deployed cap-
abilities (Weeden & Samson, 2021). The use of lasers as a weapon is characterized
in three effects: dazzling a satellite’s imaging sensor, and/or damaging a satellite’s
imaging sensor and/or damaging to the satellite bus or subsystems. The effect of
dazzling is temporary, and is considered a countermeasure rather than a weapon.
Relative low power levels are required to dazzle. A 10-watt laser could be suffi-
cient to create a dazzling effect and obscure an area from being imaged (Weeden &
Samson, 2021). The threshold between dazzling and damage is almost impossible
to predict, as it would depend on knowledge of a target satellite’s internal design
and protective mechanisms. For use as a weapon to cause significant damage to the
sensor, a power level in the kilowatt range would be required. A very-high-power
laser would be required to cause damage to the satellite bus. The damage would
be due to the heating effects of the energy causing the essential components such
as the thermal regulation system, the batteries or attitude control system. It was
reported in 2006 that China used a ground-based laser to dazzle or “blind” a US
optical surveillance satellite on at least one occasion (Space News, 2006). China
has at least five sites that support China’s DEW work:

* Two sites at the Centre for Atmospheric Optics, Anhui Institute for Optics and
Fine Mechanics in Hefei

* Chinese Academy of Engineering Physics in Mianyang, Sichuan Province

» Korla Missile Test Facility in Xinjiang Province

Similarly, commercial imagery of Xijiang Province has shown a similar layout
to the other facilities, indicating DEW research is being conducted. The facility
has four main buildings with sliding roofs, with three of the sheds connected with
two vacuum spheres. The shape and size indicate that possibly chemical lasers
are being used (Bhat, 2019). It is postulated that the equipment under the smaller
sliding shed is used for tracking, while the other three are used individually or in
conjunction with each other. Both the Hefei and Mianyang facilities have similarly
large rectangular buildings with retractable roofs and suggest facilities where DEW
aimed at satellites could have been developed (Weeden & Samson, 2021).

Chinese ground-based laser testing was possibly confirmed by a Chinese article
from scientists working at the Changchun Institute of Optics, Fine Mechanics and
Physics:

In 2005, we have successfully conducted a satellite blinding experiment using a
50-100 KW capacity mounted laser gun in Xinjiang province. The target was a
low orbit satellite with a tilt distance of 600 km. The diameter of the telescope
firing the laser beam is 0.6 m wide. The accuracy of ATP (acquisition, tracking
and pointing) is less than 5 [microradians].

(Fisher, 2017)
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The site of the ground-based laser was likely located at Korla, Xinjiang province.
It is likely that China has developed more powerful ground-based lasers since this
test (Fisher, 2017). A recent DIA assessment assessed that China possibly already
has a “limited capability to employ laser systems against satellite sensors” (DIA,
2019). It postulated that China may field a higher power system by the mid-to-late
2020s capable of threatening the structure of non-optical satellites (DIA, 2019).

There is limited reporting from the Changchun Institute of Optics, Fine
Mechanics and Physics scientists article examining the cancelled US ABL in 2011
that China has an airborne laser program for ASAT use. In the Chinese Communist
Party celebrations in 2009 a museum displayed an image of a four-engine aircraft
using a laser to attack a satellite (Fisher, 2017). This could indicate that China is
continuing to conduct research into the feasibility of using an ABL in an ASAT cap-
ability. The same Changchun authors argue for the feasibility of a Chinese space-
based laser weapon. The authors concluded that

In future wars, the development of ASAT weapons is very important. Among
those weapons, laser attack system enjoys significant advantages of fast
response speed, robust counter-interference performance and a high target
destruction rate, especially for a space-based ASAT system. So the space-based
laser weapon system will be one of the major ASAT development projects.
(Fisher, 2017)

While the ability of China to develop such a system in the stated timeframe is

in question, the desire to develop such a system exists with the technical space
community.

Table 5.1 China and Russia’s Space-Based ASAT Testing Programmes

Launch Date Country Satellite System
December 25,2013  Russia Cosmos 2488, Nivelir ASAT development
2489, 2490, 2491
May 2023 Russia Cosmos 2496, Nivelir ASAT development
2497, 2498, 2499
June 23, 2019 Russia Cosmos 2519, Nivelir ASAT development
2520, 2521, 2523
July 10, 2019 Russia Cosmos 2542, 2543 Nivelir ASAT development
February 5, 2022 Russia Cosmos 2533, 1558  Nivelir ASAT development
May 16, 2024 Russia Cosmos 2576 Nivelir ASAT development
2013 China Tansuo 3,4, 5 Robotic Arm
November 3,2016  China Shijian-17 Optical and Sigint Proximity
Operations Testing possibly
EW
December 23,2018  China TJS-3 Co-orbital ASAT
Development
October 24, 2021 China SJ-21 ASAT Development for

Grappling and Proximity
Operations
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Conclusion

Both China and Russia are rapidly advancing counterspace capabilities. The pace
of development greatly surpasses the international community’s ability to monitor
and counter-react. A much faster, more agile, risk-taken approach needs to be taken
to allow innovative solutions to be created to tackle the novel space threats. All
states need to make the protection of space assets their number one priority but all
efforts need to be co-ordinated and in coherence. A potential solution needed to
address this space threat is the deployment of a multi-orbit system of systems that
can detect non-ballistic missiles from launch to their designated target areas (Stone,
2022). A multi-layered, space-based architecture in LEO, MEO, GEO and polar
orbits is recommended to not only detect missiles at all altitudes but also to provide
fire control information in near real time. Resilience could be further enhanced
by deploying satellites that are capable of enhanced manoeuvre to avoid ASATSs;
this capability tends towards smaller detection satellites in LEO. Additionally,
deploying decoys in LEO, MEO and GEO would complicate an adversary’s attacks.
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6 The Role of Hypersonics in Modern
Warfare

Tracey German

Introduction

In the rapidly evolving landscape of modern warfare, the emergence of hyper-
sonic technology has ushered in a new era of strategic capabilities and military
supremacy. Hypersonic weapons systems, with their ability to strike targets with
unparalleled speed and precision, have not only raised questions over deterrence
but have also challenged traditional notions of defence and offence. This chapter
explores the role that hypersonic weapons could play in reshaping the dynamics of
conflict. Hypersonic weapons are perceived to sit alongside other modern techno-
logical advances such as Al, cyber and UAVs in terms of the potential for changing
the face of the battlefield. The director of the US Defence Intelligence Agency has
argued that developments in ‘hypersonics propulsion will revolutionise warfare by
providing the ability to strike targets more quickly, at greater distance, and with
greater firepower’ (Defense Intelligence Agency 2018). But what is the reality?
Will hypersonic weapons revolutionise the conduct of war? And what are the
strategic implications of hypersonic weapons and their proliferation? Hypersonic
weapons were used on the battlefield for the first time in March 2022, when Russia
struck targets in Ukraine with its Kh-47M2 Kinzhal hypersonic missile. However,
even before this first use they had entered the popular imagination, with Sam
Fender singing about hypersonic missiles on his debut album of the same name in
2019. The advent of hypersonic weapons technology has generated a lot of noise,
but there are doubts over whether the early use of these missiles on the battlefield
has lived up to the promise. Russia has got through its limited inventory relatively
quickly, generating little substantive change in the military situation. This chapter
sets out the key characteristics of hypersonic missiles, the challenges presented by
such weapons and explores the Russian example to demonstrate why states decide
to pursue hypersonic technology, as well as the potential pitfalls.

Williams (2020) notes that the arrival of aerial hypersonic weapons shares
some similarities to the introduction of other long-range strike systems, such as
the intercontinental ballistic missile (ICBM) and the strategic bomber. He cites
Herman Kahn, who warned in the 1960s that ICBMs and other nuclear weapons
could make wars much easier to start, as their constant readiness would obviate
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the need to mobilise for a major military effort.! Although these technological
advances changed the character of conflict, they were not as disruptive as initially
feared. Many analysts view the emergence of hypersonic weapons in a similar
light, concerned that they may disrupt strategic stability and the balance of mili-
tary power (Wilkening 2019). By contrast, Reny (2020) has reasoned that nuclear-
armed hypersonic weapons will provide an overall stabilising effect in the global
arena, but will further destabilise regional competition and conflict. A 2019 UN
report posits that although the military utility of hypersonic weapons systems
remains unclear, they may offer new capabilities that have strategic ramifications,
even if the weapons themselves are not strategic in nature (United Nations Office
for Disarmament Affairs 2019, viii). It is important to note that, currently, hyper-
sonic missiles are not yet nuclear armed; they only offer conventional capabilities.

The development of a hypersonic weapons capability needs to be viewed as part
of a state’s pursuit of strategic advantage over a competitor or adversary. Stone
(2018) has also compared the hypersonic arms race as a ‘race to the moon sort of
thing’, involving national pride. Thus, the pursuit of hypersonic capability is linked
to potential arms racing and the notion of a security dilemma. While hypersonic
weapons offer a number of advantages, notably speed and precision, they are also
very expensive and therefore out of reach for many states. As will be discussed
below, the US, Russia and China have been developing hypersonic weapons,
driven to a large extent by fear of losing strategic advantage to their competitors.
This was emphasised by the US Department of Defense, which has noted the need
to ‘sustain military advantage over China’, by making major investments in a range
of areas, including integrated air and missiles defences, and hypersonics (Office of
the Under Secretary of Defense 2023, ii).

Defining Hypersonic

The term ‘hypersonic’ refers to travelling at five times the speed of sound, Mach
5, around 3,700 mph. There are a number of challenges associated with hyper-
sonic flight, including the fact that aerodynamic forces at high speeds are severe.
Furthermore, hypersonic flight produces intense heat, complicating the production
of viable weapons systems. While hypersonic speed is a defining characteristic
that differentiates hypersonic missiles from others, hypersonic weapons are not
defined solely by the speed at which they travel; Oelrich (2020) points out that
modern ICBMs already travel above Mach 5 and thus hypersonic weapons have
been in use for decades. However, ICBMs fly on a predictable trajectory as they
are unpowered. The difference between hypersonic missiles and ballistic missiles
are the former’s key characteristics of speed, range and manoeuvrability. This man-
oeuvrability means that the missile’s final destination remains ambiguous until the
target is reached, making them difficult to defend against as they need to be con-
tinuously tracked, while the speed of their flight means that response timelines are
compressed. Hypersonic weapons also fly in a different part of the atmosphere to
existing missiles — higher than subsonic missiles, but lower than ICBMs — further
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complicating efforts to track their trajectory. The advantages offered by hyper-
sonic weapons were set out in a report from the US Department of Defense, which
stated that ‘[h]ypersonic systems expand our ability to hold distant targets at risk,
dramatically shorten the timeline to strike a target, and their manoeuvrability
increases survivability and unpredictability’, noting that strategic competitors are
rapidly developing advanced hypersonic missiles (Office of the Under Secretary of
Defense 2023, 4-24).

Hypersonic Weapons Systems

There are two main types of hypersonic weapons systems: hypersonic cruise
missiles (HCMs) and hypersonic glide vehicles (HGVs). HCMs maintain a con-
stant hypersonic speed (and usually altitude) and are powered over the entire
course of their flight, initially boosted by a rocket and then using an air-breathing
engine known as a scramjet to maintain their speed. Consequently, HCMs require
smaller launch rockets than HGVs and therefore cost less. The US successfully
tested a scramjet hypersonic missile, the Hypersonic Air-breathing Weapon
Concept (HAWC), in 2022 (Liebermann 2022). HGVs are typically launched on
top of ballistic missiles (often referred to as a boost-glide system) and then glide
back through the atmosphere to their target at hypersonic speeds (SIPRI 2022).
Examples of HGVs include China’s Dongfeng-17 (DF-17), Russia’s Avangard and
the U.S. Navy’s Conventional Prompt Strike system.

The discussion about hypersonic weapons is often complicated by a blurring
of the lines between conventional and nuclear capabilities. Although they are not
(currently) nuclear-armed, hypersonic missiles bolster conventional capabilities
and could enhance nuclear deterrence and associated strategic stability. There
is also debate about the utility of hypersonic weapons and the type of missions
that hypersonic weapons could be deployed on: what missions require the cap-
ability to project weapons globally? Acton (2013, 7) suggests there could be four
possible missions for hypersonic missiles, which require a rapid, unexpected
response: denying an adversary the ability to utilise its nuclear arsenal, disabling
satellite capabilities, impeding A2AD and striking high-value targets such as an
aircraft carrier, the destruction of which is likely to have a significant impact on the
outcome of a major war.

Notwithstanding the hype surrounding their development, hypersonic weapons
present a range of challenges, from the difficulties associated with their develop-
ment to the question of how to defend against them. The production of hypersonic
missiles presents a range of technical challenges, necessitating complex techno-
logical solutions, and are therefore very expensive to develop. Consequently, they
are not currently produced in large numbers. Unpredictable trajectories lead to
target ambiguity, making them very difficult to defend against and prompting con-
cern that this ambiguity could lead to strategic instability. Their speed compresses
timescales for decision-makers in states that are being targeted, making it much
more difficult to detect, assess, decide and take counter actions.
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Impact on Deterrence and Strategic Stability

The speed and manoeuvrability of hypersonic missiles means that they are able
to penetrate existing ballistic missile defence (BMD) systems, as well as most air
defences, undermining a state’s ability to defend itself. Without accurate and timely
information about the precise path a missile is taking, it is almost impossible to
defend against an attack. The development of hypersonic weapons technology is
likely to predominantly impact states that already have effective BMDs, potentially
shifting the existing balance of military power and impacting strategic stability.
Existing ballistic and cruise missiles are considered to be a cost-effective weapon
and symbol of national power, particularly if nuclear-armed (Defence Intelligence
Ballistic Missile Analysis Committee 2020, 2). The advent of nuclear weapons,
in particular the development of nuclear-armed Intercontinental Ballistic Missiles
(ICBMs), enabled states to project their power and deter others from attacking with
the threat of retaliation.

During the Cold War era the principle of mutually assured destruction (MAD)
deterred the US and USSR from considering a nuclear attack as each had enough
weapons that a potential attacker would be punished out of proportion to any
advantages from striking first. The Cold War-era nuclear rivalry between the US
and USSR led to the notion of strategic stability, an umbrella term that encompasses
a range of definitions and ideas. The narrowest understanding of strategic stability
refers to the absence of incentives to use nuclear weapons first (crisis stability)
and the lack of incentives to build up a nuclear force (arms race stability). It also
refers to the existence of a degree of predictability and transparency between two
nuclear-armed powers, and the absence of armed conflict between them. The emer-
gence of hypersonics has raised concerns about the continuing efficacy of existing
nuclear deterrence and strategic stability, as they could undermine the vital cap-
acity for a credible first and second-strike capability. There is disagreement about
their strategic implications however. Some argue that the speed and unpredict-
ability of hypersonic missiles could generate ambiguity around the intended target,
potentially triggering strategic miscalculation or unintended escalation. There is
also a danger that a lack of clarity over whether a missile is conventionally armed
or nuclear could trigger escalation or miscalculation. Cimbala and Lowther (2022,
292-3) suggest that while hypersonics are unlikely in the short term to damage the
existing model of deterrence stability based on assured retaliation, if deployed in
large number they could alter it by generating uncertainty about the survivability
of nuclear retaliatory forces and nuclear command, control and communications
systems. Other scholars dispute the contention that hypersonic missiles change
either the strategic balance or military capability because states such as China
and Russia already possess the ability to launch a massive ballistic missile strike
against the US that would overwhelm its missile defence systems (Raitasalo 2019).

Arms Racing? The US, China and Russia

Hypersonic weapons programmes have the potential to fuel an arms racing
dynamic. As states gain military advantage, adversaries look for ways to counter
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it, driving change and innovation, as well as the security dilemma. In order to
be able to secure themselves, states must regularly monitor the military capabil-
ities of other states, either allies or adversaries, and respond accordingly, for
example, by increasing their own capabilities or engaging in arms control nego-
tiations. The proliferation of weapons can trigger regional arms races, exacer-
bate existing tensions and increase distrust and hostility. Both China and Russia
have made it clear that their hypersonics programmes have been driven in part
by the US one (as well as its missile defence system), and vice versa, contrib-
uting to a reinforcing effect and arms racing dynamic. The emergence of hyper-
sonic weapons capability challenges the ability of states to manage escalation
dynamics, potentially leading to misunderstanding and miscalculation, thereby
creating strategic instabilities; the perception of advantage gain is as importance
as the reality.

The US isinvesting in hypersonic capabilities as one of the highest priority crit-
ical technology areas to ensure continued battlefield dominance (House Armed
Services 2023, 2). It has developed a National Hypersonics Strategy to accel-
erate the development and delivery of these capabilities, including air, land and
sea-launched, intermediate-range, conventionally armed hypersonic weapons.
The U.S. Navy’s Conventional Prompt Strike (CPS) Program is developing a
non-nuclear hypersonic weapon system to provide a prompt, conventional strike
capability. There are also several other programs under development, including
the Air Force’s AGM-183A Air-Launched Rapid Response Weapon (ARRW)
and the Army’s Long-Range Hypersonic Weapon (Suciu 2021). In addition, the
Defense Advanced Research Projects Agency (DARPA) working with the U.S.
Air Force has successfully tested its Hypersonic Air-breathing Weapon Concept
(HAWC). According to the Department of Defense budget report for FY2025:

Hypersonic systems will deliver cutting-edge capabilities and strategic options
to the Armed Forces to ensure the DoD maintains the ability to deter potential
adversaries and defeat aggression whenever necessary. The FY 2025 President’s
Budget supports developing and demonstrating offensive hypersonic strike
weapons, hypersonic defense systems, and critical enablers such as science
and technology, workforce development, test and evaluation infrastructure, and
industrial base capability and capacity.

(Office of the Under Secretary of Defense 2024, 4-24)

Advocates of the US hypersonics programme argue that, as well as enhancing
deterrence, such weapons will ensure that the US retains dominance over its stra-
tegic competitors, notably China and Russia. There is also an argument that by
investing in hypersonic capabilities, the US is imposing costs on China, which
will need to invest time and money in counter-hypersonics. However, as the 2022
National Defense Strategy (US Department of Defense 2022) noted, new technolo-
gies such as hypersonics are also complicating escalation dynamics and creating
new challenges for strategic stability. The US CPS Program potentially triggered
an arms race, as states such as China and Russia sought to counter US advances
with their own hypersonics.
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China is investing heavily in the development of hypersonic weapons systems,
including the Xingkong-2 (Starry-Sky-2), a ‘hypersonic vehicle prototype’ that
was successfully tested in 2018. According to Western analysts, China’s military
leadership views hypersonic technology as an important element of its regional
warfighting strategy, as well as a strategic deterrent (Bernstein & Hancock 2021).
Xingkong-2 is believed to have a range of 700—-800 km and makes use of an experi-
mental ‘waverider’ design that uses powered flight after launch, sustaining lift by
creating shockwaves. The centrality of hypersonic weapons systems to China’s
future military capabilities was emphasised by the inclusion of a Dong-Feng-17
(DF-17) HGV at a 2019 military parade led by President Xi Jinping, marking the
70th anniversary of the PRC. The DF-17 is a road-mobile medium range ballistic
missile, which carries a HGV with a range of 1,600 km. China has also tested the
DF-41 intercontinental ballistic missile, which circumnavigated the globe during a
test in July 2021 — prompting a US defence official to compare the event to the start
of the space race in the 1950s (Seldin 2021).

Leaked reports from the US Pentagon in 2023 expressed concern that China
had tested a longer-range hypersonic missile that was believed to be capable of
evading all existing anti-missile defences deployed by the US and its allies (Rogin
2023). The DF-27 is thought to have a range of 5,000—8,000 km, enabling Beijing
to strike targets far beyond its traditional area of interest and operation. Chinese
military planners have reportedly run war game simulations of a hypersonic strike
on a US carrier group in the South China Sea, with ‘catastrophic’ results for the
US CSG (Chen 2023). China’s hypersonic capability threatens to shift the stra-
tegic balance of power and limit US options for assisting Taiwan in the event of a
Chinese invasion.

One of the key concerns over the development of hypersonic weapons systems
is their proliferation beyond the US, Russia and China, and fears that smaller states
might be able to credibly threaten attacks against the major powers, changing the
strategic balance (Speier et al. 2017). Several countries are currently pursuing
hypersonic capabilities, including Australia, France, the UK and Japan, which has
invested in both an HCM and HGV programme (Yeo 2020). In April 2022, the
leaders of the AUKUS defence pact stated a firm commitment to trilateral cooper-
ation on hypersonics and counter-hypersonics (10 Downing Street 2022). India is
developing the Brahmos II HCM and North Korea claims to have tested multiple
test flights of a hypersonic capability since 2021 (Indian Ministry of Defence 2020).

Russian Hypersonic Weapons Systems and the War Against Ukraine

As discussed above, Russia’s war in Ukraine witnessed the first use of hypersonic
missiles on the battlefield, when Moscow used its Kh-47M2 Kinzhal missiles to
strike Ukrainian targets: on March 19, 2022, the Russian Ministry of Defence
claimed to have fired a Kinzhal missile at a munitions store near the town of
Deliatyn in the southwest of Ukraine, the first known use of a hypersonic weapon
in combat (BBC News 2022).2 While Russia sought to frame the use of the Kinzhal
as being highly significant, the use of hypersonic weapons in Ukraine has not been
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the game-changer that some thought they might be. The war has seen a return
to very low-tech World War Two-era trench warfare and the use of heavy artil-
lery, alongside modern technological developments such as UAVs and hypersonic
missiles. Nevertheless, other countries have been paying close attention to these
developments: China has reportedly analysed the performance of the Kinzhal on
the battlefield, likely drawing lessons for its own hypersonic weapons programme
(Goldstein & Waechter 2024).

An article published in a Chinese defence journal sets out a detailed analysis of
the Kinzhal’s performance in combat and the use of the Su-34 as a launch platform
for the missile. It concludes that the use of the hypersonic missile is unlikely to shift
the course of the war, noting that after 18 months of war, Russia had few left in its
inventory: ‘the Kinzhal is expensive to build and is not available in large quantities.
It can only be used to attack strategic targets, (Goldstein & Waechter 2024). The
author of the Chinese analysis notes a number of defects in both the missile and the
Su-34 used to launch it, noting that it was apparently unable to overcome Ukrainian
air defences: ‘the Ukrainian Ministry of Defence announced that the Ukrainian Air
Force shot down a Kinzhal hypersonic missile using the Patriot PAC-3 air defense
missile system on May 4, 2023’ (Goldstein & Waechter 2024).

There were some critical warnings published in Russian too. In an article
published in early February 2022, prior to Russia’s invasion of Ukraine, Mikhail
Khodarenok, a former colonel who worked within the General Staff’s Main
Operational Directorate, warned about the dangers of placing too much hope
in high-tech weaponry. His analysis provided a clear-eyed assessment of the
challenges that might confront an invading Russian force and he warned that stocks
of high-precision weapons were not limitless:

Tsirkon hypersonic missiles are not yet in service. The number of Kalibrs,
Kinzhals, Kh-101 (air-launched cruise missiles) and Iskanders is at best
measured in hundreds (dozens in the case of the Kinzhal). This arsenal is com-
pletely insufficient to destroy a state the size of France and a population of more
than 40 million people.

(Khodarenok 2022)

While the use of hypersonic missiles in Ukraine may not have been the silver bullet
on the battlefield that Moscow (and others) was hoping for, they have featured
heavily in Russian military thinking and strategic planning for a number of years.
Russia’s development of hypersonic missiles appears to have been driven largely
by the US missile defence programme, as well as its development of Prompt
Global Strike, which is reported to be capable of delivering precision-guided con-
ventional airstrikes anywhere in the world within an hour, prompting the Russians
to develop a similar capability. Russia has had long-running concerns about stra-
tegic stability since the end of the Cold War: US missile defence was perceived to
have undermined the importance of nuclear weapons, eliminating Russia’s stra-
tegic parity. However, the debate amongst Russian experts suggests that high pre-
cision weapons and hypersonic missiles could go some way to restoring this parity.
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A central element of this is the development of HCMs, which are able to circum-
vent advanced air-defence systems. Equipping the Russian armed forces with high-
precision and hypersonic weapons systems was believed to considerably boost its
conventional military capabilities and was expected to pose a long-term challenge
to potential adversaries. One military theorist has emphasised that victory in future
wars will be dependent on an actor achieving superiority over an adversary and
gaining (and retaining) the initiative, stressing that in order to achieve this the
development of hypersonic missiles will remain a priority direction for Russia.>

In his annual address to the Federal Assembly in February 2019, Putin accused
the US of pursuing ‘absolute military superiority’ with their missile defence plans
and warned that the Russian response would be ‘efficient and effective’ (President
of Russia 2019). A long-running Russian concern regarding US missile defence
centres around the loss of strategic parity with the US; hypersonic missiles are
seen as one way to regain parity. Speaking in 2019, Putin set out details of the
Avangard hypersonic boost-glide vehicle, which was put into service in late 2019,
and the Tsirkon hypersonic missile, saying it could strike targets over 1,000 km
away and reach speeds of Mach 9, and warned Russia’s enemies to ‘calculate the
range and speed’ of the country’s future arms systems (President of Russia 2019).
A number of successful test firings of the Tsirkon missile took place from the
Admiral Gorshkov frigate during 2020 and in October 2021 the Russian Ministry
of Defence announced that a Tsirkon missile had been successfully launched from
a submarine for the first time (Jonassen 2021).

Putin has described the development of laser, hypersonic and kinetic weapons
as a huge breakthrough in Russia’s military technology, significantly boosting ‘the
capacity of the Russian Armed Forces, ensuring a high level of Russian military
security for many years, and even decades, to come and it helped strengthen our
strategic parity’ (President of Russia 2021). This was reflected in the Russian State
Armament Programme covering the period 2024 until 2033, which focuses on
high-precision weapons, including hypersonic weapons, the introduction of robotic
systems, weapons based on new physical principles, electronic warfare equipment
and command and control systems based on artificial intelligence (Interfax 2021).
These plans are likely to be significantly impeded by the sanctions regime imposed
on Russia in the wake of its 2022 invasion of Ukraine, which has drastically limited
access to key components such as semi-conductors and microchips.

Conclusions

Do hypersonics represent a revolution in military affairs (RMA) or are they just
an evolution? The notion of a fundamental shift in the character and conduct in
military operations driven by technological advances was first mooted by Soviet
military theorists in the 1980s. Under the leadership of the Chief of the General
Staff Marshal Nikolai Ogarkov, they identified a ‘military technical revolution’
(voenno-technicheskaya revolyutsiya), driven by advanced nuclear weapons, the
development of long-range precision strike conventional weapons and information
technology.* The term was a precursor to the idea of a ‘revolution in military affairs’



The Role of Hypersonics in Modern Warfare 79

(RMA), which gained prominence in the US in the 1990s, arguing that technology
on its own is insufficient to drive major military change; RMAs require operational
innovation and changes in doctrine and organisation, alongside new technology
(Van Creveld 2010; Metz 1995; Sloan 2002). The information presented above
suggests that currently, they are not an RMA, as there has yet to be related change
in doctrine and organisation. Furthermore, there are a range of complex technical
challenges that need to be resolved in order for hypersonic weapons to become a
cost-effective capability. The current significance of hypersonic weapons systems
for the character of conflict lies less in their tangible impact on the battlefield and
more in terms of what they mean for the global balance of power, their strategic
significance, derived from their potential to undermine an adversary’s ability to
project power. Chinese hypersonics could prevent US aircraft carrier groups oper-
ating in the Pacific area, because of their vulnerability to any potential strike; this
would undermine the US’s ability to project its power on the global stage.

Notes

—

Kahn (1968) wrote: ‘[O]ne argument against nuclear war is that it may be peculiarly

unstable, or volatile, because the tendency for social lethargy to brake violence is reduced

nearly to the vanishing point. Preparations for large scale conventional war are painful;

for nuclear war, they are not. The restraints on the outbreak of large-scale violence in

nuclear war are therefore chiefly, intellectual, ethical, or doctrinal ones’. Herman Kahn,

On Escalation: Metaphors and Scenarios (New York: Frederick A Praeger Inc., 1968),

p. 121.

2 The Kinzhal is a hypersonic aero-ballistic system that is dropped from an aircraft, which
accelerates to hypersonic speed using a rocket and then follows a ballistic trajectory.

3 For further details, see Tracey German, Russia and the Changing Character of Conflict
(Amerhurst: Cambria Press, 2023).

4 For a detailed analysis of the Soviet debates, see Mary C Fitzgerald, ‘Marshal Ogarkov

and the new Soviet Revolution in Military Affairs’, Research Memorandum, CRM 87-2,

January 1987, Center for Naval Analyses.
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7 Globalization and Naval Strategy

The Eastward Migration of Sea Power and
Its Impact on Maritime Strategy

Sidharth Kaushal

Introduction

Globalization in the 21st century has a character fundamentally different from that
of the 19th century. This is not related to the volumes of goods and services traded,
which have increased in a relatively linear manner over the last century (with global
exports representing 25% of global GDP as opposed to 15% in 1900) (Estaban
Ortiz Ospina, 2024). Rather, the two major trends visible over the course of the last
decades of the 20th century have been the interaction between different varieties
of capitalism with the receding direct economic role of the state in many societies
corresponding with the emergence of mixed market models in others and shifts in
the locus of industrial production (including in the shipping sector) being driven
by the convergence of economies which intentionally run structural surpluses in
the pursuit of full employment (such as the PRC) with service oriented economies
which run structural deficits (most of the postindustrial world) (Hall, 2001; Prasad,
2016, 50-60). Additionally, it must be noted that in certain ways globalization
remains a regionally driven phenomenon. For example, much of the United States
trade occurs within the western hemisphere while ASEAN (taken collectively)
represents China’s largest trading partner (Mission of the PRC to ASEAN, 2024;
Office of the United States Trade Representative, 2024).

These trends have had a strategic impact in the maritime domain, where the
character of commerce and conflict are intertwined to a degree not always visible
in other domains. This impact has been felt in three ways, illustrated by the case of
the first island chain and in particular the South China Sea.

First, the ability of the US and PRC to respectively constrain trade have been
impacted in different ways. A complex shipping sector in which transactions can
occur at sea makes distant blockades increasingly difficult to enforce, eroding the
impact of the US’ advantage in blue water capabilities. In waters near the littoral,
however, when the destination of a vessel is more easily known, this changes. The
PRC enjoys considerable advantages here both in the form of its smaller vessels
but also its coast guard and paramilitary forces — all of which can be employed to
constrain the economies of regional opponents if the PLAN is able to secure sea
control.

DOI: 10.4324/9781003520160-7
This chapter has been made available under a CC-BY-NC-ND license.


http://dx.doi.org/10.4324/9781003520160-7
http://dx.doi.org/10.4324/9781003520160-7

Globalization and Naval Strategy 83

In the medium term, however, this may change. A major challenge which
western states including the US will have to confront in the maritime domain is
the bifurcation of maritime power and sea power. States have little control over
insurers or private carriers, all of whom may wish to comply with an opposing
state’s demands. This would appear to be changing with cross-government efforts
to control the commercial sector increasingly visible in the US, particularly with
respect to critical maritime infrastructure. This in turn is driving a Chinese effort
to rely on domestic providers for services such as insurance and the creation of
critical infrastructure. A partial deglobalization of the maritime sector can make
distant blockades more viable in the medium term along with other forms of eco-
nomic warfare since each side’s trade is forced by state policy onto carriers and
infrastructure which are readily identifiable.

Perhaps the most profound shift visible, however, is the change with respect to
which states constitute sea powers — a term broader and more encompassing than
just naval power (Lambert, 2018 p.5—10). Today, China has a trade to GDP ratio
of 37% as opposed to the US’ 27% (Macrotrends, 2024). The PRC boasts a larger
merchant marine than any other state and has 230 times the US’ shipbuilding cap-
acity (Splash 24/7, 2023). Equally, because of the regionalization of trade and the
fact that any conflict would be fought in its backyard and not the US’ it has far more
to lose from commercial disruptions both incidental to a conflict and those which
emerge from an opponent’s strategy.

For the first time in recent history, then, the US may find itself in the role not of
the sea power in a competition but rather that of a relatively insular power with a
large navy attempting to offset the advantages of a sea power and disrupt its mari-
time dependencies. In effect, the US will occupy a role held by competitors such
as Germany and the USSR. This will impact every level of force structuring and
employment.

The Character of Sea Control

In important respects the character of sea control — the ability to both use the sea
for military and commercial purposes and to prevent an opponent from being able
to do so — is changing.

For many decades, China’s leaders have fretted about the “Malacca dilemma”,
the notion that the PRC, which is increasingly dependent on external hydrocarbon
imports is vulnerable to a distant blockade (Lantegiene, 2008, 143—161). This would
seem eminently reasonable and has been the curse of many a nation which had to
trade through chokepoints controlled by a rival (for example, Germany during the
First World War). Yet what is perhaps most noteworthy about the Malacca dilemma
is the degree to which it is a chimera, something which would have not been the
case until recently.

The character of international shipping today is sufficiently globalized to make
interdiction at reach inherently difficult unless one is also willing to impact every
economy within a cordon (including allied ones). Vessels can operate under flags
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of convenience and their ownership structures often involve multiple stakeholders
including registered owners, beneficial owners and ship operators (Shugart, 2024).
Vessels can often travel using flags of convenience and can conduct transactions on
the high seas, changing their destinations in the process. Unlike years gone by in
which the ability to control the activities of a nation’s merchant marine went a sig-
nificant way towards controlling its trade, in a modern context this will not suffice.
Even nations which do possess sizeable merchant marines (including China) typ-
ically employ state-owned or flagged vessels closer to their home waters, while
relying on international shipping further afield. As a consequence, distant blockades
will be increasingly difficult to enforce.

It might be argued that the US could enforce something analogous to the
navicert system on vessels travelling through the Malacca Strait. Such a system
would, however, require the acquiescence of neutral states in a putative conflict at
a time when the positions of neutral states will be of particular importance to both
belligerents and offending their sensitivities is likely to be avoided. Interdicting
vessels which identifiably used Chinese ports might be another option albeit one
which would require the cross referencing of imagery and AIS data as well as a
legal mechanism to address claims of unlawful interdiction.

An alternative means of achieving sea control might be the denial of insurance
to vessels travelling to specific destinations. Reliance on Western insurers has been
identified as a strategic risk by Chinese decision-makers in the wake of the oil price
cap on Russia (Siqi, 2023). Once more, however, this would be difficult to achieve
on a discriminate basis. If insurance was, for example, denied to all vessels oper-
ating within a region like the First Island Chainon the basis of war risks, this would
impact neutral states. On the other hand if specific legislation was crafted by the
US or allied states such as the UK to constrain ship owners voyaging to China, this
would require the ability to identify transgressing vessels in large enough numbers
to have an economic impact which is challenging for the reasons that interdic-
tion itself is. Moreover, the enabling legislation needed to achieve this would have
to be enacted in multiple states in which P&I club insurers operate — something
which China could use its considerable economic influence to preclude. Finally, as
illustrated by the emergence of Russia’s “dark fleet”, uninsured vessels could fill
the void — although if a nation’s trade was forced to rely on such vessels this might
simplify the task of interdiction.

The relationship between the state and insurers is also a concern with respect to
achieving freedom of action for friendly commerce in the maritime domain. While
states themselves can prove resilient to external pressure, the same cannot always be
said of actors within the private sector. A recent example of this might be the success
of the Houthi movement in driving Western shipping in the Red Sea, a function of
the fact that insurers are unwilling to accept the risk of transit (Saul, Cohn, 2024).
In the Pacific, China’s claims for an extended air defense identification zone in the
East China Sea has been repeatedly contested by the air forces of the US and Japan,
but private airlines have largely complied with Chinese claims making them a de
facto reality (CNN, 2013). It remains to be seen how this dynamic will play out with



Globalization and Naval Strategy 85

respect to China’s coast guard law in the Taiwan Strait or any juridical claims it
chooses to enforce in the South China Sea (Heung and Hui, 2024).

The net effect of this is twofold. First, the locus of sea control is moving towards
the littoral from the blue water (areas of the open ocean more than several hundred
nautical miles from land in which larger navies have historically operated). Part
of the reason that China can potentially control commercial activity more easily
than the US is by dint of its proximity to key shipping lanes within the First Island
Chain and the terminal points for trade (for example, the ports of a competitor
state). This persistent presence in the littoral where the destinations of vessels are
less ambiguous would appear a precondition for effective sea control over a com-
mercial sector too complex to govern in the blue water or at distant chokepoints.

For the US, in a conflict with China, this would incentivize operating in the lit-
toral particularly since this is where vessels which are unambiguously Chinese are
likely to be concentrated (since the vast majority of Chinese flagged and owned
shipping operates in the First Island Chain).

However, in order to effectively deny Chinese trade, US vessels would need to
be able to operate within the First Island Chain where PRC flagged vessels could be
engaged in a more discriminate way. However, this necessarily implies operating
in waters contested by a range of anti-access area denial capabilities from longer
ranged systems such as the DF-21D anti-ship ballistic missile to anti-ship cruise
missiles such as the YJ-18 and diesel electric submarines like the Chinese Type 039
Yuan Class (Kaushal and Markiewicz, 2019 55-60)

This having been said, the ability to constrain shipping closer to an opponent’s
coastline can be achieved even when a fleet cannot operate freely near it. In the
Black Sea, for example, the Russian Navy was able to deny the movement of
shipping near Odessa long after the threat posed by Ukrainian Neptune anti-ship
cruise missiles and donated Harpoon ASCMs made operating vessels in the north-
western Black Sea unacceptably risky (Kaushal, 2024). This was accomplished
primarily by an offensive mining campaign. Mines remain an effective means of
enforcing a close blockade near an opponent’s coastline and mines which can be
remotely activated (for example, the US quickstrike mine) can be laid in peacetime
without contravening international law since they pose no risk without having been
activated). There are also other means of contesting sea lines of communication in
denied waters. For example, the uncrewed surface vessels employed in the Black
Sea by Ukraine represent a cheap and, in principle, expendable means of denying
access in littoral areas. For many western navies, which have been built around
projecting power from the blue water, this will pose a challenge. Many of the cap-
abilities discussed have long been viewed as tools of coastal powers seeking to
deny access to a stronger navy rather than as means of achieving sea control per se.
This dynamic is certainly visible in the First Island Chain where it is the PLA Navy,
which has placed a considerable emphasis on mining. By contrast, despite the US
Air Force, Navy and Marine Corps’ recent emphasis on stand-in operations and the
ability to lay mines such as Quickstrike, this capability has largely languished in
the US (and indeed most Western navies). An analogy might be drawn with the way
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in which navies such as the Royal Navy had to reassess their assumptions about
mine warfare during the First World War (Goldrick, 2018).

The second tactical evolution which can be observed in the South China Sea
is the importance of proximity and presence and, by extension, numbers of hulls.
Tasks such as convoying are inherently resource-intensive. For example, during
the Iran-Iraq war the US Navy had to maintain a standing presence of 35 vessels
in the Persian Gulf, a commitment which was matched by its European partners
(Cordesman, 1990, 70). The challenge of maintaining a standing presence becomes
even more difficult if the threats against which convoys are providing protection
are both numerous and inexpensive. An example of this has been several standoffs
between the PRC and the Philippines near the Scarborough Shoals and the Sierra
Madre. The employment of coast guard and maritime militia vessels by the PRC
is partially a means of escalation control. However, it also illustrates an inherent
challenge in conflict. After the PLA eliminated the threat posed by a smaller state’s
armed forces in a region like the South China Sea, a blockade could be enforced by
coastguard cutters (the largest of which displace 10,000 tons) as well as by militia
vessels (Lendon, 2024). Convoys would have to be provided, by contrast, by US
Navy vessels which may well be needed elsewhere and which in any case could not
easily maintain a tempo of operations needed to achieve such a convoying oper-
ation in the way that a large number of paramilitary assets can.

Militarily, then, the impact of globalization on naval combat in the South China
Sea has been to shift the locus of sea control operations closer to the littorals
because it is only in these areas where an opponent’s shipping can be easily identi-
fied and controlled. This has in turn created a requirement for mass, which is quite
different from the capability by blue water navies built around smaller numbers of
high quality vessels and in some cases may well be provided by paramilitary arms
of the state.

In the medium term, as will be discussed, a partial deglobalization of the mari-
time sector may mean that the pendulum may swing back in favor of distant
interdiction.

Regionalization, De-Globalization and the (re)Integration of the
Government in Sea Control

In principle, sea control has always been a “whole of government” task. For much
of its history, the British Admiralty employed more civil servants than military
officials, a reflection of the fact that the maintenance of sea power involved more
than the navy itself (Lambert, 2012). For example, Britain’s wartime blockade of
Germany was made possible in part by civilian inspectors (some posted in neu-
tral states’ harbors) as well as courts of law to adjudicate contesting claims about
vessels’ destinations.

In recent decades there has been something of a bifurcation between maritime
activity and naval activity in many Western states. This is, however, arguably
untenable. In the Red Sea the consequences of this bifurcation have been visible
in the fact that naval vessels have run maritime protection operations which have,
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despite tactical effectiveness, not restored shipping to anything like pre-conflict
levels since insurance costs have continued to rise. In the East China Sea a Chinese
Air Defence Identification Zone, which has been repeatedly contested by US and
Japanese aircraft nonetheless sees compliance (albeit with the blessing of the US
government) from civilian airliners (CNN, 2013).

The mismatch between naval and government activity is noted by the PLA
and would likely form a major part of its approach to competition within the First
Island Chain. For example, Chinese doctrinal literature regarding blockades places
a particular emphasis on the concept of a “comprehensive blockade” which would
see Chinese diplomats engage in outreach to both states and commercial actors in
the states to which they are posted to secure compliance with blockades (Kaushal,
2022). For nations with a more bifurcated understanding of naval power and mari-
time power this could pose considerable challenges — convoying, after all, makes
little sense when there is nothing to convoy.

However, the dynamics of Sino-American competition in the South China Sea
have seen a growing emphasis on cross-government coordination within the US in
recent years. The most obvious instance of this was the US effort to exclude Chinese
companies from the consortium intended to build the SEA-ME-WE-6 cable linking
Europe and Asia. The effort involved a combination of diplomatic pressure (led
by the State Department) the threat of sanctions (in which the Treasury would
have played a role) and preferential loans for competitors organized by the US
Export Import Bank. This coordination is however ad hoc and issue-specific at
the moment. It would appear more likely than not that the dynamics of strategic
competition will make it more routine. One consequence of this will be a partial
deglobalization of the economy and by extension the maritime system. This is vis-
ible in the arena of undersea infrastructure where Chinese companies are, backed
by the state, increasingly setting up parallel cables to offset the effect of their exclu-
sion from many international competitions (Brock, 2023). It is increasingly visible
in the world of maritime insurance where the already rapid growth of the Chinese
maritime insurance market will likely be further catalyzed by lessons learned from
the Western oil cap on Russia (South China Morning Post, 2023; Ostler, 2021).

The dynamics of a partial deglobalization will be reinforced by one other —
regionalization. As a standard gravity model would predict, most exchanges in
goods and services remain regionally oriented. Southeast Asia, for example, does
far more trade with China than any other state and trade with ASEAN as a bloc is
China’s largest export relationship (Perez Gill, 2023). One consequence of this is
that disruptions to regional trade within the South China Sea would likely, over
time, have a far greater impact on the PRC than on the United States. Indeed by
some estimates wartime disruptions to trade within East Asia could cost the PRC
35% of its GDP in a year of conflict (as opposed to 17% for the United States)
(Gompert, 2016, 48).

While the previous section of this chapter suggested that globalization would
necessarily force navies into the littorals of the South China Sea (among other seas)
a long term trend, which sees the role of the state reasserted and in which regional
trade comes to matter more than global trade, could have the opposite effect. If, for
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example, maritime infrastructure becomes neatly bifurcated along state lines, the
incentives for sabotage both for wartime impact and to shape the post war commer-
cial order become greater for both competitors, particularly as targeting infrastruc-
ture involves fewer problems of entanglement (as is the case when both parties use
the same infrastructure). Similarly, long term shifts in the global insurance industry
would make it easier to seize or redirect vessels via a distant blockade based on the
insurance they are employing. Finally, if the US deems costs imposed on friendly
or neutral states within the cordon acceptable (as Britain did during the First World
War) a distant blockade may have a far greater impact on the PRC than the US.

If the present era, perhaps a high point of globalization, is one in which the sheer
complexity of the maritime economy and the removal of Western states from many
aspects of it make effective sea control difficult to achieve except in littoral areas,
the steps which states take to achieve greater agency and the partial economic
bifurcation this drives could, along with existing trends towards regionalization,
make the restoration of effective sea control by blue water navies more viable in
the medium term.

Industrial Capacity — From Using Sea Power to Overcoming It

A final trend worthy of note in the maritime domain is the shift in the structure of
global shipping. As of this writing, East Asia accounts for roughly 85% of global
ship construction with China, Japan and South Korea making up the lions share
of this figure (Looman and Kang, 2024). China in particular has seen its role in
this sector propelled by a combination of lower input costs, state support for ship-
building and the requirement to find an outlet for excess capacity in areas such as
the steel sector account for this. China’s excess steel capacity in 2016 was equiva-
lent to the steel production capacity of the UK, France and Germany (Beckley,
2016, 150). While this excess capacity might be commercially inefficient, the need
to channel it towards productive functions has conferred on the PRC considerable
strategic advantages since strategic success is often less a matter of commercial
efficiency than the ability to maintain capacity and redundancy.

China’s major shipyards benefit from large numbers of both civilian and mili-
tary orders, with the absence of a clear bifurcation between civilian and military
shipbuilding (as is often the case in Western nations) meaning that skills within the
workforce can be maintained and employed without military shipbuilding having
to account for all of a given shipyard’s demand. Instead, military shipbuilding
has often played a counter-cyclical role — compensating for shortfalls in civilian
demand in lean times and benefiting from considerable civilian shipbuilding
demand (which keeps shipyards active without drawing on defense budgets) in
others (Predd et al., 2024, 5).

This has led to the emergence of massive facilities such as Jiangnan shipyard
which produce both civilian and military vessels at a scale which the US would
struggle to match (CSIS, 2018). For example, in 2023 the PLAN added 15 new
surface combatants to the US Navy’s 2 and the aggregate shipbuilding capacity of
the PRC is 230 times that of the US (Williams, 2024).
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For the US Navy, despite its qualitative advantages, this would pose signifi-
cant challenges in a theatre such as the South China Sea. First, attrition at sea is
by definition more consequential for a more distant state that cannot rely on ground
based airbases and missiles for a portion of its firepower at sea. In effect, the US
Navy would begin any fight with less slack capacity than the PLAN even on
even terms. The differential in shipbuilding capacity would only compound this
challenge. There is some evidence to suggest that in conflicts between techno-
logically comparable fleets, larger fleets have consistently prevailed even when a
smaller fleet enjoyed early technological advantages (Tangredi, 2023).

There are, however, cases where this advantage on the ocean surface has not
mattered. For example, early in the war in the Pacific the Imperial Japanese Navy
enjoyed considerable advantages in maritime East Asia but struggled to contend
with the US submarine threat, a challenge also faced by the Royal Navy. The US’
enduring advantages in the quietness of its nuclear attack submarines and the
maturity of its anti-submarine warfare capabilities vis the PLAN might prove an
asymmetrical offset. Additionally, for many of the aims it might seek to achieve in
East Asia the PLAN requires sea control whereas for the US, sea denial may well
suffice (Colby, 2022). This aim can be achieved with submarines but also with
other standoff capabilities such as missiles like the long range anti-ship missile
launched from bombers like the BIB (NAVAIR, 2017). That China’s surface fleet
can control an area, then, is not tantamount to victory.

Finally, with its greater dependence on both world trade and critically regional
trade, China stands to lose far more from maritime disruptions within the First
Island Chain than the US, which can maintain access to many of its core markets
even if a conflict breaks out in East Asia. While mutually damaging, the con-
flict will be more damaging to a Chinese economy which is, paradoxically, more
dependent on trade than the US despite the PRCs quasi-statist model.

This does place the US in a somewhat unfamiliar position, however, of playing
arole analogous to the one played by states such as Germany and the USSR during
the World Wars and the Cold War. Historically the dominant maritime player with
the imperative to control the surface of the ocean, the US Navy had to consider
how it would secure and then employ sea control. As a nation that is now, in some
regards, a post-sea power state, the US may find itself employing tools such as
bomber launched standoff, submarines and commerce disruption which would be
familiar to any student of the USSR’s naval planning during the Cold War. A post-
sea power state confronting a new sea power in the South China Sea may, then,
have to rely on an unfamiliar toolkit.

Alternatively, the importance of regional naval powers may grow as they come
to represent a means of closing the gap between the number of hulls available to the
US and the naval capacity at its disposal. This could occur in several ways. First,
the US may find itself reliant on shipyards in Allied nations such as South Korea
in order to construct vessels (Nemeth). Equally, the growing navies of regional
powers such as India will likely play an ever greater role in enabling burden-
shifting in regions such as the Indian Ocean in order to concentrate US capabilities
near the First and Second Island Chains (Pattatathunaduvil, 2024).



90 The Co-evolution of Technology and Warfare

Conclusion

The impact of globalization on the character of naval warfare in regions such as the
First Island Chain will be profound. At the heart of this is the fact that globaliza-
tion has changed both the character of sea control and has brought new sea powers
into being.

Sea control will in the short term increasingly depend on the ability to disrupt
an opponent’s trade close to his shores and to coordinate the actions of players
beyond the navy (and indeed government), including insurers, in order to ensure
the movement of goods to friendly states. In certain ways, this may drive a renais-
sance of the classical approach to marshalling a state’s sea power. In the medium
term, however, a different trend might be observed. The bifurcation of the global
maritime sector in areas such as insurance, shipbuilding and the construction of
critical infrastructure may allow more discriminate targeting of an opponent’s
commerce at reach, incentivizing modes of warfare such as commerce raiding and
distant blockades. For China, this will have considerable negative ramifications.

Perhaps most profound, however, is the shift in the identities of global sea
powers. China, historically a continental power, meets any reasonable defin-
ition of a sea power to a greater degree than the United States. Its trade to GDP
ratio is considerably greater than the US as is its merchant marine and its ship-
building capacity. However, the US enjoys the advantage of geography, along with
enduring advantages in areas such as submarine quietness. Moreover, the very fact
that China’s trade has to pass through chokepoints and that the PRC is more vul-
nerable to global economic disruptions than the US is an asymmetrical advan-
tage. Ironically, then, the US finds itself in the position typically inhabited by its
competitors as it will have to contemplate not the question of how to use sea power
against an insular continental state but how to disrupt and deter a sea power as a
(comparatively) insular state. As Western admirals and planners look for answers,
then, examining the successes and failures of “the other side” of major 20th-century
conflicts may prove more instructive than the history of western navies in this era.
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8 Towards a Maritime Strategy for the
Second Revolution in Military Affairs

James Henry Bergeron

Introduction

Maritime strategy is back in vogue and it is not difficult to see why. In the decades
after the fall of the Berlin Wall, the seas were viewed by navalists, and indeed were,
little more than a highway to move warships for power projection ashore in crisis
response, or to the littorals for maritime security or counter-terrorist operations.
That strategic re-envisioning from collective defence and the protection of sea
lines of communication (SLOCs) to crisis intervention was first captured in the US
Navy’s “ ... From the Sea” (Department of the Navy, 1992) and “Forward ... From
the Sea” (Department of the Navy, 1994), followed by “A Cooperative Strategy for
21% Century Sea Power” (Department of the Navy, 2007). The US strategies were
paralleled by the United Kingdom’s “Options for Change” (House of Commons,
1990: 468-86), the 1998 Strategic Defence Review (UK Ministry of Defence,
1998), and 2010 Strategic Defence and Security Review (HM Government, 2010),
as well as by NATO’s 2011 Alliance Maritime Strategy (NATO, 2011). Together,
these statements set the tone for maritime strategy in the post-Cold War era.

Although all of these works emphasized the preservation of potent warfighting
capabilities, albeit at smaller scale and shorter endurance, a core assumption of
those years was the likelihood of maritime and air supremacy over potential adver-
saries. This was largely assured, thanks to the precision weapons systems developed
in the 1980s and 1990s, a technological leap forward twinned with a new way of
war, and labelled — not without controversy (Biddle, 1996) — as the beginning of
a revolution in military affairs (RMA) that had its first spectacular success in the
Gulf War of 1991 (Dombrowski and Ross 2008, 13). There was also the lack of
a conventional peer competitor. The Russian Federation Navy (RFN) was con-
valescing from its collapse in the early 1990s, while China’s People’s Liberation
Army (Navy) was only taking its first steps as a blue-water fleet in counter-piracy
operations off the Horn of Africa. Although navies, come budget time, routinely
stressed the overwhelming importance of the seas for global trade, mobility, and
communications, there was no serious threat, with the partial exception of piracy,
to that public good.
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On land, the story was different. The superiority of US and Allied strike capabil-
ities based on network-centric warfare led to asymmetric responses from terrorist
and insurgent groups from Al Qaeda’s global terror campaign to the militant insur-
gencies in Iraq and Afghanistan. These underscored a key element of any such
revolution: that it changes the options and strategies of all sides, in an effort to
maximize leverage while minimizing vulnerability.

Further, beginning in the mid-2010s, the overwhelming superiority of allied
naval forces began to change. Russia created a new, lighter fleet of destroyers,
frigates, and diesel submarines armed with Kalibr land attack cruise missiles, and
began using those forces in Syria (Bogdavov and Kramnik, 2018). The long-delayed
Yasen-M Class guided missile nuclear attack submarine (SSGN), advanced and
quiet, began to be commissioned and deployed to sea (Kaushal et al., 2021). The
PLA(N) became the world’s largest navy in terms of platforms, albeit essentially
untried in combat. Russian research ships began an era of deep-sea surveillance
and potential disruption of undersea infrastructure (Kaushal, 2023; Sutton, 2021).

Then came the full-scale war on Ukraine in February 2022. Commercial
shipping and ports were attacked for the first time in Europe since World War Two,
and a blockade on the export of grain was imposed. Ukraine responded with its
brilliant use of land-based anti-ship missiles and autonomous undersea vehicles
(USVs) against a RFN that was unprepared to challenge them (Sutton, 2024;
Shuster, 2024). The result was to sweep the Russian Black Sea Fleet from the
western Black Sea in the first half of 2024 and attack them in their own naval base
at Sevastopol. It was a devastating demonstration of new technology, but even
more of human ingenuity in the rapid resourcing, deployment, and tactical devel-
opment of weapons systems made largely from home grown, off-the-shelf com-
mercial components (Shuster, 2024).

The drone transformation of the land war was even more remarkable, with more
than one million drones, often hand-held attack vehicles, fielded to date by each
side. In October 2023, President Zelensky announced that Ukraine has the capacity
to produce four million drones of more than 100 types annually, a target Russia is
expected to match (Franke, 2025). Infantry battles are now largely drone-based,
as are anti-armour attacks and, to a degree, air defence (Sommerville, 2024). The
conduct of land warfare was rapidly transformed, far faster than Western militaries
expected or were prepared for. This has implications not only for conventional
army forces and the tactics of major Allied land powers, but for the role of sea
power as domain advantages shift and churn.

In parallel, and with Russian and Iranian help, from October 2023, the Yemeni
Houthis shifted their land-based drone campaigns against the recognized Yemen
government and Saudi Arabia to begin a missile and drone campaign against mer-
chant shipping in the Red Sea and Gulf of Aden. This campaign diverted some
sixty percent of global trade through the Suez Canal to the long southern route
around Africa, inducing supply chain shocks, a rising of consumer prices, and
inflation (Berman, 2024; Meade, 2024; Lawford, 2024). In July 2024, a Houthi
missile travelled 2600 miles to strike a target in Tel Aviv, demonstrating their
increasing range and possibility of penetrating defences (Nevola and d’Hauthuille,
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2024). At the time of writing, despite a Houthi declaration that it will cease most
attacks following the Gaza ceasefire agreement of January 2025, the new pattern
of trade appears long-term. But even if the Gaza ceasefire holds, the Houthis have
demonstrated the ability of a well-trained and supplied militia to disrupt global
shipping, with the circumnavigation of Africa remaining the one safe route (at pre-
sent) for more than half of East—West global trade.

Although Allied navies have been successful in countering attacks on commer-
cial shipping and warships in the Red Sea and Gulf of Aden, the Houthi offensive
highlighted the deep asymmetry of using exquisitely advanced, extremely expen-
sive air defence missiles against cheaper missiles and drones (Slayton, 2024).
In late 2024, increasing use of non-kinetic responses by US, UK, and European
warships were reported (discussed below), indicating a learning curve and counter-
move with new technology of their own to the new challenge beyond conventional
tactics.

The Ukraine War and Houthi strikes do not stand in isolation. In 2010,
three states fielded drones for military purposes. By 2023, that number rose to
40, with autonomous systems employed in 34 conflicts worldwide (Nevola and
d’Hauthuille, 2024). However, the Black Sea and Red Sea conflicts shifted a para-
digm of conventional conflict that was already under heavy strain. This heralded
the dawn of a second RMA (to be referred to henceforth as 2RMA), as the Gulf
War sparked the notion of a RMA for the 1990s. Cheap and plentiful autonomous
systems are not the only elements in a wave of emerging technologies. Advances in
cyber warfare, space technology, quantum engineering, artificial intelligence (AI),
and hypersonics will also shape the military instrument of power for great powers
with large defence budgets and industries. But the autonomous successes in the
field in 202324, the shift in availability and affordability to mid-sized powers and
non-state actors, and the following rapid innovation in counter-drone and counter-
counter drone systems and tactics by all sides to conflict arguably define a new era.

New technology and innovative employment does not count for everything,
of course, as the scale and readiness of conventional naval forces are equally
important. In the Pacific, the PLA(N) routinely conducts massive naval encircle-
ment exercises around Taiwan and continually threatens to incorporate it into the
People’s Republic by force if necessary. Lloyds has estimated that a major global
conflict that disrupted the key trade routes or isolated Taiwan could cost global
GDP between 7.4 and 55 trillion US dollars (Cohn, 2024). The year 2024 saw
unambiguous concertation between the “Gang of Four” authoritarian regimes
of Russia, China, Iran, and North Korea (Chivvis and Keating, 2024). Russia
and Iran, at least, seem to have the harassment or disruption of global trade and
communications within their sights, while China, more dependent on international
commerce, seems to be willing to risk the threat of regional disruption to achieve
its strategic ambitions in the Pacific.

The NATO Allies continue to possess a naval force substantially superior to the
RFN, and the battle-experienced USN is more than comparable to the PLA(N). But
naval power is not only, or even mostly, about defeating an enemy fleet, ship for
ship. It is about contributing to, or threatening, the defeat of the adversary itself,
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upending their theory of victory, their strategy. That is the essence of a strategy of
deterrence and the maritime contribution to it.

Further, Allied navies are challenged in places by aging fleets, maintenance
delays and cost overruns, pressure on defence budgets, and recruitment and reten-
tion. There is public debate, in the United States but also elsewhere, on the balance
to be struck between restoring a somewhat old-school fleet to readiness, or to
shift investment and risk towards radical new 2RMA technologies and systems,
a tension captured well in the US Chief of Naval Operations Navigation Plan for
America’s Warfighting Navy 2024 (United States Navy, 2024) — arguably the first
major maritime strategy (sans the name) of the post-Cold War era.

The explosion of hybrid and grey-zone warfare in the 2020s also speaks to the
balance to be struck between technological innovation and the need for platforms.
The year 2024 witnessed a string of incidents damaging critical undersea infra-
structure (CUI) in the Baltic, caused by repeated incidences of dragging anchors
over cables or pipelines (Grady, 2024; Kauranen et al., 2024). Whether ordered
by the Kremlin or cases of criminal negligence remains undecided at the time of
writing. Regardless of intent, navies will need ships, patrol aircraft, and drones, in
large numbers, to monitor and respond to such very low-technology threats to CUI.
That puts further pressure on fielding a ready fleet now.

Strategy’s Clausewitz moment comes where, in a resource-constrained envir-
onment (and it is always constrained), hard choices must be made to create the
means that can credibly deliver the ends of policy. That conversation is ongoing,
particularly in the United States, but also in several Allied states, and in NATO.
The analysis required to inform the specifics of such a strategy is a major under-
taking, beyond the scope of this contribution. Rather, this chapter hopes to pro-
vide grounding and context to that conversation by going back to basics on what a
maritime strategy is, what it requires, and in particular how the geo-political ends
of national and Alliance strategy relate to the debate over ways and means of sea
power triggered by the 2RMA phenomenon.

What Is a Maritime Strategy?

What does it mean to have a “maritime strategy”? The term has been used in very
different ways. The most typical contemporary meaning is of a formal document,
usually unclassified, designed to help deter adversaries, assure allies, and convince
publics and parliaments of the wisdom of investing in their navy. Alternatively, a
maritime strategy can be considered as just one of many component strategies in
a comprehensive joint warfighting plan. At the level of grand strategy, states that
have maritime concerns or advantages at the core of their existence can develop
national strategies that are essentially maritime, as Lambert noted in the case of
Seapower States (Lambert, 2018).

Maritime strategy also has another aspect, at least in the community of nations
that arose as maritime trading states and relatively open societies (Padfield, 1999).
A maritime strategy designs a fleet, but it also defines a nation, or an alliance. More
than almost any other warfare domain, a maritime strategy, if serious, is also about
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designing the kind of country, even the kind of polity, the authors want to mirror
or, as with Mahan, transform itself into (Mahan, 1890; O’Connell, 1993). Ethics,
political order, political economy, the openness of a society, and a people’s view
of themselves in the cosmos, are all implicated by the kind of maritime strategy
maritime trading states embrace.

At the most basic level, an effective maritime strategy must engage the critical
geopolitical and strategic issues of the era as its authors understand them. In times
of change, it needs to be controversial, relevant, and creative. Its fortunes will be
tied — and should be tied — to the outcome of political debates over those primary
issues in capitals and alliances. The alternative is to draft a “safe maritime strategy”
in more service-oriented, general, and abstract terms that could arguably remain
applicable regardless of major policy changes or shifts in the geopolitical global
order or domestic politics at home. Although it might “make the maritime case” in
general terms, there is a danger that it will be seen as “nice to have” but ultimately
irrelevant to the issues that matter. It would also likely prevaricate on precisely
those hard choices that must be made. Such a strategy could quickly gather dust,
lacking the political and economic momentum to support it.

A successful strategy therefore needs to connect ends, ways, and means that
speak to the concerns of vital stakeholders, while retaining a true and effective
strategic vision grounded in naval realities. These include political and military
leaders, as well as parliaments and financial markets, which will be expected to
foot the bill. This puts a premium on the creative application of means to ends, as
well as on the potential redefinition of policy goals due to constrained capabilities
or unaffordable costs (e.g. the British decision Pre-World War I to cede maritime
dominance in the North Atlantic and Pacific to others in order to concentrate forces
in the European theatre). Finally, the public: a viable maritime strategy needs to
“ring true” to the citizen; it must be capable of justification and support by national
governments before their own publics, in the glare of the media.

A major consideration in strategic planning is time scale, and this is especially
important during periods of rapid technological change. A maritime strategy is
crafted in the context of near-immediate operational needs, the assumed intent of
adversaries in the medium term, the R&D, and development cycles of new tech-
nology which is now measured in months or a few years, and the longer budgeting
and shipbuilding processes of Western states which can span from several years
to decades. It needs to steer a middle course between security “flavours of the
month,” as well as strategic horizons that are so broad or distant as to lose practical
meaning. A stand needs to be taken on which problems are expected to endure,
which are expected to grow, and which are local or ephemeral over a five-to-thirty-
year time span.

Economics teaches us that, in the short term, almost all costs are fixed, i.e. the
decision-maker is dealing with sunk costs, fixed investments, and limited flexi-
bility in the creation of new capabilities. In the short term, the primary “strategic”
focus is a fortiori tactical, how to best employ resources at hand, exemplified in
the NAVPLAN 2024 efforts to ready the US Navy for potential conflict by 2027, a
mere two years away (United States Navy, 2024, 6). In the longer term, however,
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most costs become variable, capabilities open to investment and redefinition.
The hard reality is that action must be taken for both the short term and the long
term now, not later, although there is time to adjust the longer-term strategy. This
presents a dilemma when a technological generation is so short. A viable maritime
strategy for the 2RMA era needs to address the current technological revolution,
which is a debatable known, as well as to make an educated guess on the one likely
to follow in five to ten years’ time, a Rumsfeld “known-unknown” (US Department
of Defence, 2002). Over the typical life of a warship, over half may be spent in the
land of R&D “unknown-unknowns” as seen at the time of its design.

Ultimately, strategy requires choices, it does not provide them. As noted, the
essential assumption of all strategic thought is limited means, requiring a political
choice between alternative geopolitical goals, and a creative military and whole
of government choice between alternative ways of applying constrained means
towards chosen ends. Assertions that the navy or the Alliance “must” be able to
undertake all missions in all places concurrently, to operate across “the full spec-
trum of maritime tasks,” etc., tends to empty any maritime strategy of its intellec-
tual bite since there are no hard choices to be made.

An effective strategy, therefore, should be based on primary political objectives
and values. It should be associated with a specific, identified problem and defined
set of actors that the strategy is intended to influence. It should contain a course
of action that chooses between rival, not unreasonable solutions; a hypothesis of
adversarial reactions to that choice; an argument of comparative strategic advan-
tage and hypothesis that adversaries will respond to that advantage in desired ways.
In short, a theory of victory and an articulation of gains.

Framing a New Maritime Strategy: The Ends and Ways of Policy

The Western maritime strategies of 1989-2016 were based at the high end on main-
tenance of nuclear deterrence (to maintain the mutual deterrent equilibrium), con-
ventional superiority, and the pursuit of strategic stability. The latter was primarily
pursued via global maritime power projection by the United States and to a degree
by the United Kingdom, France, and a few other European naval powers. This
power projection strategy was focused on crisis management operations against a
set of conventionally inferior, non-nuclear adversaries, based mostly on the RMA
recipe of precision strike, land attack cruise missiles, data links, and instantaneous
communications. This delivered air and maritime supremacy, although operational
success still remained challenging in places such as Afghanistan due to challenging
geography and the asymmetric, insurgent nature of the conflict.

The second concern of that era (and today) was maritime security, whether as
part of the global war on terror, counter-piracy operations, counter-proliferation,
or attempts to stop illegal migrant trafficking. In the post-Cold War era, mari-
time security became the major naval preoccupation for NATO, from Operation
Active Endeavour (OAE) to Operation Ocean Shield in the Horn of Africa and
the present successor of OAE in the Mediterranean, Operation Sea Guardian
(Bergeron, 2024b). It was explicitly incorporated as a major role for the Alliance in



Towards a Maritime Strategy 99

the Alliance Maritime Strategy of 2011 (Bergeron, 2024b, 176—77). This form of
maritime security was built around frigates, corvettes, and maritime patrol aircraft.
Its focus was maritime situational awareness, literally human eyes-on and within
radar range, while the main means of response, at least in theory, was maritime
interdiction or boarding operations. It was not a strategy of sea control per se, or
the defence of SLOC against a comprehensive threat, instead being closer to con-
stabulary operations.

The changes, in politics, geostrategic competition, and technology, of the post-
Cold War era were summarized in the first section of this chapter. This begs the
question: What a maritime strategy for the 2RMA should be, in this new era and
envisaging the one to follow?

The first question is: to what extent 2RMA changes the essentials of strategy?
I suggest that the changes driven by 2RMA exist primarily in the realm, not of ends
or even ways, but of means. However, it was always misleading to assume that
the three aspects of strategy do not relate to each other dynamically. Changes of
means due to economy and technology, and the relative advantage or vulnerability
resulting, impact all facets of strategy through the opportunities and costs they
impose on choosing geopolitical objectives.

To begin with those objectives: at the most general level, the ends of Western
national and Alliance policy remain relatively constant: to defend national inde-
pendence, preserve democratic governance, support economic prosperity, and
maintain global strategic stability. At the time of writing, articulating the near-term
geopolitical threat environment is difficult, but more certain, for long-term trends.
Over the next year, the Russia—Ukraine war might result in a ceasefire or a largely
static front. But whether the war freezes or continues, NATO Allies and Europe
will need to continue to support Ukraine through materiel support and security
guarantees, to deter further aggression. President Putin has placed Russia on a war-
time economy footing that he may be unable or uninterested in departing from. The
risk of continuing conflict in the Levant is high. And then there is China’s claims in
the Pacific, the nine-dash-line and relentless pressure on Taiwan. The global mari-
time trading system is likely to continue to be pressurized by threats to Taiwan, the
Red Sea, the Black Sea, and threats to critical underwater or offshore infrastruc-
ture. For the next several years, NATO and the West will likely find themselves in
a world with at least three major conflicts either in full swing, near the precipice or
in a very uneasy ceasefire. It is not a peacetime environment.

Concrete objectives for the near to mid-term future that a maritime strategy
must address include therefore the following: a continuing need to deter Russia
from direct aggression against NATO allies leveraging the specific, distinctive con-
tribution sea power makes; continue to support Ukraine; counter China’s threats to
Taiwan; freedom of navigation and the rules-based order in the Pacific; and pre-
serve the global maritime trading system from challenges to freedom of navigation,
including means to counter attacks on critical infrastructure on land and sea, as
well as in space and cyberspace.

The ways of a new maritime strategy follow the ends. These have been chan-
ging, arguably since 2014, and current NATO and major national defence policies
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largely reflect acceptance of the primary roles and mission now required. In a par-
allel to the Cold War, the containment of Russia is based on maintenance of a
nuclear strategic balance and conventional superiority to deter aggression against
the NATO Alliance. In the maritime domain, this requires a return to the primacy
of sea control in some areas, and sea-denial in others. Protection of SLOCs, the
capability to embargo or blockade an adversary’s trade, and to defend freedom of
navigation for one’s own return as cardinal points in a new maritime strategy. The
need for forward presence continues but not as an adjunct to crisis management
operations against non-peer competitors, but rather as a critical deterrent enabler of
sea-based carrier striking power and anti-submarine warfare capabilities for deter-
rence and collective defence. A similar situation exists in the Pacific. This is a
marked change from the maritime security and maritime interdiction operations
focus of the post-Cold War era (Bergeron, 2024a).

Tying means to geopolitics, strategy is also about identifying the weakness or
vulnerability of both the adversary and ourselves, and leveraging our strengths to
offset our weaknesses. A maritime strategy truly comes to the fore when a nation or
alliance possesses maritime advantage, and further, can use it to offset weaknesses
elsewhere. The exemplar of this approach was the 1980s maritime strategy under
US Secretary of the Navy John Lehman, which pressed on the Soviet nuclear
bastion with naval power to counter the perceived land forces advantages of the
Soviet Union on the Fulda Gap and land borders (Lehman, 2018).

So where are the adversary vulnerabilities and alliance maritime strengths that
NATO or Western nations might exploit? Framing that question also frames the
locations and circumstances in which naval forces are likely to fight. What adver-
sary assumptions might sea power destabilize? For Russia, these arguably include
the assumption that the Russian people (or enough of them) can be kept onboard
with the Ukraine war amid partial isolation and sanctions, to win the argument
that “the war is worth it.” A second assumption is that they possess sufficient
wealth, reserves, and support from partners such as China and Iran to weather those
sanctions and continue to prosecute the war until Western interest fades or politics
change. More generally in the competition with NATO, the assumption that any
conflict can be geographically contained, kept short (Ukraine notwithstanding) and
that NATO is too complex, clumsy, and slow to present an effective challenge to a
Russian offensive, probably under a hybrid guise, in the vital short term.

The specific nature of deterrence strategy via Russia, therefore, should leverage
naval advantage to threaten outsized destruction of the Russian fleet, that will take
a generation to build back, the use of sea power to enforce a radical strengthening
of sanctions or blockade in wartime, the capacity to protect transatlantic SLOC,
to signal readiness for a prolonged conflict, and to demonstrate the capacity to
threaten horizontal escalation.

But there are other challenges from nuclear peer-competitors that may not be
deterrable, as they usually exist in the hybrid space, below the threshold of escal-
ation, such as cyber-attack, disinformation, and threats to CUI (Bergeron, 2019).
A strategy to counter these challenges is required, that is distinct from both Cold
War and post-Cold War strategic options. Finally, the actions of proxies such as the
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Houthis do actually parallel the non-peer adversary crisis response operations of
the post-Cold War era, and call for multi-domain and all-of-government action to
counter, disrupt, and preserve freedom of navigation.

Second RMA and the Transformation of Naval Warfare

Turning to the question of 2RMA, an effective maritime strategy needs to address
emerging technology challenges relating to platforms, doctrine, tactics, and
budgets. These will impact the future shape of warfare, such as the feasibility
of expeditionary operations given new standoff capabilities of relatively modest
powers, but also feed back into wider, more political questions such as relations
with Russia, China, and Iran, NATO-EU relations, and the division of labour
between the US and Europe within NATO. Key issues to be addressed include the
balance to be struck between investing in readiness of the legacy fleet or building
a new, 2RMA-enabled one; how to retrofit new systems onto old platforms; how
to utilize Al in warfare; how new technologies might change deterrence theory and
practice; whether emerging systems are rendering flagship legacy platforms like
the nuclear aircraft carrier obsolete or not; the future of human-piloted fighter air-
craft; the potential future transparency of the oceans; and indeed the environmental
costs of 2RMA itself, especially given the mammoth computing power and envir-
onmental cost of AL

The trajectory of the Russia—Ukraine war identifies some important lessons for
strategy. Ukrainian drones proved remarkably successful in attacking RFN ships
and shore installations in the first half of 2024. Russia responded by the use of
nets, maritime patrol aircraft to spot USVs, and attack helicopters to destroy them
(Sutton, 2023). Ukraine responded by fixing anti-aircraft missiles onto its USVs,
essentially converting them into long-range maritime strike platforms. These
have been used successfully against Russian helicopters and against shore targets
(Kirichenko, 2025). The point is that these innovations were all accomplished in
the space of a year. Competing in this revolution requires incredibly rapid innov-
ation in design and deployment.

Allied navies have been operating autonomous systems for decades. Now they
are confronted with a problem of adversary use and rapid modification of inexpen-
sive versions providing both mass and accuracy in littoral operating areas, with
potential drone swarms and land-based anti-ship missiles or artillery threatening
to overpower the defences of major warships and strike groups, or using the cover
of the undersea to attack. These threats raise the costs of littoral power projection.

Navies can respond in several ways, and 2024 saw instances of most of them.
The first is to keep calm and carry on. Continue to employ legacy air defence and
strike capabilities at high cost and increased risk. This may require avoiding some
naval and traditional amphibious operations in the littorals and using other means
to defend vital interests there.

A second approach utilizes other existing kinetic systems to contest the littorals
at comparable cost. In March 2024, the Italian Frigate CAIO OLIVIO made a con-
scious choice to engage an incoming drone with its 76mm gun system, which was
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successful. The Greek Frigate PSARA did the same in July 2024 with its 127mm
cannon (Newdick, 2024). The use of gunnery is much less costly and preserves
missile stocks but may incur increased risk due to the closer range required
for engagement. In February 2025, the US Navy reported test success in using
its HELIOS laser to destroy an incoming drone (Ceder, 2025). The different
approaches of gunnery or lasers illustrate the fundamental strategic dilemma when
faced with asymmetric threats — to aim for countermeasures at the low end of cost
and sometimes sophistication, or to escalate innovation and likely expense.

A third approach, perhaps the most novel, was also reportedly employed by
PSARA in that encounter, the use of non-kinetic electronic warfare (EW) systems to
jam drone communications and navigation (Newdick, 2024). Multiple EW attacks
on drones were reportedly conducted by USS MASON and USS GRAVELEY as
part of Operation Prosperity Guardian in 2024 (Epstein, 2025).

The final option is to respond in kind. This includes the creation of anti-drone
drones, the Torpedo-Boat Destroyers of the 21st century. But a more powerful
incorporation of autonomous systems can be found in the new UCAV aircraft
carriers developed by Turkey, China, and to a degree Iran (Iddon, 2024). TCG
ANADOLU is the world’s first carrier designed for an autonomous air wing, the
BAYRAKTAR TB3 with a 1000 mile range and a full day’s endurance (Daily
Sabah, 2023). China is building its Type 076 Yulan Class Amphibious Assault Ship
to carry an GJ-11 or similar UCAVs. These developments showcase another aspect
of 2RMA, the ability it provides for naval powers to expand their maritime strike
capabilities and global reach.

There is one large caveat to the new era of autonomy, however, short of overt,
great-power conflict. To date, the use of offensive drones and missiles has occurred
in contests between non-nuclear powers, or between a nuclear and a non-nuclear
power, or militia. Between the nuclear states, drones have been downed by
peopled aircraft but an attack on people has not followed an attack on autonomous
platforms. In the deterrence equilibrium and its escalation threshold, it appears that
autonomous weapons currently exist in a strategic silo (as do the cyber and pos-
sibly space domains) and “what happens in Vegas stays in Vegas” (Bergeron, 2022,
11-14). A maritime strategy that incorporates autonomy also needs to address their
impact on deterrence when it is perhaps easier to deploy, or destroy, an autonomous
weapon than political leaders would have risked with their own or adversary lives
at stake (Roberts, 2021).

Technology has not yet seriously impacted the deep ocean nuclear ASW con-
test, but the basic building blocks are in place: Drug runners can transport tons of
cocaine more than 1500 km in autonomous undersea drones. The credibility of a
serious 2RMA anti-submarine capability, and the development costs of countering
it, is one of the great decisions for a new maritime strategy. The coming transpar-
ency of the seas has been falsely prophesied for decades, but it might finally come
to pass in this generation. Nations and alliances are already likely inside the deci-
sion window to decide if that threat is credible, or when it might be, and develop
either new submarine or ASW capabilities to counter the threat or re-think the
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fundamentals of Western nuclear deterrence policy with its heavy reliance on the
sea-based deterrent.

Other innovations in emerging disruptive technologies may also impact the
revolution in autonomous capabilities. As with other forms of warfare, at least
among the leading powers, advanced autonomous warfare is likely to involve com-
plex, interconnected networks that put a heavy reliance on computing, data, and
space assets. The risk of cyber interference or disruption of satellite-based location
services presents a challenge to navigation and especially to forms of precision
strike. The result is likely to be increased systemic vulnerability, increased costs,
and lowered confidence. These effects will impact all parties, and it would be sur-
prising if the US and its Allies were not at the leading edge of this technology.
But Western militaries are more reliant on complex networks than their Russian
or Houthi counterparts. For maritime strategy, another old dilemma presents
itself: the balance between investing in countering threats to the global network, or
in expanding capacity for isolated, autonomous action.

Key Enablers of a New Maritime Strategy

The purpose of this chapter was not to offer concrete prescriptions for a new mari-
time strategy but rather to frame the problem. National circumstances differ greatly,
and there is no need for identical solutions, so long as they are interoperable ones.
That said, there are a set of cross-cutting key enablers required to deliver which-
ever choices are made by national or Alliance leaders in responding to the 2RMA
and other contemporary challenges.

The first of these is national economic health and the ability to focus a sufficient
amount of that on a comprehensive defence strategy. The turning away from global
free trade since the mid-2010s has put at risk the benefits in aggregate wealth that
free markets are good at delivering. This can be ameliorated through intensified
trade and commerce among the like-minded liberal-democratic nations of the West.
Facing such concerted opposition from the autocracies, trade wars are a luxury the
West can ill afford.

A second key factor in a new maritime strategy is the speed of innovation
twinned with the substantial increase in platforms that require years in the building.
Although there is some low-hanging fruit in developing quick and mobile autono-
mous systems, the requirement for deep water sea control and massive power
projection does not go away. What is needed is support for a rational defence indus-
trial enterprise, in both the US and Europe. Annual budget cycles, Congressional
continuing resolutions and short-term thinking and appropriations cannot give
major industries the planning assurance they need to undertake multi-year, if not
decades-long, investments in technology and platforms. But equally important is a
vibrant entrepreneurial culture in research and development, defence innovation,
and acquisition. Highly concentrated markets are seldom competitive. To balance
the two, incentives for greater small and medium-sized firm (SME) inclusion in
defence innovation, both within and outside the prime contractor model, will be
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important in re-establishing a robust, competitive defence market. Consideration
might also be had to waiving the exemption of the defence industry, both small
and large, from large parts of antitrust or competition law in the US and Europe.
If innovation is as vital as some suggest, that is a powerful way to harness market
forces in its service while preventing abuse.

Sea power is a national project. It is also a grand geopolitical, economic, and
ethical project of global dimensions. Successful sea powers have enjoyed cross-
party and elite support, over considerable periods of time — matched by high
defence budgets, strong government support for logistical infrastructure, R&D, and
industry large and small. There is also an essential cultural dimension: sea power
needs to run in the blood of the nation (or an alliance) — reflected in media, culture,
and imagination — with incentives and rewards for young people to seek a maritime
career as both self-actualization and as a wise career move.

Finally, and to that end, education of key stakeholders is essential: a common
maritime strategic language is required, shared by naval officers, government and
Alliance officials, defence industry managers, and Congressional or Parliamentary
aides and special advisors — a language that can connect the ends of policy to the
ways and means of a 2RMA era. The Cold War generations possessed this, a result
of military service, careers in industry, and a lifetime steeped in the importance of
sea power in the 20th century.

That importance needs rekindling at a time of serious international crisis. The
project of a new maritime strategy that makes a decisive break with the post-Cold
War era, embraces both legacy platforms and emerging 2RMA challenges in cre-
ative ways, and frames that relationship in a considered geostrategic theory of vic-
tory, can help galvanize government and inspire the public imagination to reassert
the Western mastery of sea power for the middle of the 21st century.
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9 Preparing Civilian Infrastructure
for Potential Cyber and Hybrid
Attacks

Konstantinos Tsetsos

Introduction

In an era marked by increasing complexity and interconnectivity, hybrid and
cyber threats pose a significant challenge to modern societies. Combining tactics
such as disinformation campaigns, strategic corruption, economic coercion, and
cyberattacks, these threats aim to destabilize critical infrastructures (CI) and social
cohesion while operating in the ambiguous “grey zone” between peace and con-
flict. This chapter explores the multifaceted nature of hybrid threats, their impact
on ClIs, and the strategies needed to counteract them effectively. With a focus on
resilience, cybersecurity, international collaboration, and proactive measures,
this chapter offers a comprehensive look into how nations and organizations can
enhance their resilience vis-a-vis kinetic and non-kinetic hybrid threats.

Defining Hybrid and Cyber Threats

Hybrid threats combine various methods and tactics to achieve political, economic,
or military goals such as destabilizing states or societies. The main characteristic is
the concealment of authorship and the use of a “grey area” between war and peace.
They often operate below the threshold of open conflict and thus avoid clear inter-
national reactions (Tsetsos, 2021). Hybrid threats represent the most recent stra-
tegic development in military affairs. They break with traditional understandings
of war and warfare, intertwine old and new approaches, and challenge existing
defense and resilience approaches.

The first three generations of warfare focused on conventional warfare between
states. First-generation warfare (formation warfare) prevailed from antiquity to the
19th century and was characterized by line and column formations of uniformed
heavy infantry. The goal was to physically shove an opponent off the field of battle
through the application of force — winning multiple battles or one decisive engage-
ment constituted victory. Second-generation warfare (firepower warfare) was
dominated by greater accuracy and firepower of long-range weapons, rail transport,
and motorization as well as increasing industrialization of the war economy between
1850 and 1930. This increase in firepower led to arms races, and attritional and trench
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warfare, while the industrialization of conflict also emphasized the economic cap-
acity to wage war. The third generation of warfare (maneuver warfare) focused on
combined arms operations based on tactics of speed and surprise to overcome poten-
tial deadlocks. The aim was to bypass the enemy’s lines and collapse their forces
from the rear in a swift manner. The focus in these first three generations of warfare
was on the physical destruction of enemy armed forces (Tsetsos, 2023).

Fourth-generation warfare (decentralized use of force) is aimed at under-
mining the psychological ability of an adversary to conduct warfare by using
public pressure to force the hands of political decision-makers (Hammes, 2006).
Insurgents primarily use indirect warfare against the state to cause military cas-
ualties, especially in democratic states with a high level of casualty aversion. The
civilian population, public opinion, and decision-makers thus become the primary
strategic focus. Fifth-generation warfare (non-kinetic attacks) is dominated pri-
marily by social engineering, the spreading of false information, cyber-attacks, and
the use of artificial intelligence (AI) and autonomous systems (Abbott, 2010). Here,
too, the aim is to influence the will of the public and their decision-makers by using
non-kinetic means and technological innovations. These non-kinetic attacks focus
on the maximization of the attribution problem to mask their origin and maintain
plausible deniability through obfuscation.

All of these generations of warfare are ideal-type forms of war which are not mutu-
ally exclusive and may be applied simultaneously. States today thus face both con-
ventional and hybrid threats which together constitute complex and dynamic security
challenges. The non-traditional means used in this context range from strategic
corruption, electoral interference, and economic weakening to the planned dissem-
ination of propaganda, cyber activities, and espionage. Cyber-attacks that under-
mine infrastructure, financial systems, or government institutions and disinformation
campaigns that establish counter narratives are on the rise. What is more, attacks by
state and non-state actors operating in a hybrid manner expand into other areas of
society. In addition to conventional and asymmetric kinetic attacks like terror, and
sabotage, CI will be increasingly faced with hybrid threats such as cyberattacks, dis-
information campaigns, economic pressure, and subversive actions. Cyber threats are
a central component of hybrid threats using weak points in digital networks to attack
CI. These methods target the vulnerability of a society, especially CI and social cohe-
sion, and make it difficult to identify clear aggressors (Tsetsos, 2023). As a result,
hybrid warfare goes beyond a pure threat and refers to a strategic escalation in which
military and non-military means are combined to achieve a goal. Examples include
election manipulation, strategic corruption, propaganda, and cyber-attacks, as was
seen in the Ukraine conflict. Russia and China are seen as pioneers in this area, as
they specifically use hybrid approaches to destabilize Western states (Hodges, 2021).

Measures to Counter Hybrid Threats

In order to effectively counter cyber and hybrid threats, a combination of pre-
ventive, reactive, and strategic measures that involve both state and societal actors
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is warranted. The most important recommendations for action and measures can be
summarized as follows (Tsetsos, 2020):

* Promoting Resilience: Strengthen the ability to absorb attacks with robust
infrastructure, coordinated state-wide approaches, and comprehensive crisis
response training.

* Deterrence by Resilience: Increase adaptability and minimize vulnerabilities
to deter attackers through system resilience, and combat disinformation using
detection technologies, media/digital literacy, and public education.

* Enhancing Cybersecurity: Implement advanced technical defenses (e.g.,
firewalls, multi-factor authentication), establish security operations centers
(SOC), and focus on securing CIs like energy and communication networks.

» International Collaboration: Foster close NATO/EU cooperation, share
resources, and standardize cybersecurity measures and incident reporting.

* Awareness and Training: Raise public and corporate awareness of hybrid threats
and conduct regular practical and virtual crisis exercises to enhance response
capabilities.

In summary, hybrid threats exploit the weaknesses of modern societies, in par-
ticular their dependence on digital and globalized networks. Studies emphasize that
an effective defense requires not only technical resilience, but also social resilience.
This includes strengthening CI and promoting social cohesion and international
cooperation in dealing with cyber and hybrid threats (Tsetsos, 2020).

Definition and General Discourse on CI

Cl is defined as “buildings, facilities, systems or networks essential for maintaining
the vital functions of a society, and the health, safety, security and economic and
social well-being of the community, whose cessation or destruction would have
a significant impact” (Curt & Tacnet, 2018, p. 2441). It is also referred to as the
economy’s nerve system enabling societal functioning while also driving economic
growth and fostering social development (Yusta et al., 2011).

The sectors that a country defines as critical may vary. For example, among
the CI sectors of the U.S. are chemical, communications, critical manufacturing,
dams, defense, emergency services, energy, financial services, food and agricul-
ture, government facilities, healthcare, Information Technology, Nuclear Reactors,
Waste, Transportation Systems, and Water Systems (U.S. Department of Homeland
Security 2024). These sectors are interconnected and partly depend on each other
implying that one CI may rely on the services of another to operate effectively
(Alcaraz & Zeadally, 2015).

Early discussions about threats to CI primarily centered on physical threats,
including terrorism, natural disasters, and other destructive forces. More recently,
non-physical threats, such as cyberattacks, and political challenges emerged as sig-
nificant concerns in the literature (Biskupovic, 2021). The number of cyberattacks
on CI has risen sharply in recent years. A report by Forescout-Vendere Research
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(2024) indicates that from January 2023 to January 2024, global CI experienced
over 420 million cyberattacks, which equals more than 13 attacks per second and
an increase of 30% compared to the previous year. The following sections are con-
sequently dedicated to this topic.

The Increasing Risk of Cyberattacks on CI

Advancements in technology over recent decades have made CI increasingly reliant
on digital operating systems and network infrastructure (Osei-Kyei et al., 2021).
This growing dependence led to an integration of formerly isolated CI operating
systems into a system framework, where functionality and productivity depend
on public networks like the internet. That global interconnectivity has made CI
a prime target for cyberattacks, with scholars highlighting the rising frequency
of such incidents (Gunduz & Das, 2020). This is also due to the decreased time
needed to plan an attack and the ease with which advanced technologies can be
leveraged to target CI (Han et al., 2019).

Attacks on the technological systems underpinning CI can have severe
consequences. A disrupted cyber infrastructure could lead to significant impacts
on the performance, reliability, and security of CI due to their strong reliance on
interconnected systems (Alcaraz & Zeadally, 2015). Moreover, the interdepend-
ence of CI can result in cascading effects (Alcaraz & Lopez, 2012). For example,
in 2016, presumably Russian hackers carried out a cyber-attack on the Ukrainian
power facility Prykarpattya Oblenergo in December causing a blackout that left
nearly half the population — approximately 700,000 people — of Ukraine’s Ivano-
Frankivsk region without electricity affecting further CI including healthcare and
communications (Weinberg, 2021). Scenario planning has attempted to address
such cascading effects by cross-impact analysis. For example, a hypothetical attack
on a major European port such as Antwerp or Hamburg that results in its defunction
for a week is anticipated to cause detrimental cascading effects that ripple through
the entire European production and economic supply chain. While damage and
loss estimates are impossible to predict, it is a common opinion amongst experts
that the tally of such event could cause an economic cost/loss of dozens of billions
of Euros. Thus, safeguarding Cls from these attacks remains a daunting task due
to the overwhelming volume of security events that require analysis and response
(Han et al., 2019). This is why it is essential to better understand cyber-attacks,
their impact, and the offenders’ motivation in order to design countermeasures.

Types and Impacts of Cyber-Attacks

The classification of cyber threats by Darem et al. (2023) provides a framework
to understand the complexities of cyberattacks, which is applicable across CI
sectors (Ige et al., 2024). It includes the impact, nature, and character of cyber
threats (Darem et al., 2023). Impacts range from regional to global economic desta-
bilization (Sheehan et al., 2021), financial losses (Mukhopadhyay et al., 2019),
reputational damage (Wang et al., 2020), operational disruption (Kaffenberger &
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Kopp, 2019), and increased costs or compliance penalties (Sheehan et al., 2021).
Cyberattacks can also result in intellectual property theft and identity breaches
(Stanikzai & Shah, 2021). Cyber threats are further categorized by their nature
and character (Darem et al., 2023). The nature includes the rapid development,
covertness as cyberattacks are hidden, and adversarial threats from state-sponsored
actors, crime syndicates, and hacktivists (Vedral, 2021). Analyzing identified threat
actors in 2023, the majority of them were either criminals (47%) or state-sponsored
actors (46%) (Forescout-Vendere Research, 2024). Threat characteristics include
insider involvement, that is, manipulation or recruitment of employees (Canadian
Centre for Cyber Security, 2023), persistence, and adaptability of hacker tactics
(Stanikzai & Shah, 2021), and multi-vector attacks like malware and phishing
(Mattioli et al., 2023).

Finally, the threat is characterized by the motivation of the attack ranging from
financial to political goals (Doerr et al., 2022), with attacks often targeting CI
institutions (Sood & Enbody, 2014). In 2023, CI organizations in 163 countries
were targeted, with the US (28%) and UK (14%) being top targets, followed by
Germany with 12.8% (Forescout-Vendere Research, 2024). The most active threat
actors were based in China (25.8%), Russia (14.7%), and Iran (7.5%). The CI most
frequently targeted by these actors were Government, Financial Services, Media
and Entertainment, Technology, Education, Telecommunication, Healthcare,
and Energy (Forescout-Vendere Research, 2024). Responding to cyberattacks is
complicated by a lack of skilled professionals and inconsistencies in organizational
security priorities that may create potential entry points for attackers (Han et al.,
2019; Zimba et al., 2018). Recognizing common threats and their characteristics is
thus essential for designing effective countermeasures.

Literature Review on Countermeasures

The literature emphasizes both technical and non-technical measures — legal, regu-
latory, and organizational — in mitigating cyber risks to CI (Darem et al., 2023).
Technical measures include encryption, a key tool to prevent unauthorized data
access (Diro et al., 2020), alongside multi-factor authentication, network seg-
mentation (Basta et al., 2022), firewalls, and intrusion prevention systems (IPS)
(Zahoor et al., 2016). Regular updates, endpoint protection, security information
and event management (SIEM), data loss prevention (DLP), anomaly detection,
and deception technologies further bolster security (Gonzalez-Granadillo et al.,
2021; Kechagias et al., 2022; Diro et al., 2020).

Legal and regulatory measures like general data protection regulation (GDPR)
and ISO 27001 establish essential cybersecurity standards (Sudarwanto &
Kharisma, 2022; Haruna et al., 2022). Breach notification policies, cyber insur-
ance, and international collaboration aid in incident response and reducing risks
(Kosseff, 2017; Matejka et al., 2021). Organizational measures include inci-
dent response planning, risk assessment, regular audits, and awareness training
(Yohannes et al., 2019; Kennedy, 2016). SOC, chief information security officers,
employee screening, threat intelligence sharing, and disaster recovery plans



Preparing Civilian Infrastructure 113

enhance readiness (Danquah, 2020; Wagner et al., 2019). Physical security like
closed-circuit television (CCTV) completes these strategies (Badhwar & Badhwar,
2021). Due to the unique requirements and risks faced by individual organizations,
they must tailor these measures to their specific needs, integrating policies, and
technical and procedural strategies for robust protection (Darem et al., 2023).

Recommended Courses of Action

More robust states, companies, and societies are better at weathering crises.
They tend to recover more quickly and are able to return to their pre-crisis level
of functioning. Less robust societies are paralyzed by crises for longer and thus
miss out on other political, economic, or social developments, running the risk of
trailing behind progress for years. The primary objective of resilience is to ensure
the continuity of government and essential public services even in a state of emer-
gency. Resilience is especially improved if, in addition to government preparations,
resources of the civilian sector are used to support state tasks. A number of future-
oriented measures at the national and European level can contribute to strengthen
civilian CI operators in particular and the national resilience overall.

Recommendation 1: Strengthening National Information Exchange

Disaster and crisis management is subject to the principle of subsidiarity and as such
is mostly the responsibility of the individual sub-state entities. A common operational
picture on the national level that combines civil protection, crisis management,
civilian and military stakeholders, and national defense through a joint information
and situation center is a prerequisite for adequate resilience. Information exchange
requires institutionalized and voluntary cooperation. Data that could be shared with
command-and-control information (C2I) systems of the civilian and military response
forces involved are usually only sporadically available. Because there are a number
of different systems in use, mutually agreed standards for information exchange
among civilian authorities and between civilian and military response forces are also
lacking. To overcome such shortcomings, a number of initiatives seem appropriate:

» expanding cooperation and information exchange between government author-
ities and the civilian sector, including non-governmental organizations (NGOs)

* defining technical standards and harmonizing different monitoring and C2I
systems on a national level

 establishing permanent monitoring based on a joint situation picture

» expanding civil-military cooperation on the management of hybrid risks and
natural disasters

Recommendation 2: Strengthening International Information Exchange

The deficits that affect national information exchange also exist in the international
context. While there are established NATO standards in the area of simulation-based
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military training, they are primarily geared towards military operations and are
not explicitly intended for crisis management, operation to counter hybrid attacks,
or resilience strengthening. There are a number of ways in which international
cooperation could be improved:

creating European standards for training civilian and military personnel and
establishing a reserve of skilled civilian volunteers in the EU who can be called
up in the event of a crisis as a result of an attack on CI

creating European standards for EU-wide information exchange before, during
and after crises

expanding cross-border civil-military cooperation in crises

compiling a common operational picture for all of Europe to increase resilience
Europeanizing CI protection

defining and cataloguing national and European CI

establishing EU-wide permanent situation monitoring and situational awareness
with regard to CI

creating cross-border emergency and contingency plans, joint safeguard
measures and transnational redundancies

building a European smart grid to safeguard power supply

establishing minimum standards for cyber resilience for central state tasks

Recommendation 3: Establishing Early Recognition of Crises to Support
Decision-Making Processes

There currently are a variety of ways to measure and predict crises and potential
vulnerabilities. What is lacking, however, is a process for translating the results
into political action. Ways to improve this situation include:

making better use of early warnings for decision support
developing processes for early containment of slowly developing crises

Recommendation 4: Promoting a Resilience-Based Security Culture

Resilience is about permanent transformation, not just maintaining the status quo.
The careful handling of political and technical security as well as the adaptation
to disruptive emerging technologies is key. Investments in security must not be
perceived as a drain. Instead, they should be considered a permanent part of the
organizational culture of both government and the private sector and should be
exercised and rehearsed in realistic scenarios. The following measures can help
establish a resilience-based security culture:

.

promoting a resilience-based security culture across all areas of society through
national, European, and NATO guidelines

incentivizing prevention measures to establish them as something other than
bothersome bureaucratic requirements, for example, by reducing the tax burden
on companies that invest in reducing their vulnerability to crises
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* increasing awareness for security and safety through crisis and resilience plans
* developing national and EU-wide crisis scenarios and performing regular
exercises as stress tests

Conclusion

As the landscape of security threats evolves, the imperative to prepare civilian
infrastructure for potential cyber and hybrid attacks becomes increasingly urgent.
The convergence of digital dependence, interconnectivity, and sophisticated hybrid
threat tactics has made CI a prime target, with cascading effects that can disrupt
entire societies. The analysis presented underscores the need for a multifaceted
approach combining technical, organizational, and strategic measures.

Hybrid warfare, particularly its fourth- and fifth-generation manifestations,
poses significant challenges to the ability of civilian and military actors to pre-
pare for and protect CI. The decentralized and psychological focus of fourth-
generation warfare disrupts traditional defense mechanisms by targeting societal
cohesion and public confidence, often bypassing physical defenses entirely.
Meanwhile, fifth-generation warfare leverages technological advancements,
such as Al and cyberattacks, to exploit vulnerabilities in interconnected systems
while maintaining plausible deniability. These methods obscure the origin
of attacks, complicating attribution and response, and create an environment
where proactive defense measures must constantly evolve to address emerging
threats. The resulting uncertainty and operational complexity strain both civilian
and military preparedness, requiring a seamless integration of technological
innovation, policy adaptation, and cross-sector collaboration to safeguard CI
effectively.

Resilience remains at the heart of preparedness, requiring not only robust
cybersecurity but also coordinated crisis response, public awareness, and inter-
national collaboration. Strengthening information exchange, establishing clear
standards, and fostering a resilience-based security culture are essential steps to
mitigate vulnerabilities and enhance recovery capabilities. Moreover, the inte-
gration of civilian and governmental resources, supported by realistic scenario
planning and training, can further bolster national and international defenses.

Ultimately, addressing the challenges posed by cyber and hybrid threats
demands a proactive and adaptive approach. Governments, industries, and com-
munities must work in tandem to transform security from a reactive measure into a
foundational element of societal stability and resilience. By doing so, societies can
ensure the continuity of essential services, safeguard their Cls, and remain resilient
in the face of emerging threats.
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10 The Role of Military and Their
Training in High-Tech Warfare

Fotios Moustakis

Introduction

We live in a world defined by rapid and unpredictable change, with geopolitics at
its core. Once-stable power dynamics are now in flux, and disruptive behaviour
is increasingly the norm. Western nations face a complex web of interconnected
challenges, while their geopolitical adversaries are seizing the opportunity to exploit
this period of uncertainty. Free from the constraints of democratic systems—such
as public opinion, political opposition, and fair elections—these adversaries are
able to think creatively, set long-term goals, and implement strategies with greater
agility. In contrast, the West risks being outpaced and outthought by its competitors,
who benefit from centralised decision-making and the ability to act swiftly.

One of the most significant factors exacerbating this imbalance is the rapid
advancement of transformative technologies. These technologies, including artifi-
cial intelligence (Al), robotics, cyber warfare, and autonomous systems, have the
potential to fundamentally reshape military and strategic landscapes. In many ways,
they threaten the traditional foundations of Western military supremacy, which has
long been grounded in superior firepower, advanced weaponry, and well-trained
personnel. The diffusion of cutting-edge technologies to adversaries raises crit-
ical questions: How will Western military organisations adapt? Can they maintain
their edge in a world where technological innovations evolve faster than existing
doctrines and capabilities?

The challenge is not only about technological adoption but also about leader-
ship. The rise of these transformative technologies presents unprecedented leader-
ship dilemmas. As new systems and tools reshape how wars are fought and how
strategies are developed, military and organisational leaders will need to adapt their
approach to managing both technology and people. Effective leadership in this new
era will require more than just technical competence; it will demand vision, agility,
and the ability to understand the human dimension of warfighting and organisa-
tional dynamics.

Human leadership has a distinct comparative advantage in areas such as motiv-
ating troops, and fostering the kind of innovation and talent that technology alone
cannot produce. While new technologies will undoubtedly provide critical insights
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and efficiencies, they cannot replace the uniquely human skills needed to connect
with and inspire people. Transforming these technological advancements into oper-
ational successes will require leaders who can effectively communicate the sig-
nificance of these tools to their teams and align technological capabilities with
organisational objectives. The Russian invasion of Ukraine has provided a stark
illustration of this dynamic. Despite significant material disadvantages, Ukraine’s
adaptive leadership and innovative use of technology have allowed it to resist a
more powerful adversary effectively. The conflict highlights the importance of
empowering leaders at all levels to act decisively, leverage new technologies, and
adapt to rapidly shifting conditions on the battlefield.

This chapter argues that, in order to meet these emerging challenges, a
shift is required in how leadership is conceptualised and practiced in the mili-
tary. Conventional transactional leadership models, which focus on short-term
exchanges and performance metrics, are insufficient in this context. Instead, a
transformational leadership approach is needed—one that prioritises long-term
vision, the development of individuals, and the ability to foster innovation and
adaptability within organisations. Drawing insights from the military context, this
chapter underscores the critical role of leaders who can inspire, empathise, and cul-
tivate talent, especially as they navigate the complexities of emerging technologies.

An Overview of New Technologies in Global Military Strategy

Before examining the role of soldiers in the current era of high-tech warfare, it
is important to first assess the role and impact of transformative technologies on
global military strategy. The ability to contextualise machine-driven decisions is
expected to become a crucial asset for future military leaders, with its effective use
likely to shape and define the most suitable military leadership and training styles
for the 21st century.

Recent conflicts, particularly the Ukraine war, have underscored the growing
importance of technologies like drones and Al. For example, Ukrainian forces have
extensively employed drones, including Bayraktar TB2 and domestically produced
models, for reconnaissance, targeting, and psychological operations. This use of
commercial and military-grade drones has provided Ukrainian forces with critical
advantages, enabling them to disrupt Russian supply lines, gather real-time intelli-
gence, and conduct precision strikes.

According to the Oxford Living Dictionary, Al is defined as:

“The theory and development of computer systems able to perform tasks nor-
mally requiring human intelligence, such as visual perception, speech recog-
nition, decision-making, and translation between languages” (Marr, 2018). At
the organizational level, Al, is a “cognitive technology” which will “enable
organizations to break prevailing trade-offs between speed, cost, and quality,”
increasing efficiencies and output (Jensen et al., 2020, 526-550). On a strategic
level, the application of Al could enable emerging powers like China to displace
existing military powers such as the United States.
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Al does not refer to just one technology, but rather to a collection of them. Most
of these technologies are loaded with latent military potential (Davis and Nacht,
2018, 71-87) and techniques such as machine learning (ML), deep learning (DL),
natural language processing (NLP), robotics, speech, computer vision, supervised
learning, and unsupervised learning (for more information, see Table 10.1).

Al will be utilised for processing the massive amounts of intelligence, surveil-
lance, and reconnaissance (ISR) data involved in modern operations. Furthermore,
the military applications of Al will be manifested in the development of autono-
mous vehicles. Al-based guidance systems will support space and undersea
platforms, while the so-called drone swarms, will also be driven by AI (National
Academies, 2018). Al it is anticipated that will enrich battlefield simulations and
war games to explore dynamic conditions (weapons, allies, etc.) and their impact
on decision-making, analyse games, and gather intelligence via satellite, drones
and cyber domain (Reddie et al., 2018, 1362—1364). One, however, should not
underestimate the fact that western rivals such Russia and China will also have the
potential to change the strategic calculus with the use of Al in military domains as
well (Crosston, 2020).

Cyber space is the global domain within the information environment consisting
of the network of information technology infrastructures and data, including the

Table 10.1 Key Applications in Al

Deep Learning The most complex forms of machine learning (ML) involve deep
learning (DL), or neural network models that comprise many
levels of features or “variables” that can predict outcomes.

This ML-based approach utilises a logic structure similar to the
brain called neural “networks” to recognise and discriminate
patterns such as speech, image and video (Properzi et al., 2019)
While most ML programs can work with small data sets that are
organised and labelled, DL programs are most effective when
applied to large volumes of raw and unstructured data (Mollica
et al., 2016). DL techniques are also increasingly being used

for speech recognition and, as such, this form of analysis is
becoming embedded in NLP systems.

Natural Language  This refers to the application of computational techniques aimed

Processing at analysing and synthesising natural language and speech; and
includes applications such as speech recognition, text analysis,
translation and other goals related to language. The objective of
NLP is not only to establish the structure between words in a text
(syntax), but to also to understand the meaning (semantics) and
the context meaning (pragmatics) (Rueda et al., 2019)

Machine Learning  Machine learning is a statistical technique for fitting models to
data and to “learn” by training models with data. It is one of the
most common forms of Al and includes various technologies
such as DL, supervised learning, unsupervised learning, and
reinforcement learning. ML uses computer algorithms that learn
from structured and unstructured data to identify hidden patterns,
make classifications and predict future outcomes.
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Internet, the World Wide Web Information System, telecommunications networks,
computer systems, and embedded processors and controllers. In today’s world,
cyber space transcends geographical and geopolitical boundaries and is critical for
commerce, governance, and national security. Along with the physical domains
of air, ground, maritime, and space, cyber space is one of the five interdependent
spheres of human operations. Modern operations in the air, on land, and at sea
depend on information technology infrastructures and computers, as well as the
information that flows and is processed in cyberspace. Furthermore, all space
domain operations are inextricably connected with cyberspace, and certain cyber-
space operations cannot be carried out without the assistance of the space domain
(e.g. satellite applications and communications).

Between 1960s and 1980s, both NATO and Soviet Union had launched
numerous military missions to address requirements for space reconnaissance,
telecommunications, navigation, weather monitoring, command, and control while
simultaneously developed their offensive intercontinental ballistic missile (ICBM)
capabilities and their space infrastructure, symbolised by the Program Apollo and
the numerous Space Stations from both sides.

Despite all the Cold War developments, space never dominated the theatre of
operations until Gulf War in 1991, the first ever “Space War.” Global positioning
system (GPS) would change the warfare and space-based navigation, imaging,
and communications would become indispensable assets for all warfighters. In the
three decades after the Gulf War, we have seen the establishment of new corps
like the US Space Force and the UK Space Command, the establishment of mass
production lines for satellites (e.g. Airbus One Web Satellites, over 7,000 Starlink
satellites in low Earth orbit) but we have also seen a dramatic increase of overt
testing of anti-satellite weapons.

As the contours of new technologies become increasingly clear over time, the
question on how military leaders and training will be able to adapt and embrace
these technologies remains to be seen. People are an organisation’s most valu-
able asset, and the most successful companies are those in which the leadership
drives and utilises human capital most effectively and efficiently. The expertise,
skills, experience, and education that each employee possesses and applies inside
the organisation determine the value of this human capital. This realisation points
to a specific type of leadership characteristics which can be identified as the trans-
formational type and will be assessed in the following section.

Leadership and Soldier Development in the Age of High-Tech Warfare

The prevailing view among academics sees leadership as a social process in which
one individual shape the attitudes, values, and, most importantly, actions of others
(Yukl, 2013). Consequently, leadership development has become increasingly
important for businesses and organisations of all sizes (Hotho and Dowling, 2010)
including militaries, even though the type of training program may vary by com-
pany or sector.
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Military leadership is a distinct theoretical and operational discipline from
civilian leadership. The framework that defines military leadership is, primarily
a military organisation’s core duty, which is to provide security. Members of the
armed forces are therefore, given the authority to use force to fulfil this respon-
sibility (Kart et al., 2016, 159-187). Military leadership is severely influenced
by the combat and security missions it performs. Military organisations are also
known for their “totality,” in which regulate nearly every part of their members’
lives, while another key characteristic of the military organisation is that military
forces aim to accomplish their objectives through a hierarchical structure. Due to
the organisation’s scale, commanders’ decisions and actions significantly impact a
large number of subordinates.

In addition to the organisational context, understanding military leadership
requires a study of the operational environment in which it functions, as well
as the major social, cultural, and technological changes that shape it (Morath
et al., 2011, 453-461). Today’s modern militaries are dealing with a “spectrum
of operations and confrontations” which makes it imperative that they must
have the ability to function efficiently in environments that quickly shift from
peace to outright war. For example, military forces in Iraq and Afghanistan had
to simultaneously operate and fight in urban environments while also providing
humanitarian assistance (Konaev, 2019). In this ever more complex and unpre-
dictable environment, military leaders must be trained to carry out a variety of
operations. They must be able to instantly assess the environment, take actions,
devise strategies, and adapt to unexpected outcomes. It is not then a surprise, that
versatility, agility, adaptability, flexibility, ingenuity, and the drive and ability to
participate in continuous learning are all necessary skills for success in today’s
(and tomorrow’s) operational environments, according to US Army leadership
doctrine (Morath et al., 2011)

Since military leaders operate within a hierarchical structure, they are not only
responsible for the success of their own organisation but also bear responsibility for
the broader society in which their organisation functions. Society, like members of
the armed forces, expects military leaders to be both efficient and attentive to the
well-being of their troops. Military leaders are often seen as integral members of
the broader political system. They represent the military institution, giving it both
a face and a voice, and shape its dominant leadership culture through their actions
and decisions (4rmy Doctrine Publication, 2019).

When a military leader’s level of command rises, so does the complexity of his or
her decision-making. Studies show that when leaders involve skilled subordinates
in the decision-making process, adherence to decisions and effective implementa-
tion improve significantly (Ejimabo, 2015).

While desirable leadership traits have evolved over time, the basic formula
for leadership success has remained relatively unchanged for the past 2,000 years
(Table 10.2). The method for instilling, encouraging, and maintaining the required
leader attitudes, on the other hand, has yet to be determined (Walter, 2010).
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Table 10.2 Key Characteristics of Military Leadership

Discipline Military leadership is a distinct theoretical and operational
discipline from civilian leadership, which includes both
normative and context-specific elements.

Mission Context Military leadership is severely influenced by the combat and
security missions it performs.

Regulation Military organisations are also known for their “totality,” in
which regulate nearly every part of their members’ lives.

Hierarchy Military forces aim to accomplish their objectives through a

hierarchical structure.

External environment Operational theatre in which military leadership currently acts as
well as the major social, cultural, and technological changes
that characterise it.

Decisiveness Leaders must have the ability to function efficiently in
environments that quickly shift from peace to outright war.
Versatility Leaders must be able to instantly assess the environment, take

actions, devise strategies, and adapt to unexpected outcomes.
Value of Education =~ Leaders must be able to participate in continuous learning
initiatives.
Social Responsibility Leaders are largely responsible not only for the success of their
own organisation, but they bear responsibility for the entire
society in which their organisation is part of it.

Evolving Command: How 21st-Century Challenges Shape Military
Leadership

Military leadership is often seen as encompassing two key elements: task-oriented
leadership (transactional leadership) and change-oriented leadership (transform-
ational leadership) (see Meerits and Kivipdld, 2020). James MacGregor Burns’
1978 book Leadership is widely regarded as a pivotal work in introducing a new
approach to leadership (Burns, 1978). According to Burns, the basic role of leader-
ship is to bring the leader’s and subordinates’ goals and objectives together in order
to achieve a higher vision. This way of thinking implies the possibility that people
do not have to agree on anything, but that their shared vision and goals must bring
them together.

Burns’s core premise was to distinguish between two types of leadership (the
transactional and transformational styles (McCleskey, 2014, 117-130). The most
common form of leadership is a transactional leadership. It is centred on mutual
activity, which occurs when a leader approaches a subordinate to share something,
but it is important in transactional leadership that the leader seeks to achieve organ-
isational goals and objectives by controlling his subordinates. However, transform-
ational leadership is more challenging and useful than transactional leadership
(Diaz-Saenz, 2011). A leader considers and focusses on the wishes and demands
of potential subordinates in this case. Furthermore, a transformational leader seeks
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to understand his subordinates’ motivations, to meet their needs, and secure their
commitment.

Studies have also identified the necessary skills for 2 1st-century leaders that can
be applied to various sectors including the military. They have usually included
the ability to cope with cognitive uncertainty, intellectual agility, a significant
degree of self-awareness, and a better understanding of the relationships between
organisational sub-systems. These characteristics can be added to the classic qual-
ities of a leader: honesty, energy, bravery, and adherence to institutional ideals
(Walter, 2010).

In exploring how to develop modern military leaders, the concept of “best
practice” emphasises the importance of strong, supportive relationships between
leaders and soldiers. In industries, the idea of “best practice” is regularly revised
and defined but what works universally remains uncertain. Given the dispar-
ities between civilian and military organisations, but also mindful of the shared
characteristics that all big, complex organisations share, one can identify the
following important elements that are important in the development of military
leadership in 21st century.

One is that attracting, motivating, and developing high-quality leaders needs a
welcoming, fair work environment. Another is that the principles, knowledge, and
attitudes of the organisation’s senior leadership have a significant impact on organ-
isational climate and cohesion (Jans and Schmidtchen, 2002, 1-204).

Military leaders, more than political and business leaders, are confronted today
with an unprecedented complex warfare environment. In addition to the leader-
ship challenges presented by the complexity and ambiguity of modern warfare
(Hoffman, 2007), the conflicts in Iraq, Afghanistan, and Libya, have highlighted the
critical need for cultural awareness (Nohria and Khurana, 2010). To make matters
worse, alliance and coalition partners’ cultures can also differ to varying degrees
and might have a significant impact on the outcome of multinational operations.
It does not then come as a surprise that the US Army makes sure that soldiers are
trained to perform in any volatile, uncertain, complex, and ambiguous (VUCA)
situation (Lawrence and Steck, 1991).

Despite the range of challenges and responsibilities that today’s military leaders
and soldiers face, some of which are long-standing while others are new, several
core roles remain essential for a 21st-century military leader.

Warrior-Leader: Officers and non-commissioned officers must continue to lead
men and women into danger. They must plan, prepare, and lead their units in a var-
iety of missions.

Caretaker/Guardian: Decades of conflict including the twenty-year war in
Afghanistan and significant coalition losses in Iraq have put a tremendous strain
on forces and their families. Military leaders must ensure the physical and mental
well-being of service members and their families.

Caretaker/Guardian of Institution: Leaders are committed to developing
conditions that promote the learning, growth, and retention of service members in
time of war and peace.
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Technical Experts: Leaders must acquire and retain the technological and tac-
tical skills needed to lead across an ever-broadening spectrum of missions and
operational environments. As they lead this highly dispersed army, leaders must
also be skilled in the use of communication technology (Dubois et al., 2017).

The advancement of technology has become one of the most powerful drivers
of transformation in the military operating environment. The NATO countries (as
well as potential western adversaries and rogue states) have significantly improved
their capabilities thanks to technological developments in military equipment and
systems (McDonald, 2021).

Ultimately, military leadership is similar to leadership in any other profes-
sion or occupation in terms of priorities and the need to complete tasks. There
are differences in terms of context—where the leadership takes place (Chan
et al., 2011). Military leaders are planning for or working in serious and extreme
conditions marked by difficulty and ambiguity, which may include using or being
attacked by lethal force (Wong et al., 2003).

From the above analysis and the point of view of military leadership, the type
of transformational leadership seems to be the most relevant to lean on in the
21st century (Nissinen, 2001). In both military and commercial environments,
“transformational” leaders have been found to be more successful than leaders
who rely heavily on transactional leadership style (Bass and Avolio, 1993). The
Ukraine war provides a powerful example of how transformational leadership
can succeed in the face of overwhelming odds. Commanders like General Valerii
Zaluzhnyi have exemplified this leadership style by articulating a clear vision
of national defence, inspiring their troops, and fostering a culture of innovation
and resilience. Furthermore, academics such as Burns argue that transactional
leadership activities lead to short-term trading relationships between followers
and the leader. These relationships are characterised by superficial, intermit-
tent exchanges that often result in dissatisfaction among the participants (Burns,
1978). Several academics criticise transactional leadership theory for adopting
a generic, one-size-fits-all approach to leadership that overlooks situational and
contextual factors critical to 21st-century military operations and organisations
(Beyer, 1999). Although empirical studies often support transactional leadership,
they typically examine it alongside transformational behaviours (Gundersen
et al., 2012, 46-57).

Forging Tomorrow’s Military Leaders

New technology has transformed 21st-century warfare, and the rapid pace of these
advancements will challenge leaders, soldiers, and decision-makers (Latiff, 2017;
Cohen et al., 2020). The Ukraine conflict underscores the necessity of preparing
leaders for asymmetric and hybrid threats. The rise of hybrid threats (Fleming,
2011) as well as the proliferation of regional conflicts (the Russia—Ukraine War,
the Israeli-Hamas/Hezbollah conflict, Libyan conflict of 2011, and the Syrian civil
war) and asymmetric warfare engagements (including operations in Afghanistan,
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Mali, or against global extremist movements such as Daesh), requires a shift not
only in strategic and tactical approaches but also in cultural awareness.

Cultural awareness enhances the ability to communicate effectively with
individuals from various backgrounds, which is crucial for building trust and
fostering cooperation. Additionally, Ukraine’s ability to integrate Western mili-
tary aid into its operations demonstrates the importance of coalition leadership.
At all levels, leaders must recognise, appreciate, and accommodate cultural
differences in order to build long-term relationships and cooperation that support
the mission’s success.

Since technological systems provide an unprecedented amount of information
to units and commanders at all levels, leaders should be trained to sift through a
constant stream of data to find and synthesise the relevant facts into a coherent
picture of the situation. A leadership training program based on transformational
leadership requires that each military leader strive for personal development and
growth. Meanwhile, as military operations become ever more complex, the need
to instil a culture of innovation, adaptability, and agility of decision-making in the
training of future leaders will be unavoidable if not a panacea.

Modern military organisations should foster a culture of continuous education
and learning by:

» Expanding negotiation, coaching, and mentoring opportunities at all levels, par-
ticularly at junior ranks.

* Emphasising a commitment to personal and professional growth from the outset
of one’s career, sustaining it throughout.

For instance, the U.S. military offers targeted language training to enhance regional
understanding and routinely sponsors both enlisted personnel and officers for
degree and postgraduate studies in relevant fields such as cryptology, international
relations, and strategic studies (Ellinger and Posard, 2023).

The “freethinkers” do not get promoted because they are not conventional
enough. This is not helped by the requirement to do specific jobs/roles prior to
promotion for certain amounts of time. A risk adverse culture has been grown in
militaries. There needs to be more incentives for officers to think “outside the box.”
We train and educate military people to be risk adverse (i.e. engineering officers);
they therefore lose their agile thinking.

Adopting the transformational leadership model requires militaries to meet the
challenges of the twenty-first century by educating, engaging and utilising their
general officers’ attitude, knowledge and critical thinking skills. A good example
of this approach can be demonstrated by the United States Army, which in 2010
formally adopted the idea of “design” to address the “fog of war” scenarios into
its operational planning doctrine (Department of the US Army, 2010). The idea
stemmed from a growing awareness that the traditional planning process had not
delivered the level of understanding needed in the contemporary operational con-
text, and that the why-to-what component of operational planning required more
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systematic review. The idea of design was instigated prior to the planning of major
military operations, a design team was to be constituted in order to properly under-
stand the dynamics of:

i the operational environment;

ii the problem at hand;

iii the potential operational approaches available.

iv Once those dynamics had been understood, the commander might then synthe-
sise a concept of operations that could be handed down to the planning team,
where it would inform their planning of subsequent force generation, man-
oeuvre, fires, logistics, etc. Utilising the subordinates’ critical thinking skills,
knowledge, desire to participate in the mission, will only benefit the organisa-
tion and its members.

As new technologies become central to military operations, those tasked with inte-
grating these advancements must not lose sight of the human component in training
and education. Training should not merely be an afterthought, but it should be
integrated into development.

Emerging domains like space, cyber, Al will require both academic but also
industrial training to understand the nature of these systems. Universities and the
defence industry have significant experience with these technologies, and they
need to work very closely with the future military leaders to make them aware and
educate them on these innovations and their capabilities.

In addition to standardised training, these new capabilities must be continuously
integrated into war games, exercises, and demonstrations to improve not only the
operators’ performance but also the ability of the military leaders to incorporate
these capabilities into campaigns. Demonstrations and simulations are critical to
evaluate the functionality, requirements but most importantly to get a sense of what
is needed in terms of further training requirements. Ideally, these simulations need
to incorporate operational concept demonstrators where the military leaders and
the armed forces will be able to evaluate these capabilities in the real theatre of
operations.

In the complex/hybrid environment of the 21st century, the military will require
more agility, forward deployment capabilities, better situational awareness,
fully integrated information operations, and sustained operational persistence.
Achieving those things will involve more devolution of command and control,
better-integrated information systems at the alliance and joint levels and well-
educated officers.

Conclusion

This chapter has demonstrated that leadership needs to evolve in response to
significant transformations in the military environment. The rise transformative
technologies will challenge the ability of military leaders to adapt to an increas-
ingly dynamic and complex battlefield. By understanding how these technologies
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influence future operations, western military leaders can better prepare, organise,
and strategize for upcoming missions.

As leaders continue to learn how to lead and serve the members of their
organisations, new technologies are pushing them to retool. Additionally, the
lessons NATO armies have gained from recent operations in Ukraine, Iraq,
Afghanistan, Syria, and Libya should also be used to revise national strategies for
military leadership.

As highlighted in the chapter, a leadership-training program based on trans-
formational leadership will require that each military leader strive for personal
development and growth. Simultaneously, the need to instil a culture of innovation,
adaptability and agility of decision-making in the training of future leaders will be
unavoidable if not a panacea.

Military leadership in 21st century should embrace officers desire to further
themselves. Conflicts and wars take place between people. People are influenced
in two ways by leadership training: directly and indirectly. We have the potential
to shape our leadership culture because a military institution has the ability to edu-
cate its leaders. Only learning organisations will thrive in the world of change and
innovation.
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11 UKkrainian Tactical Innovations
during Russia’s Full-Scale War
Against Ukraine, from February 2022
to September 2024

Lieutenant Colonel (LtCol) Daniel Love

Introduction

The focus of this chapter is on selected innovations undertaken by Ukrainians in
Russia’s full-scale war against Ukraine since 24 February 2022 and until September
2024. The developments and innovations in the conduct of this war have been rapid
and myriad. This chapter is an attempt to capture selected innovations, specific-
ally regarding military operations at the tactical level in the conduct of this war.
Ukraine is fighting an existential war against an unprovoked and illegal invasion
by the Russian Federation (RF). The key takeaways for Western military readers
are how to better support its allies that may find themselves, like Ukraine, fighting
an existential war against a hostile invader, as well as how to prepare their own
militaries for both the verities and the game-changing innovations of 21st-century
warfare that are being evidenced on the battlefield in Ukraine over the last two and
a half years. This chapter is not all-encompassing or exhaustive, and its scope is to
provide an overview of interesting developments in order to serve as a jumping-off
point for further study and research on a given topic of interest.

This chapter is likewise based on reporting, research reports, and books from
2022 to present. Most of these sources are based on accounts from Ukrainian mili-
tary service members, or Ukrainian sources otherwise, with first-hand knowledge
of events that they have been shared with journalists, researchers, and historians.
These writings are not only a first draft of history of an ever-evolving and highly
dynamic situation in Ukraine’s war of survival, but also ones that offer insights
from which key takeaways and lessons for this war and for war in 21st century
can be gleaned. This chapter is an attempt to provide relevant references from the
aforementioned reporting, research reports, and books and provide analysis in the
form of key takeaways, implications, and conclusions regarding this conflict as
well as war in the 21st century.

Tactical Level Innovations and Developments

Ukraine’s war of survival is one in which Ukraine has fought with resource and
manpower shortfalls, comparative disadvantages with the RF’s resources and
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manpower, as well as rules of engagement constraints imposed by the U.S. gov-
ernment. Despite these shortfalls, comparative disadvantages, and constraints,
Ukraine has succeeded in over two and a half years of large-scale combat
operations (LSCO), holding a much larger, much better-resourced invader at bay
and destroying multitudes of RF resources, specifically military equipment, per-
sonnel, and war materiel in the process (General Headquarters Armed Forces of
Ukraine 2024). Due to Ukraine’s success, during the course of this war, Russia
has reassessed and adjusted its strategic aims at least four times to date in order
to align its end state with what it might be able to achieve tactically and oper-
ationally in its war of aggression against Ukraine (Freedman 2023, 44-45). Two
areas at the tactical level of war that evidence innovation and that have contributed
to Ukraine’s success thus far are unmanned aerial systems (UAS) and artillery
operations. The following section will explore the innovations and adaptations in
these areas, primarily from the Ukrainian side, in order to demonstrate their impact
on this conflict’s progression as well as to offer key takeaways, implications, and
conclusions for this conflict and future wars in the final section.

Unmanned Aerial Systems (UAS)

The quantity of UAS employed by both Ukraine and the RF on the battlefield in
this war is without precedent, as are the types of UAS being used at scale and the
methods in which they are being employed. Prior to Russia’s full-scale war against
Ukraine, UAS typically referred to expensive fixed-wing platforms that conducted
Intelligence, Reconnaissance, and Surveillance (ISR) missions or served as a
means to conduct a lethal weapons strike, usually operated by the U.S. or other
large militaries. In this conflict, while fixed-wing platforms for ISR or lethal strikes
are still employed, UAS typically means ubiquitous drones, most often of the quad-
copter variant, and often ones that are lethal, cheap, and disposable. The tactics
developed, refined, and currently used by Ukraine are changing the way this war,
and future wars, are fought.

The most prominent change regarding UAS platforms has been the ability to
deliver lethal munitions strikes to personnel, equipment, or war materiel using
comparatively cheap drone systems, resulting in disproportionate and highly cost-
effective kills. These drones not only cost exponentially less than the materiel
they destroy, but also can be replaced much quicker than their targets. The U.S.
Army War College’s A Call to Action: Lessons from Ukraine for the Future Force
provides an illustration of the evolution of employment of drones in Ukraine’s war.
The authors write:

A squad of Russian soldiers crouches in the eastern Ukrainian woods late in the
evening. Suddenly, a buzz overhead sends four soldiers running, while three
remain stationary. A Ukrainian soldier at an unknown distance watches the
scene through a screen, beamed back to him in infrared from the drone that
has spotted the Russian troops. Zooming in on the three stationary soldiers,
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the Ukrainian drone stabilizes and drops a small munition into their midst. The
Ukrainian military would later report all three Russian soldiers had been killed.
Scenes like this have played out countless times on both sides of the current
conflict in Ukraine. The United States and its allies are well practiced at
delivering strikes from large UAVs circling high above the battlefield, but this
scenario is different. Smaller, lighter, faster, cheaper, disposable, reconfigurable
on a kitchen table, and readily accessible on electronic store shelves, this new
version of the threat poses a challenge the United States has not seen previously.
Export restrictions around unmanned aerial systems (UASs) have been relaxed,
and the market has expanded, meaning UASs are not just the tools of advanced

militaries.
(Holbrook 2024, 197)

This vignette, referencing an event in the first three months of the war, was only the
beginning. Countless other examples of lethal quad-copter drones have appeared
on Telegram channels and X (formerly Twitter) feeds that cover Russia’s war of
aggression against Ukraine since, evidencing the innovative drone tactics being
used in this war. Cheap drones, modified to be able to carry lethal munitions have
become the apex predator on the battlefields in Ukraine. In September 2024, the
Armed Forces of Ukraine (AFU) began experimenting with first-person view
(FPV) quad-copter drones modified and able to fire either an attached rocket-
propelled grenade (RPG) or anti-tank grenade launcher (AT), which will ostensibly
lead to further adaptations in the tactics, employment, and formations of personnel
and equipment by the RF on the battlefield once these RPG drones and AT drones
are fully operationally capable (NEXTA 2024; ArmyInform 2024).

As of September 2024, FPV drones have been modified by the AFU to be able
to drop hand-grenades or even larger payloads up to 9.5 kilograms (i.e. frag drones/
bomber drones or “Queen Hornet”), fly rigged with explosives into a target (i.e.
kamikaze drones/suicide drones), drop thermite on concealed RF positions (i.e.
dragon drones), fly with a machine gun able to fire on enemy positions (i.e. machine-
gun drones), fire rocket-propelled grenades (i.e. RPG drones), and fire anti-tank
rockets (i.e. AT drones). While the latter two drone variations are still being tested
by the AFU (NEXTA 2024; Wild Hornets 2024d), as of September 2024 there are
verifiable instances of the former four drone variations being employed on the
battlefield by the AFU (Wild Hornets 2024a, b, c¢). The Ukrainian start-up Wild
Hornets, which came in to being in the spring of 2023, produces approximately 100
drones a day, and is at the forefront of innovating modifications that have enhanced
quad-copter drones’ capabilities to deliver effects on the battlefield (Urbancik and
Glushko 2024).

The organisation manufactures different FPV drones. Their “Standard Wild
Hornets” model can achieve up to 160 kilometres per hour and carry payloads of
1.5 to 3 kilograms, primarily for so-called “kamikaze missions.” These drones,
also known as loitering munitions or “suicide drones,” are unmanned aerial
systems that can loiter for extended periods before engaging targets with built-in
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warheads, effectively combining the characteristics of precision missiles and
UAUVs. These drones are generally only used once.

They also create so-called “bomber drones,” which can be used several times,
as well as the larger “Queen Hornet” model, which can carry up to 9.5 kilo-
gram bombs and boasts a range of 30 kilometres. These drones are also used
for operations like supplying food deliveries to front line areas. According to
Forbes, both Ukraine and Russia are increasingly utilising drones for logistical
purposes, with Ukrainian forces repurposing small FPV drones not only for
combat but also to deliver essential supplies for their military personnel on the
frontline.

(Urbancik and Glushko 2024)

These innovative drone capabilities have forced armoured personnel carriers and
tanks to change their employment tactics, which likewise have been outfitted with
additional armour, overhead netting, and other protective measures, such as elec-
tronic warfare measures, in attempts to increase their survivability against frag,
“Queen Hornet” bombers, or kamikaze and suicide drones (Kirichenko 2024).
They have also had an impact on the employment of infantry on the battlefield, as
now an FPV drone operator is able to provide suppression of enemy infantry both
in the open, in trenches, or in cover and concealment (i.e. basically anywhere the
FPV drone operator can locate infantry personnel on the battlefield). Furthermore,
these drones are being modified with the capability to deliver ever larger payloads,
which in some cases are tailored lethal munitions payloads that are delivered with
FPV precision on enemy targets and in other cases are logistics payloads that are
delivered to friendly positions to provide resupply.

So, what does all this mean for the course of this conflict and the future of war-
fare? According to T.X. Hammes’ report entitled “Game-changers: Implications
of the Russo-Ukraine War for the Future of Ground Warfare,” in this war, drones
“most important function has been to provide critical intelligence and artillery
spotting for tactical units in contact with enemy forces” (Hammes 2023, 9). The
evolution in drone warfare up to this April 2023 report was the pervasive and ubi-
quitous presence of small, hand-carried drones of mostly commercial origins that
were used at all echelons of military formations in this conflict, particularly at the
platoon, company, battalion, regiment, and brigade levels. This function of aerial
observation for intelligence collection, ISR, and fire observation and adjustment
by drones early in Russia’s war of aggression against Ukraine is similar to the role
played by manned aviation in its first forays on the battlefield during World War
One (WWI). If this were the extent of the evolution of drone warfare during this
conflict, such a development would have been revolutionary in itself.

However, the role of drones has quickly evolved in the course of this war.
According to a GLOBSEC report entitled “How to Beat Russia: What Armed
Forces in NATO Should Learn from Ukraine’s Homeland Defense,” Nico Lange
asserts that “at the beginning of the war, for example, improvised commercial
drones capable of releasing simple grenades by remote control were still derided
as dubious gimmicks, they have since become an integral part of warfare against
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trenches and certain types of enemy vehicles” (Lange 2023, 21). The report goes
on to note that “The leadership of the Armed Forces of Ukraine was quick to
recognize the military significance of ubiquitous drone use and quickly adapted”
(Lange 2023, 21). The AFU has subsequently established a centralised drone
school to train its forces on UAS operations, providing a broad overview of the
types of UAS platforms and their purpose in support of Ukraine’s war efforts
(Lange 2023, 21). Furthermore, the AFU has not only stood up as a centralised
training school, given the importance of drones and UAS in this war, they are
also experimenting and innovating with the integration of these trained drone
and UAS operators at all echelons of their tactical military formations, including
creating separate stand-alone UAS regiments to support combat operations. In
just over two and a half years, drone warfare has evolved rapidly. First these
platforms were employed for pervasive and ubiquitous aerial observation, intel-
ligence collection, and artillery fires spotting and adjustment at the tactical level,
but have subsequently evolved to allow for the delivery of lethal and relatively
low-cost strikes against enemy troops and equipment. These emerging and
evolving weapons of war allow for the cost-efficient disabling or destroying of
multi-million dollar military equipment with a disposable and replaceable drone
system that costs several hundred to a few thousand dollars at most (Urbancik
and Glushko 2024; Hammes 2023, 9). Likewise drones, particularly fixed-wing
platforms with extended ranges that are either ISR platforms used to facilitate
lethal fires or platforms that have lethal strike capabilities themselves, are con-
suming the enemies’ military materiel by requiring the expenditure of costly
counter-measures (i.e. anti-air defense fires to take down these comparatively
cheap but lethal drones).

In summary, Russia’s war in Ukraine has evidenced the rapid evolution of
drones in modern warfare, and what will likely come to pass before the end of
this conflict and in future wars is quite problematic for Russia, Ukraine, and any
future belligerents in LSCOs. In his book Modern Warfare: Lessons from Ukraine,
Lawrence Freedman sums up the role of drones in Russia’s war of aggression
against Ukraine:

The use of drones has been one of the more innovative aspects of the war. Both
sides have used them extensively, although Ukraine was better prepared ...
Commercial UAVs became progressively more important to both sides. They
were relatively cheap and relatively easy to acquire and adapt, and therefore
expendable. The Ukrainians learned to arm them with grenades and use them
over short distances against unsuspecting Russian troops ... . The Ukrainians
also produced strike drones, able to deliver bombs and missiles over long
distances, including into Russian territory. The use of drones indicates the
importance of innovation and adaptation during a war. Both sides embraced
simple but workable solutions rather than relying on only the most capable,
high-performance systems.

(Freedman 2023, 99-100)
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Quite simply, Ukraine has made drones efficient, cost-effective, relatively cheap,
readily available, and lethal at all tactical echelons. The AFU are using drones in
tactical engagements to conduct vertical envelopment of RF troops and equipment,
more often than not killing or severely wounding personnel and degrading or
completely destroying war equipment and materiel with cheap drones. This has
provided the AFU an economy of force option that has alleviated some of the
disadvantages it faces against Russia, given the former’s comparative shortfalls in
personnel, equipment, and war materiel (NATO PfPC 2023, 72). More importantly,
drones have proven effective on the battlefield against RF forces and have also
given Ukraine strategic depth to strike deep into Russian territory using domes-
tically produced drones such as the Palianytsia (MacKay 2024). The RF forces
and Ukrainians have developed some effective counter-measures, such as using
electronic warfare (EW) effects to disable drones. However, these EW counter-
measures also often degrade the employing sides’ own capabilities and are also not
sufficiently available at scale to protect all parts of a military formation against the
ubiquitous drone threat posed by the current evolution in drone capabilities and
pervasiveness.

These developments are likely the beginning stages of drones’ roles and capabil-
ities in war in the 21st century, much like aviation in WWI was only the beginning
of its roles and capabilities in 20th century warfare. Mark Bowden predicts what
may be the future of drone warfare, and it is grim:

What might that future actually look like? For years, military strategists have
anticipated the arrival of the so-called drone swarm, a large cluster of small
flying machines that will herald a new era of intelligent warfare. Thousands of
robotic aircraft no bigger than a starling would be all but invisible when spread
out, yet capable of instantly coalescing into a swirling dark cloud, like a mur-
muration. It would move the way such phenomena move in nature, guided by
a kind of group intellect...When you consider that a drone swarm consisting
of many thousands of off-the-shelf drones would cost less than, say, one F-35
fighter or a ballistic missile, you have a weapon that would give rogue states
or terrorist groups the means to launch devastating attacks or assassinations
anywhere in the world. Since the Korean War, American forces have controlled
the skies wherever they have gone into battle. No other nation had the means
to compete with it; the cost, the technology, the experience, and the level of
training required are beyond the reach of even the most affluent nation-states.
Drone swarms could end that domination. An aircraft carrier? A commercial
airliner? The White House? The president? Sitting ducks.

(Bowden 2022)

Drones’, and other UAS’, roles and capabilities are rapidly evolving both within
this war and likely in research and development (R&D) agencies in all leading
global powers. The implications are that whichever global power develops and
harnesses the capabilities of drones, artificial intelligence (Al) is able to control
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them and enhance their lethality, and associated supporting technologies will have
a decisive advantage in conflicts in the 21st century. Airpower and air supremacy
provided those who were able to develop the capabilities, formations, doctrine,
and employment the advantage in 20th-century warfare. Drone warfare, with its
ability to deliver persistent, cost-effective, continuous, and pervasive observation
and lethal effects to the 21st-century battlefield could provide a similar advan-
tage in 21st-century warfare for those who are able to further develop capabilities,
formations, doctrine, and employment that are on display in their nascent stages in
Russia’s war of aggression against Ukraine.

Artillery Operations

There are many experienced artillerymen that are better qualified to analyse the
implications of the changing, or in the case of mass of fires the enduring, nature of
war regarding artillery given its use and evolution in Russia’s war of aggression
against Ukraine. However, in the course of researching developments in this war,
a few salient innovations and developments in artillery operations seem pertinent
to mention. Foremost is Ukraine’s home-grown development of its “Kropyva”
software to make allocation of fire missions both more expedient and efficient.
Furthermore, the biggest takeaway from this conflict is that in neither this war nor
future wars will mass of artillery fires become obsolete, as some have predicted
since the advent of precision-guided munitions (PGMs) during the late 20th-
century’s revolution in military affairs (RMA). Lastly, and as a consequence of
this enduring nature of mass of artillery fires, the importance of a nation’s, and
their allies’, defense industrial base (DIB) production is a centre of gravity for this
current conflict and future wars.

Regarding the use of the Ukrainian software Kropyva, foremost this is an
example of how Ukraine is continuously innovating their tactics as well as
resources available to them in this existential war in order to mitigate personnel
and resources shortfalls and disadvantages. Ukraine started the war with no PGMs
in their arsenal, and were at anywhere from a 10:1 to a 5:1 disadvantage in trad-
itional artillery ammunition available when compared to the RF from the outset of
hostilities and throughout 2022 and into 2023’s well-publicised battle for Bahkmut
(Freedman 2023, 57; Bradley III 2024, 98; Watling, Danylyuk, and Reynolds 2024,
12; Trofimov 2024, 335-337). Nico Lange notes that “it is indisputable that nearly
all Ukrainian soldiers say that without the ‘software weapon system,” Kropyva, it
is unlikely they would be alive” (Lange 2023, 12). The Wall Street Journal’s chief
foreign affairs correspondent, Yaroslav Trofimov, has written a highly informative
account of the first year of Russia’s war of aggression against Ukraine. In “Our
Enemies Will Vanish: The Russian Invasion and Ukraine’s War of Independence,”
he gives a first-hand account of the AFU’s use of Kropyva in May of 2022 during
combat operations in the village of Virnopillia, which is 12 miles southwest of
Izyum in Kharkiv Oblast:

We waited as Oleh peered through binoculars, making notes on his tablet
loaded with Kropyva, the Ukrainian military’s mapping software used to
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calculate artillery coordinates. He had spotted a Russian BMP [Boevaya Mashina
Pekhoty, i.e. an infantry fighting vehicle] in the next tree line. The Russians
were really close ... “We’re good to go,” Oleh whispered loudly. “Stayed here
long enough.” We walked back through the forest for a minute or so, then the
shelling began. We had been noticed ... Back in the school basement, Oleh
gathered with other commanders around his tablet, relaying the Russian BMP’s
location to an artillery unit. The strike would come within minutes.

(Trofimov 2024, 200-204)

Trofimov’s first-hand account reflects the use of Kropyva in action on the battlefield
in Ukraine, noting how a volunteer battalion at the time on a secondary front of the
AFU could still get mass fires support from traditional artillery formations within
minutes, all thanks to this innovative software that networked all infantry units and
forward observers and sensors otherwise with all available artillery weapons units
and their systems. Kropyva’s innovative networking has facilitated almost real-
time artillery fire missions in the paradigm of “any sensor, best shooter” described
by the U.S. Army War College’s analysis on this same software.

The implications of this software are elaborated on by the authors of the U.S.
Army War College’s A Call to Action: Lessons from Ukraine for the Future
Force. They state that Kropyva is the “most significant artillery modernization
Ukraine has implemented” (Bradley III 2024, 101). This software, developed by
Ukrainians, is a ballistic calculator application able to be downloaded and used
on Android phones and tablets and “increased the functionality, accuracy, and
response times of Ukraine’s legacy artillery systems with software that resembles
rideshare applications ... earning it the moniker ‘Uber for artillery’ ” (Bradley 111
2024, 101). The authors note that:

Soldiers with Android tablets can responsively deliver fires ... Ukraine’s frugally
practical applications provide a real-time, handheld common operational pic-
ture that includes battlefield intelligence, which enhances responsive targeting.
Forward observers equipped with an Android smartphone and unmanned aerial
systems (UASs) use an encrypted network to input enemy targets that are trans-
mitted and seen simultaneously, not sequentially, at all levels of command and
coordination for approval. At the same time, artillery units within range of the
target can select and execute technical firing solutions and service the target.
Ukraine’s Uber for artillery flattens and expedites approving fires and helps to
achieve “any sensor, best shooter.

(Bradley 111 2024, 101)

Ukraine, in a whole of society effort, has changed the conduct of artillery operations
in 21%-century warfare through their innovative Kropyva software. This software
has reduced, or even eliminated, myriad layers of artillery fire mission assignment
and allocation by providing a real-time common operating picture (COP) for both
forward observers and artillery units alike, allowing the former to upload a target
requirement through Kropyva’s software on a battlefield with real-time connectivity
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thanks to Starlink, while the latter is subsequently able to service those highest pri-
ority and close-by targets in minutes. The app is named in a tradition stemming
from the AFU, whereby artillery weapons systems are traditionally named after
flowers and missile systems named after weather phenomena; Ukrainians now
name software after plants that have a self-defence mechanism, with “Kropyva”
being the Ukrainian word for a stinging-nettle plant (Lange 2023, 12).

Perhaps more importantly than its name is the fact that it was developed “by
volunteers of the ‘Armija SOS’ initiative in support of the Armed Forces of
Ukraine” (Lange 2023, 12; Army SOS 2024). According to Nico Lange’s report,
which draws heavily from first-hand interviews with citizens of Ukraine and
soldiers of the AFU, this software app was developed for use on Android phones
or tablets. Lange further notes the importance and ingenuity of the software, in
that it gives the AFU formations at the lowest echelon “an up-to-date picture of
the situation ... Nothing runs without up-to-date data or data transfer and nothing
happens without the data being immediately transferred back into the system. The
app ... was developed at breakneck speed after the invasion started” (Lange 2023,
12). Lange goes on to note that there are software specialists embedded in the field
with the AFU that are constantly developing and improving the apps and software
“during ongoing battles and always oriented towards solving practical problems
that arise in war” (Lange 2023, 12). This whole of society approach has not only
innovated the way in which artillery fires are conducted at all echelons of the
AFU, but also has evidenced valuable lessons and best practices. These are namely
improving the efficiency and effectiveness of artillery operations in war through
human capital, thereby overcoming personnel and resource shortfalls and saving
lives, as well as the continuous development and subsequent improvement of
systems in the conduct of this war and for future wars. Also, developed and updated
outside of traditional military procurement methods, Kropyva is a master-class and
paradigm shift in defence procurement as well as finding synergies between mili-
tary necessities and economic sector human capital and capabilities development
in defence of the nation.

In summary, on artillery fires regarding Kropyva, the authors of 4 Call to
Action: Lessons from Ukraine for the Future Force succinctly state:

The functionality and responsiveness of this command and control (C2) system
streamlines tactical and technical fire-direction processes to provide Ukraine
a competitive advantage. Resourced outside the military procurement process
and open to updates, these applications give Ukraine a technical advantage in
delivering responsive fires as well as show versatility as the Armed Forces of
Ukraine’s current common-operational-picture platform.

(Bradley 111 2024, 101)

Perhaps the most important lesson learned here is that the AFU developed
this software outside of the traditional military procurement process, which both
enabled it to be rapidly implemented at a comparatively low cost, as well as
allowing for updates and improvements without the same bureaucratic inertia that
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an initial procurement and subsequent updates or improvements would entail. The
bottom line is that Ukraine has in many ways mitigated significant personnel and
materiel shortfalls and disadvantages through the efficient and effective allocation
of artillery fires resources via the Kropyva software and associated Android appli-
cation that is available at all echelons and to all forces that are fighting for Ukraine
against Russia’s war of aggression against Ukraine.

In regards to mass of fires, Russia’s war of aggression against Ukraine has
shown that while PGMs have a key role to play in the conduct of 21st-century
warfare, mass of fires is still a key concept for employing the king of battle, or
artillery. These PGMs will continue to be used, as they were by the U.S. in the
First Gulf War, to degrade or destroy critical infrastructure and capabilities of the
enemy, or in other words high-value targets that provide a return on investment
for such a high-cost technical weapon as a PGM. In turn, both precision and
dumb artillery rounds will continue to be used to mass fires on the battlefield, pri-
marily at the tactical level, in order to deny the enemy freedom of manoeuvre as
well as in support of friendly force operations, specifically preparing the battle-
field for friendly manoeuvre operations. The mass of fires will also contribute to
the attrition of enemy personnel, equipment, and war materiel at both the tactical
and operational levels, and in turn serves to prevent the enemy from seizing
and holding key terrain, which is a critical component of success in LSCO. The
bottom line is precision fires have a key role in 2 Ist-century warfare, but Russia’s
war of aggression against Ukraine has shown that mass of fires will continue
to be a key component at the tactical and operational levels of land warfare as
well. The AFU’s ability to more efficiently and effectively deliver those mass
fires on valuable targets serves to not only increase the destruction of RF per-
sonnel, equipment, and war materiel, thereby decreasing RF combat power, but
also reduces the logistics burden on the AFU (i.e. more efficient and effective
artillery fires results in less rounds to bring to the guns and less maintenance
to conduct on the guns) and likewise increases the survivability of Ukrainian
artillery weapons systems by reducing the duration of their fire missions and
therefore reducing exposure to counter-battery fires, or in short, allowing them to
“shoot and scoot” to great effect.

In regards to the demand signal for ammunition, Russia’s war of aggression
against Ukraine has shown that both Ukraine’s and the West’s artillery ammunition
estimated consumption rates in sustained LSCO were woefully underestimated
and have proven insufficient in combat operations by the AFU in Russia’s war of
aggression against Ukraine (Zabrodskyi, Watling, Danylyuk, and Reynolds 2022,
56). This led to a corresponding underestimation on required stocks and produc-
tion rates of artillery ammunition, both prior to and during the conduct of LSCO.
Worth noting briefly here, this is a shortcoming of Western DIB production, spe-
cifically in regards to dumb artillery ammunition but also regarding war materiel
in general, and one that needs to be solved now by all allied governments in order
to provide adequate artillery ammunition and other war materiel in support of the
AFU as well as in order to ensure there are sufficient stocks for any future conflict
(Lange 2023, 26).
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Key Takeaways and Implications

Based on the aforementioned reporting, research reports, and books from 2022 to
present and the corresponding observations about the conduct of UAS and artillery
operations in Russia’s war of aggression against Ukraine, a few key takeaways and
implications follow.

The key takeaways from the above topics is that UAS, counter-UAS, and artil-
lery operations are critical aspects of this conflict and will be crucial to any success
in 21%-century warfare. UAS and counter-UAS equipment, force-structure, and
doctrine for employment is needed at all tactical echelons and even the operational
level of warfighting formations. The primary function of these UAS are delivering
lethal effects to enemy personnel, equipment, formations, and war materiel from
tactical through strategic echelons. These UAS can also serve as intelligence
collection platforms and logistics support platforms. In all cases, UAS serves to: (1)
reduce the required manpower on a battlefield, serving as a way to deliver lethal
munitions in order to reduce enemy resources and likewise mitigate one’s own
shortfalls and disadvantages in personnel and equipment, (2) provide better battle-
field awareness through ISR thus reducing required reconnaissance personnel, and
(3) provide sustainment to forward troops without requiring support troops and
associated logistics equipment to traverse the battlefield to make such deliveries.
Likewise, artillery operations increased efficiency mitigates disadvantages in per-
sonnel and equipment as well as reduces logistical burdens (i.e. a reduction in
ammunition delivery and artillery gun maintenance) by ensuring more effective
fires are delivered on enemy targets with the fewest possible rounds.

Another key takeaway is that there also needs to be a reduction of DIB pro-
curement bureaucracy. As evidenced in this war with the development of both
UAS platforms and artillery operations platforms that increase lethality, effi-
ciency, and effectiveness (not to mention survivability of troops by eliminating
threats) finding synergies between military necessities and economic sector cap-
abilities and reducing any and all bureaucratic impediment between the end-user
need and the developing and delivery of that capability is urgently necessary. This
facilitates innovation and increases lethality of war-fighters by delivering neces-
sary equipment and capabilities on significantly reduced timelines from concep-
tualisation/demand signal to operationally capable/available to the war fighter in
combat operations.

The evolution of UAS that has been evidenced on the battlefields in Russia’s
war of aggression against Ukraine have implications for the conduct of this con-
flict and future wars that are paradigm shifting. Primarily, the development and
integration of Al into UAS sensor and shooter decision-making. Conceptually,
drones can and will be made more autonomous as they evolve in parallel to be
able to carry larger and more deadly lethal munitions payloads; the end state is a
short-range or long-range drone, loaded with lethal munitions, that is either able
to loiter in a given area of operations or be launched on set coordinates with the
ability of integrated Al to identify viable military targets and prosecute lethal
munitions strikes without a human controller. The first military to fully develop
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this capability, which ostensibly allows for kamikaze missions on strategic targets
deep into enemy rear, as well as faster kill-chain decision making at the tactical
level with positively identifiable military targets, will have a significant advan-
tage. One foreseeable problem in this integration of autonomous Al is with use of
captured enemy equipment, whereby the force employing the former would have
to ensure that its autonomous UAS with integrated Al platforms would not strike
the latter captured enemy equipment being employed by their own friendly forces.
The drone arms-race for Al-controlled lethal drones and Al controlled autonomous
lethal drones, something not yet evidenced in Russia’s war of aggression against
Ukraine, is a critical arms-race for success in 21%-century combat operations.
Likewise, the development of software in order to provide a persistent and per-
vasive COP of the battlespace, facilitated through UAS possibly coupled with Al
(for battlefield/target information processing, and so on) or otherwise, has sig-
nificant implications for this conflict and future wars. Previously such real-time
and pervasive overwatch was only available for the highest-level missions, such
as small-unit formations conducting strategic level military operations or special
operations forces going after high-value targets. Now, with the development of
software and associated applications, almost all units down to the lowest tactical
echelon have real time ISR and a COP if they so choose (i.e. infantry squads can
operate with these Android devices in hand and are able to employ UAS for their
own hip-pocket ISR and battlefield awareness). A further evolution with significant
implication would be integrating this persistent and ubiquitous COP with Al in a
manner that allows that Al to identify threats to friendly formations (or other rele-
vant battlefield developments), and potentially even prosecute lethal strikes against
those threats without input from the friendly forces on the ground that are at risk.

Conclusions

Ukraine and the West must increase their respective DIB production capacities. In
order to fight and win, this conflict and future wars will require massive amounts
of drones and artillery ammunition. Increasingly lethal and precise FPV drones can
also mitigate personnel and resources shortfalls and disadvantages, such as artil-
lery ammunition shortfalls, providing an innovative and often more effective and
efficient strike capability than artillery. The side that innovates, employs, fails, and
innovates again is likely to succeed in this conflict and in future wars. Therefore,
it is crucial to find synergies between military requirements and economic capabil-
ities, and likewise to remove all bureaucratic obstacles and inertia that would slow
down this innovation, employment, failure, innovation, and success cycle. A huge
part of this cycle is also the human capital available to facilitate such developments.
It is crucial that the human capital of a country, both in military formations and eco-
nomic sectors providing support thereto, are properly handled in order to facilitate
this whole-of-society approach to fighting and winning wars, in which the speed of
innovation will be critical. Finally, change in current tactics and doctrine is neces-
sary, along with the development of anti-drone countermeasures at scale, in order
to increase survivability of contemporary forces on the battlefield. Nowhere is safe
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any longer; extensive causalities are the reality of contemporary war with ubiqui-
tous and lethal UAS and artillery, and likely to significantly increase with the inte-
gration of Al into these military platforms with lethal capabilities.
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12 Conclusions

Tracey German, Fotios Moustakis, and
Andrew N. Liaropoulos

Key insights

As warfare evolves, the interplay of military strategy and innovation has become
more critical than ever. The Co-evolution of Technology and Warfare: Reshaping
the Battlefield explores this transformation, analysing the profound impact of emer-
ging technologies on modern conflict. The following chapter summaries conclude
the book, setting out key insights into the implications of these advancements for
contemporary warfare. By examining global military trends and recent conflicts,
these final reflections highlight both the opportunities and challenges of modern
warfare, offering a comprehensive outlook on the future of security and defence in
an uncertain global system.

The chapter by Jack Sharpe on the intersection of artificial intelligence (AI) and
cyber warfare, focused on its transformative impact on global security. It discussed
the strategic advantages of Al in cyber operations, such as enhancing attack speed
and improving intelligence gathering. The chapter provided an in-depth analysis
of Al-driven cyber threats, particularly in critical infrastructure attacks, espionage,
disinformation campaigns, and the increasing use of Al-powered malware. Russia’s
cyber operations, including disinformation tactics and Al-enhanced hacking strat-
egies, were analysed within the context of the ongoing conflict in Ukraine, illus-
trating how Al-driven cyber warfare is shaping modern conflicts. Future trends in
Al-enhanced cyber warfare, including quantum computing and Al-powered cyber-
physical attacks, were also discussed, emphasising the urgency of developing pro-
active counter-measures. Recommendations for policymakers, military leaders,
and cybersecurity professionals focus on investing in Al-driven cybersecurity
solutions, strengthening global collaboration, and maintaining human oversight in
Al decision-making. Sharpe concludes that Al is revolutionising cyber warfare,
calling for the urgent adaptation of security strategies to manage both opportunities
and risks effectively.

Andrew Liaropoulos explored how Al transforms influence campaigns by enab-
ling the automated creation and dissemination of content. While such operations
have historically been used as a military and political strategy, Al-powered tools,
such as chatbots, deepfake technologies, and generative language models (LLMs),
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have enhanced their effectiveness, making influence campaigns more cost-
effective and personal. The chapter examined how Al amplifies influence by auto-
mating content generation, reducing human labour, and increasing the reach of
state and non-state actors, including militaries, political organisations, and private
firms. It highlights how Al expands actors, allowing states, non-state groups, and
private firms to wage influence campaigns; enhances behaviours, reducing costs
and improving targeted disinformation; and generates deceptive content, including
deepfake videos and automated social media manipulation. On the other hand,
Liaropoulos identifies limitations, including bias in AI models, detection efforts,
and challenges in gaining audience attention. The chapter concludes that AI’s role
in IOs must be countered with regulation, media literacy, and Al-powered detection
tools to prevent societal polarisation and distrust.

The chapter by Chris Lavers explored the growing threat of commercially
available first-person view (FPV) unmanned aerial vehicles (UAVs) modified for
asymmetrical warfare, particularly by non-state actors such as Al-Qaeda, ISIS, and
Hezbollah. It discussed how commercially available drones have been weaponised
to conduct surveillance, assassinations, and infrastructure attacks, with examples
from conflicts in Syria, Iraq, and Ukraine. UAVs have evolved from military
tools to widespread commercial platforms, blurring the lines between civilian and
military use. Advances in drone technology have made them highly attractive to
terrorist groups due to their affordability, ease of modification, and stealth cap-
abilities. Modified UAVs offer insurgents significant tactical benefits, including
the ability to swarm, evade detection, and deliver precision strikes. Cheap, com-
mercially available drones can be adapted for various hostile applications, from
reconnaissance to carrying explosives. The proliferation of modified drones poses
also security risks to critical infrastructure and military installations. The chapter
highlights the urgent need for policy interventions and regulatory frameworks to
mitigate UAV threats. Measures such as radar enhancements, airspace restrictions,
and drone-detection systems must evolve to counteract these emerging dangers.

Markos Trichas and Matthew Mowthorpe explored the evolving landscape of
space warfare, by focusing on the increasing militarisation of space by Russia
and China. During the Cold War, space was largely treated as off-limits for mili-
tary aggression, culminating in the 1967 Outer Space Treaty. However, in recent
decades, space has become an operational military domain, with nations actively
developing counterspace capabilities. The chapter highlights the strategic import-
ance of space assets in modern warfare. Satellites support communications, naviga-
tion, intelligence, and precision strikes, making them critical to military operations.
The conflict in Ukraine demonstrated this when Russia launched a cyber-attack
on Viasat, disrupting communications, while Ukraine utilised Starlink to maintain
battlefield connectivity. Russia’s counterspace program has advanced significantly
under Vladimir Putin, focusing on electronic warfare (EW), co-orbital anti-satellite
(ASAT) systems, and direct ascent weapons. China has similarly prioritised space
superiority. Its counterspace program includes kinetic ASAT tests, co-orbital
satellites with robotic arms capable of grappling objects, and directed-energy
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weapons for blinding or damaging satellites. China has demonstrated the ability to
manoeuvre satellites covertly and potentially interfere with adversary space assets.
The chapter concludes that space is now a contested battlefield, necessitating rapid
and innovative defence strategies. A multi-dimensional space-based architecture,
integrating manoeuvrable satellites and decoys, is proposed to enhance resili-
ence against ASAT threats. Both Russia and China’s developments underscore the
urgent need for international coordination to safeguard space assets from escalating
hostilities.

The chapter by Tracey German argues that hypersonic weapons, capable of
speeds above Mach 5, are reshaping military strategy with their speed, precision,
and manoeuvrability, challenging existing defence systems. Used in combat for
the first time by Russia in Ukraine (2022), their impact has been underwhelming,
with limited strategic gains. There are two main types: hypersonic cruise missiles
(HCMs) and hypersonic glide vehicles (HGVs). Their unpredictable flight paths
make them difficult to intercept, raising concerns about deterrence and stra-
tegic stability. While hypersonics complicate global power balances and defence
planning, they remain expensive and scarce. Their real impact is more strategic
than battlefield-defining, challenging traditional deterrence models but not yet
revolutionising warfare. In conclusion, the chapter stresses that hypersonics are
a significant technological advancement but have yet to prove themselves as
a decisive game-changer in warfare. Their primary impact lies in their strategic
implications rather than battlefield effectiveness.

The next chapter by Sidharth Kaushal explored how globalisation has reshaped
naval strategy, particularly in the context of the US-China maritime rivalry. A key
argument is that sea control is shifting from distant blockades to operations in the
littoral regions. The complexity of modern shipping — flag changes, multiple own-
ership structures, and transactions at sea — makes traditional interdiction challen-
ging. This benefits China, which, due to its geographic proximity and large coast
guard, can exert greater influence over regional trade than the US. However, the
US is adapting its strategy. While China’s dependence on trade and shipbuilding
dominance gives her advantages, the US retains strategic offsets such as advanced
submarines and long-range missile capabilities. Unlike past sea powers, the US
may function more like Cold War-era continental states (e.g., the USSR), focusing
on sea denial rather than sea control. Another trend discussed is the reintegration of
government into sea control. The US and China are increasingly leveraging com-
mercial tools like maritime insurance, undersea cables, and shipping infrastruc-
ture to exert influence. Ultimately, the chapter argues that the US must rethink its
naval strategy, learning from past continental challengers rather than traditional
seapowers. The competition in the South China Sea will be shaped by regionalised
trade, economic statecraft, and the ability to control commerce near contested
waters. While China has advantages in shipbuilding and trade reliance, the US
holds asymmetrical strengths, making future naval competition highly dynamic.

James Henry Bergeron examined the evolving landscape of maritime strategy
in the context of the Second Revolution in Military Affairs (2RMA). Historically,
post-Cold War maritime strategies prioritised power projection and crisis response
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over traditional naval defence. However, shifting geopolitical realities, including
Russia’s increasing aggressiveness, China’s naval expansion, and the prolifer-
ation of autonomous military technology, necessitate a strategic recalibration.
The chapter outlined key factors driving this transformation. The 2022 Russian
invasion of Ukraine demonstrated how modern, cost-effective technologies like
drones and autonomous systems can challenge established naval forces. Ukraine’s
innovative use of land-based anti-ship missiles and maritime drones forced the
Russian Black Sea Fleet into retreat, proving that smaller nations can wield asym-
metric capabilities effectively. Similarly, Houthi rebels have leveraged drones and
missiles to disrupt global trade routes in the Red Sea, showcasing how non-state
actors can challenge naval supremacy. The 2RMA is marked by the integration of
Al, cyber warfare, space-based assets, and hypersonic weapons, reshaping naval
tactics and force structures. Debates persist on whether to invest in conventional
warships or prioritise autonomous platforms, electronic warfare, and counter-drone
technologies. The chapter stressed that strategically, NATO and Western powers
must leverage their maritime superiority to deter adversaries like Russia and China.
This involves securing sea lines of communication, enhancing undersea surveil-
lance, and preparing for potential maritime blockades. The future of naval war-
fare will require rapid adaptation, strong industrial support, and sustained political
commitment to maintain maritime dominance in an era of disruptive technological
change.

The challenges that hybrid and cyber threats pose to critical infrastructure
(CI) was explored by Konstantinos Tsetsos. These threats combine disinforma-
tion, cyberattacks, economic coercion, and social engineering, operating in the
ambiguous grey zone between peace and conflict. Fifth-generation warfare tactics,
including Al-driven cyberattacks and psychological manipulation, exploit attribu-
tion challenges, making defence and response challenging. The chapter outlined
the evolution of warfare from traditional military conflicts to modern hybrid
threats, where non-kinetic attacks such as propaganda, cyber sabotage, and eco-
nomic pressure are used to destabilise nations. Cyberattacks on CI, such as power
grids, healthcare systems, and financial services, have increased significantly, with
state and non-state actors exploiting vulnerabilities in interconnected systems. The
effects of such attacks can disrupt entire societies, making robust security measures
critical. The chapter emphasised the importance of a resilience-based security cul-
ture, advocating for proactive threat detection, early warning mechanisms, and
policy-driven cybersecurity investments. Governments, organisations, and com-
munities must collaborate to transform security from a reactive stance into a foun-
dational element of societal stability, ensuring continuity of essential services amid
evolving cyber and hybrid threats.

The evolving landscape of warfare, marked by rapid technological
advancements, requires a fundamental shift in military leadership and training. The
chapter by Fotios Moustakis explored how Al, robotics, cyber warfare, and autono-
mous systems are reshaping military strategies and challenging traditional Western
supremacy. These technologies enable adversaries to act swiftly and creatively,
often outpacing democratic nations bound by bureaucratic constraints. To maintain
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their strategic edge, Western military organisations must adopt transformational
leadership, which emphasises adaptability, innovation, and long-term vision over
traditional transactional models. Effective leadership in high-tech warfare demands
not only technical competence but also an understanding of the human dimension,
motivating troops, fostering innovation, and aligning technological advancements
with operational objectives. The Ukrainian resistance against Russia illustrates the
power of adaptive leadership combined with modern technology. Military leader-
ship today must navigate complex environments that shift rapidly between peace
and war. Training must emphasise agility, versatility, and continuous education.
Leaders must not only execute tactical operations but also ensure the well-being
of their personnel and maintain institutional integrity. Transformational leader-
ship, which fosters creativity, problem-solving, and adaptability, is increasingly
recognised as vital in military organisations. The chapter concludes that as new
technologies redefine warfare, military training should incorporate academic,
industrial, and practical simulations to enhance decision-making and technological
integration.

Finally, the chapter by Danny Love examined the tactical innovations undertaken
by the Armed Forces of Ukraine (AFU) in response to Russia’s full-scale invasion.
The analysis focused on two key areas: unmanned aerial systems (UAS) employ-
ment and artillery operations. These innovations highlight Ukraine’s ability to adapt
and leverage technology against a larger, better-resourced adversary. Ukraine has
pioneered the large-scale use of cheap, disposable drones to deliver lethal strikes.
Unlike traditional UAS platforms used for reconnaissance, Ukraine has modified
quad-copter drones to deploy grenades, thermite, and even anti-tank weapons. Ukraine
has also revolutionised artillery warfare through software-driven targeting and fire
coordination. The Kropyva system, an Android-based application, enables rapid
artillery strikes by linking forward observers, drones, and artillery units in real time.
The key highlights from this final chapter demonstrate that drones are revolutionising
modern warfare by enhancing intelligence, surveillance, and reconnaissance (ISR),
enabling precise targeted strikes, and supporting logistics operations. Meanwhile,
artillery remains a critical component of combat, with software-driven coordination
significantly improving its efficiency. The integration of Al in UAS is expected to
play a decisive role in future conflicts. These advancements not only demonstrate
Ukraine’s adaptability but also provide valuable lessons for Western militaries pre-
paring for the complexities of 21st-century warfare.

Future projections

The future of warfare is a topic of intense debate, shaped by technological
advancements, geopolitical shifts, and evolving military doctrines. As states pre-
pare for future conflicts that may differ significantly from those of the past, several
critical debates emerge, encompassing Al, cyber warfare, autonomous weapons,
space militarisation, hybrid warfare, ethical considerations, and the impact of
emerging technologies on global security dynamics. This book analysed some of
these debates, but there are also other trends that shape the future face of warfare.
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Looking ahead, modern militaries are expected to dramatically expand AI’s role
in warfare. As technology advances, military Al will likely evolve from its current
peripheral and supportive roles to playing a more central role in combat and stra-
tegic decision-making. Conflict zones have already seen an increasing adoption
of Al for intelligence gathering, with platforms like Palantir’s Al responsible for
most targeting Ukraine operations on the battlefield against Russian forces. The
use of Al-driven intelligence highlights its critical role in contemporary war-
fare. The speed of Al processing and advanced algorithms are essential, enabling
commanders to make faster and more well-informed decisions. Al can rapidly ana-
lyse reconnaissance data and translate it into actionable insights within seconds,
significantly enhancing battlefield efficiency.

Projections of future warfare, particularly in Western military assessments and
visualisations, suggest that the integration of Al-driven judgment with senior officers’
decision-making mechanisms will become even more intertwined. This human—Al
collaboration will leverage the strengths of both Al’s speed and data-processing cap-
abilities combined with human intuition and legal or ethical considerations. Despite
Al’s growing capabilities, the prevailing assumption remains that AI will serve as a
tool for decision-making rather than being an autonomous decision-maker.

Al-powered predictive analytics, which uses data to forecast future trends and
events, is also expected to play a key role in military logistics. Currently utilised
in the commercial sector for demand prediction and delivery optimisation, pre-
dictive analytics will be adapted to ensure troops receive and maintain necessary
supplies at the right time. Commanders in the field will use Al to assess supply
adequacy and anticipate potential disruptions, enabling logistics teams to adjust
supply lines proactively. Just as Lt. General Pagonis streamlined logistics under a
unified command during the first Gulf War, Al will enhance centralised decision-
making by aggregating vast amounts of real-time data to optimise supply chains
and predict future needs.! Additionally, the flexibility of Pagonis’ decentralised
execution — where local commanders retained autonomy — parallels Al-driven
logistics models, which allow real-time adjustments based on evolving battlefield
conditions, weather changes, or enemy movements.

In the near future, battlefields will increasingly be dominated by autonomous
and semi-autonomous weapon systems, ranging from smart missiles and drones
to robotic tanks and autonomous submarines. These advancements will funda-
mentally reshape warfare, making Al-driven systems the norm. While human-
crewed assets will remain, Al-assisted platforms like the Kratos XQ-58A Valkyrie,
designed as a “loyal wingman” for scouting, defence and enemy engagement, will
become standard. Capable of operating within drone swarms without direct human
piloting, these Al-enhanced systems will play a crucial role in modern combat.

Similarly, land and naval forces will deploy autonomous weapon systems to
execute attacks and guard defensive positions, with military commanders setting
mission objectives. Al will also become an essential tool for real-time battlefield
simulations. While AI may not predict the overall outcome of a war, it will run
countless simulations during battle, continuously updating them based on shifting
battlefield conditions and offering revised tactical recommendations.
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Equally important is the integration of Al-enabled systems into the Joint
All-Domain Command and Control (JADC2) concept, developed by the U.S.
Department of Defense. JADC2 aims to operate across all levels and phases of
warfare, spanning multiple domains and coalition partners, to maintain an infor-
mation advantage at the speed of relevance.

While these advancements will significantly reshape warfare, maintaining
meaningful human control over Al-driven weapons and decisions remains a fun-
damental principle. Ensuring meaningful human control over Al-driven weapon
systems and decision-making processes remains a priority. Maintaining this control
can be challenging, particularly as Al operates in fractions of a second. However,
the guiding principle within Western armed forces is, and should continue to be,
that militaries maintain meaningful human oversight over weapons and critical
decisions.

It could be argued that the future battlefield will be dominated by software.
Algorithms might determine the success of military missions more than platforms,
as a result of disruptive developments and the introduction of faster communication
networks and system-of-systems defence solutions. In the coming two decades,
major global powers will have a fully established space force resulting in new
opportunities but also threats. The consequences of space conflicts could be cata-
strophic, as damaging even a few satellites could disrupt global communications,
navigation, and financial systems. Such a scenario will call for the establishment of
new concepts of operations, regulatory frameworks, and international agreements.
Another trend that we have to take into account is the merger of brain—computer
interfaces and augmented/virtual reality on the battlefield. Future high-tech helmets
and smart glasses will optimise a soldier’s situational awareness, shape perception,
compress time, accelerate decision-making, and once again promise to lift the fog
of war. There may well be further integration and cooperation between humans and
machines in future conflict. The development of hybrid human—machine squadrons
raises major concerns regarding the ethical and regulatory framework of future war-
fare. Adding to that, key advances in biotechnology, synthetic biology, and brain—
computer interfaces will enhance the cognitive abilities of soldiers and challenge
our understating of warfare. The future commander will utilise quantum sensing
and quantum navigation, making the promise of real-time mapping a reality.

The future of warfare is uncertain. What is certain though is that technology
defines warfare, but does not win or lose wars on its own. History is a reminder
that technology is one of the many factors that shape the conduct of warfare. There
is no doubt that technology will alter how future militaries plan for and fight wars,
but the decision-makers cannot lose sight of the human and political domains of
war regardless of the technological advances.

Note

1 William G. Pagonis and Jeffrey L. Cruikshank, Moving Mountains: Lessons in Leadership
and Logistics from the Gulf War (Brighton, MA: Harvard Business Review Press, 1992).
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